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July 12, 2016

***NOTICE OF AWARD***

A Notice of Award discloses the selected vendor(s) and the intended contract terms resulting from a

State issued solicitation document.  Contract for the services of an independent contractor do not 

become effective unless and until approved by the Board of Examiners.


		RFP/BID:

		2096





		For:

		Asset Verification Services





		Vendor:

		Accuity Asset Verification Services Inc.





		Term:

		August 9, 2016 through August 31, 2018





		Awarded Amount:

		$993,202.00





		Using Agency:

		Division of Welfare and Supportive Services





************************************************************************************


This Notice of Award has been posted in the following locations:


		State Library and Archives

		100 N. Stewart Street

		Carson City



		State Purchasing

		515 E. Musser Street

		Carson City



		Division of Welfare and Supportive Services

		1470 College Parkway

		Carson City





Pursuant to NRS 333.370, any unsuccessful proposer may file a Notice of Appeal


 within 10 days after the date of this Notice of Award.


NOTE:  This notice shall remain posted until July 22, 2016

Revised as of 10/05/11
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Accuity Asset Verification Services Inc.
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Floor 6
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Tab III – Vendor Information Sheet



VENDOR INFORMATION SHEET FOR RFP 2096

Vendor Must:

A) Provide all requested information in the space provided next to each numbered question.  The information provided in Sections V1 through V6 will be used for development of the contract;

B) Type or print responses; and

C) Include this Vendor Information Sheet in Tab III of the Technical Proposal.



		V1

		Company Name

		Accuity Asset Verification Services Inc.



		V2

		Street Address

		1007 Church Street

Floor 6



		V3

		City, State, ZIP

		Evanston, Illinois 60201



		V4

		Telephone Number



		

		Area Code:  847

		Number:  933-5126

		Extension:  



		V5

		Facsimile Number



		

		Area Code:  847

		Number:  763-1960

		Extension:  



		V6

		Toll Free Number



		

		Area Code:  855

		Number:  807-9822

		Extension:  



		V7

		Contact Person for Questions / Contract Negotiations,

including address if different than above



		

		Name: Paul F. Soczynski



		

		Title: Senior Director, Government Services



		

		Address: 1007 Church Street Floor 6 Evanston, Illinois 60201



		

		Email Address: Paul.Soczynski@Accuity.com



		V8

		Telephone Number for Contact Person



		

		Area Code:  847

		Number:  933-5126

		Extension:  



		V9

		Facsimile Number for Contact Person



		

		Area Code:  847

		Number:  763-1960

		Extension:  









		V10

		Name of Individual Authorized to Bind the Organization



		

		Name: Brent Newman

		Title: President



		V11

		Signature (Individual must be legally authorized to bind the vendor per NRS 333.337)



		

		Signature:

[image: ]

		Date:

1/29/2016
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Tab IV: State Documents

[bookmark: _Toc438643539]ATTACHMENT A – 

CONFIDENTIALITY AND CERTIFICATION OF INDEMNIFICATION



Submitted proposals, which are marked “confidential” in their entirety, or those in which a significant portion of the submitted proposal is marked “confidential” will not be accepted by the State of Nevada.  Pursuant to NRS 333.333, only specific parts of the proposal may be labeled a “trade secret” as defined in NRS 600A.030(5).  All proposals are confidential until the contract is awarded; at which time, both successful and unsuccessful vendors’ technical and cost proposals become public information.  



In accordance with the Submittal Instructions of this RFP, vendors are requested to submit confidential information in separate binders marked “Part I B Confidential Technical” and “Part III Confidential Financial”.



The State will not be responsible for any information contained within the proposal.  Should vendors not comply with the labeling and packing requirements, proposals will be released as submitted.  In the event a governing board acts as the final authority, there may be public discussion regarding the submitted proposals that will be in an open meeting format, the proposals will remain confidential. 



By signing below, I understand it is my responsibility as the vendor to act in protection of the labeled information and agree to defend and indemnify the State of Nevada for honoring such designation.  I duly realize failure to so act will constitute a complete waiver and all submitted information will become public information; additionally, failure to label any information that is released by the State shall constitute a complete waiver of any and all claims for damages caused by the release of the information.



This proposal contains Confidential Information, Trade Secrets and/or Proprietary information as defined in Section 2 “ACRONYMS/DEFINITIONS.” 

Please initial the appropriate response in the boxes below and provide the justification for confidential status.



		Part I B – Confidential Technical Information



		YES

		

		NO

		X



		Justification for Confidential Status



		N/A







		A Public Records CD has been included for the Technical and Cost Proposal



		YES

		

		NO  (See note below)

		X



		Note:  By marking “NO” for Public Record CD included, you are authorizing the State to use the “Master CD” for Public Records requests.







		Part III – Confidential Financial Information



		YES

		

		NO

		X



		Justification for Confidential Status



		N/A



		Accuity Asset Verification Services Inc.



		Company Name



		[image: ]

		



		Signature

		



		Brent Newman

		1/29/2016



		Print Name

		Date
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Tab IV: State Documents



ATTACHMENT C – VENDOR CERTIFICATIONS



Vendor agrees and will comply with the following:



(1) Any and all prices that may be charged under the terms of the contract do not and will not violate any existing federal, State or municipal laws or regulations concerning discrimination and/or price fixing.  The vendor agrees to indemnify, exonerate and hold the State harmless from liability for any such violation now and throughout the term of the contract.



(2) All proposed capabilities can be demonstrated by the vendor.



(3) The price(s) and amount of this proposal have been arrived at independently and without consultation, communication, agreement or disclosure with or to any other contractor, vendor or potential vendor.



(4) All proposal terms, including prices, will remain in effect for a minimum of 180 days after the proposal due date.  In the case of the awarded vendor, all proposal terms, including prices, will remain in effect throughout the contract negotiation process.



(5) No attempt has been made at any time to induce any firm or person to refrain from proposing or to submit a proposal higher than this proposal, or to submit any intentionally high or noncompetitive proposal.  All proposals must be made in good faith and without collusion.



(6) All conditions and provisions of this RFP are deemed to be accepted by the vendor and incorporated by reference in the proposal, except such conditions and provisions that the vendor expressly excludes in the proposal.  Any exclusion must be in writing and included in the proposal at the time of submission.



(7) Each vendor must disclose any existing or potential conflict of interest relative to the performance of the contractual services resulting from this RFP.  Any such relationship that might be perceived or represented as a conflict should be disclosed.  By submitting a proposal in response to this RFP, vendors affirm that they have not given, nor intend to give at any time hereafter, any economic opportunity, future employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant or any employee or representative of same, in connection with this procurement.  Any attempt to intentionally or unintentionally conceal or obfuscate a conflict of interest will automatically result in the disqualification of a vendor’s proposal.  An award will not be made where a conflict of interest exists.  The State will determine whether a conflict of interest exists and whether it may reflect negatively on the State’s selection of a vendor.  The State reserves the right to disqualify any vendor on the grounds of actual or apparent conflict of interest.



(8) All employees assigned to the project are authorized to work in this country.



(9) The company has a written equal opportunity policy that does not discriminate in employment practices with regard to race, color, national origin, physical condition, creed, religion, age, sex, marital status, sexual orientation, developmental disability or handicap.  



(10) The company has a written policy regarding compliance for maintaining a drug-free workplace.



(11) Vendor understands and acknowledges that the representations within their proposal are material and important, and will be relied on by the State in evaluation of the proposal.  Any vendor misrepresentations shall be treated as fraudulent concealment from the State of the true facts relating to the proposal.



(12) Vendor must certify that any and all subcontractors comply with Sections 7, 8, 9, and 10, above.



(13) The proposal must be signed by the individual(s) legally authorized to bind the vendor per NRS 333.337.



		

Accuity Asset Verification Services Inc.

		



		Vendor Company Name

		



		[image: ]

		

		

		



		Vendor Signature

		

		

		



		

Brent Newman

		

		

		January 29, 2016



		Print Name

		

		

		Date
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Tab IV: State Documents



ATTACHMENT L – CERTIFICATION REGARDING LOBBYING



Certification for Contracts, Grants, Loans, and Cooperative Agreements



The undersigned certifies, to the best of his or her knowledge and belief, that:



(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal contract, grant, loan, or cooperative agreement.



(2)	If any funds other than Federally appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard Form-LLL, “Disclosure of Lobbying Activities,” in accordance with its instructions.



(3)	The undersigned shall require that the language of this certification be included in the award documents for all sub awards at all tiers (including subcontracts, sub grants, and contracts under grants, loans, and cooperative agreements) and that all sub recipients shall certify and disclose accordingly.



This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into.  Submission of this certification is a prerequisite for making or entering into this transaction imposed by section 1352, U.S. Code.  Any person who fails to file the required certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.



		By:

		[image: ]

		

		January 29, 2016



		

		Signature of Official Authorized to Sign Application

		

		Date





	

		For:

		Accuity Asset Verification Services Inc.



		

							Vendor Name







		Asset Verification Services



		Project Title





PART I A – TECHNICAL PROPOSAL



Tab V: State Documents



		Accuity Asset Verification Services Inc. has no vendor licensing agreements and/or hardware and software maintenance agreements.



Accuity Asset Verification Services Inc. and its asset verification service has no applicable certifications and/or licenses.
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[bookmark: _Toc199056543][bookmark: _Toc438643540]Tab V - ATTACHMENT B – TECHNICAL PROPOSAL CERTIFICATION OF COMPLIANCE WITH TERMS AND CONDITIONS OF RFP

I have read, understand and agree to comply with all the terms and conditions specified in this Request for Proposal.  



		YES

		X

		I agree to comply with the terms and conditions specified in this RFP.









		NO

		

		I do not agree to comply with the terms and conditions specified in this RFP.







If the exception and/or assumption require a change in the terms in any section of the RFP, the contract, or any incorporated documents, vendors must provide the specific language that is being proposed in the tables below.  If vendors do not specify in detail any exceptions and/or assumptions at time of proposal submission, the State will not consider any additional exceptions and/or assumptions during negotiations.  



		Accuity Asset Verification Services Inc.

		



		Company Name

		



		

[image: ]

		

		

		



		Signature

		

		

		



		

		

		

		



		Brent Newman

		

		

		January 29, 2016



		Print Name

		

		

		Date







Vendors MUST use the following format.  Attach additional sheets if necessary.



EXCEPTION SUMMARY FORM



		EXCEPTION #

		RFP SECTION NUMBER

		RFP 

PAGE NUMBER

		EXCEPTION

(Complete detail regarding exceptions must be identified)



		1

		2

		5

		The definition of AVS includes a secure, internet-accessible database; however, our experience is that the definition for AVS is a secure internet-accessible interface to financial institutions.





		2

		13.3.4.1

		59

		Accuity AVS has been able to implement it asset verification service with remotely located project managers.  Accuity AVS does agree to be on-site as needed for a successful implementation but not have its project manager located in Carson City, Nevada



		3

		13.3.11

		63

		The Accuity AVS asset verification service is a service and not a software product.  We believe this section is not applicable.



		4

		13.3.12

		65

		The Accuity AVS asset verification service is a service and not a software product.  We believe this section is not applicable.



		5

		13.3.13

		66

		The State would own all of the asset verification data transmitted by the vendor as the asset verification services procured by the State.  The State would not own or have any intellectual property rights in the vendor’s proprietary technology.



		6

		13.3.4

		66

		The Accuity AVS asset verification service is a service and not a software product.  We believe this section is not applicable.









ASSUMPTION SUMMARY FORM



		ASSUMPTION #

		RFP SECTION NUMBER

		RFP 

PAGE NUMBER

		ASSUMPTION

(Complete detail regarding assumptions must be identified)



		N/A

		

		

		



		

		

		

		



		

		

		

		












PART I A – TECHNICAL PROPOSAL



Tab VI - Section 4 – SYSTEM REQUIREMENTS

4.1	COMPUTING PLATFORM

Internet/Cloud based applications. 

		General Description/Purpose 

Accuity Asset Verification Services Inc. uses a secure Internet-based system known as “AVS” to enable DWSS eligibility personnel to complete automated asset verification requests, regardless of whether the requests are sent to financial institutions (FIs) via web, file transfer, fax or mail.  Accuity AVS accommodates the requirements of the FIs in receiving and responding to requests from the state and federal agencies to ensure maximum participation for the asset verification service.  The creation of the verification requests and the receipt of the FI responses are automated and transparent to the eligibility staff.  FIs receive verification requests immediately and the FI responses are in turn received immediately by the DWSS staff. For FIs receiving and sending the verification requests via fax or mail, Accuity Asset Verification Services Inc. acts as an intermediary to convert fax and mail responses to automated, secure transmissions to the DWSS.







		System Environment

The AVS is a managed system with its primary data center located in a facility in Alpharetta, GA, operated by LexisNexis Risk (LNR), a sister company of Accuity, Inc.  The AVS Service runs on a VMWare vSphere 5.5 environment on Dell R720 servers dedicated to the AVS Service.  Data is stored on Hitachi Unified Storage platform to provide data redundancy. Applications run on VMWare virtual servers to provide High Availability.  The primary database server is Oracle 11g with the Advanced Security Module to provide encryption for data at rest. Access to the AVS website is through TLS with AES 256 bit encryption using a SHA-1 hash and is only available to authenticated users from the public Internet.  All systems supporting the AVS Service are located in a private network separated from Accuity Inc.’s internal network and from the Internet by a firewall.  A Disaster Recovery facility is located in Boca Raton, FL (an LNR operated facility) and is continuously updated from the primary facility through an encrypted VPN. If the primary facility were to become unavailable, the Disaster Recovery facility has the capacity to handle the full load.







4.2 TECHNICAL REQUIREMENTS

4.2.1 DWSS intends to build the interface that will connect the State’s Medicaid eligibility system to the vendor’s AVS.  The vendor must provide DWSS a secure internet service that conforms to DWSS’s technical specifications.

		Accuity Asset Verification Services Inc. interfaces directly with eligibility systems in the States of Florida, North Carolina, Westchester County in New York and Virginia.  Accuity AVS generally follows the lead and preference of the agency/customer.  Accuity AVS believes that the Web Service options provide the agency with the more timely response as we relay account balances upon receipt so that the agency can use the data to proceed with eligibility determination.  However, the process that Accuity AVS follows is to share the specification documents, discuss the options with the technical staff, answer related questions and then accommodate the state agency's choice.  We would follow this process with the Nevada Department of Health and Human Services, Division of Welfare and Supported Services.







4.2.2 The vendor’s AVS must allow inquiries to be submitted securely via the web with results returned securely, via encryption or other approved method.

		Accuity Asset Verification Services Inc. will interface directly into the Nevada Department of Health and Human Services, Division of Welfare and Supported Services eligibility system either by Web Service or via a Batch interface.  Inquiries will be submitted securely with results returned securely.  Accuity AVS will follow the lead of the state in establishing and maintaining a secure interface (Web Service or Batch.  The graphic below provides an overview of the workflow for Accuity Asset Verification Services.
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4.2.3 The vendor’s AVS must allow both batch inquiries and individual inquiries via a DWSS approved file transfer method or via a DWSS approved Message Queue (MQ) infrastructure, or other method the vendor may propose that meets state and federal requirements.  The contracted vendor shall work with DWSS to finalize an acceptable design.

		
Accuity Asset Verification Services Inc. can accept data files from the Nevada Department of Health and Human Services, Division of Welfare and Supported Services eligibility system via a Web Service or Batch as determined by the State.  As noted above in our response to 4.2.1, Accuity AVS generally follows the lead and preference of the agency/customer.  We believe that the Web Service options provide the agency with the more timely response as we relay account balances upon receipt so that the agency can use the data to proceed with eligibility determination.  However, the process that Accuity AVS follows is to share the specification documents, discuss the options with the technical staff, answer related questions and then accommodate the state agency's choice.  We would follow this process with the Nevada Department of Health and Human Services, Division of Welfare and Supported Services.



Accuity Asset Verification Service Web Service and Batch options are discussed in more detail below.







		

The AVS Web Service integration is supported by two services:

· RequestService, hosted by Accuity AVS, is a service that allows the transmission of information about a person so that Accuity AVS is able to conduct a search of participating financial institutions for that person’s assets.  The request service supports two types of searches: Verification Requests, which are used to conduct searches at specific financial institutions, and Detection Requests, which search for undisclosed assets at financial institutions selected by AVS logic. An acknowledgment will be returned synchronously when this service is called.

· ResponseService, hosted by the agency, is the service that allows response data from financial institutions to be delivered by Accuity AVS back to the agency. Request Identifiers embedded within the response data allow the agency to correlate the response data with the original request.  Responses may contain: account and balance information, an indication that no accounts were found, or a “will not respond” message with an accompanying explanation.  There may be multiple responses for each Detection (Geographic) Request.  An acknowledgment will be returned synchronously when this service is called.



Taken as a whole, response data is delivered asynchronously with respect to incoming requests.







		
The AVS Batch interfaces allow Agencies to submit requests and receive responses. These interfaces include the following types of transferred files:

· Asset Verification Request – Allows an agency to send requests to Accuity AVS.

· Asset Verification Request Acknowledgment – Allows Accuity AVS to communicate success/failure status.

· Asset Verification Response – Allows Accuity AVS to send responses to an agency.

· Asset Verification Response Acknowledgement – Allows the agency to communicate success/failure status.



The Request file is structured as a sequence of “bundles.” Each bundle consists of one (or more) requests that are all associated with the same person (who is called the “subject”). Within a bundle, there are two types of requests:

1. Verification Request

2. Detection Request



A Verification Request is used to target a specific financial institution, whereas a Detection Request is used to search for accounts.







		The Web Service Integration Specifications Document is provided in Tab XI-A and the Batch Interface Technical Specifications Document is provided in Tab XI-B.







		We believe that the format and frequency of transactions should be acceptable based on the experience and qualifications gained from the current AVS installations.







4.2.4 DWSS prefers the use of the federally approved NIEM data exchange model.  http://www.niem.gov.

		Accuity Asset Verification Services Inc. is familiar with the National Information Exchange Model (NIEM) initiated in April 2005 by the chief information officers of the U.S. Department of Homeland Security and the U.S. Department of Justice.  NIEM is a community-driven, standards-based approach to exchanging information. Used today across many disciplines (e.g., health, finance, public safety, etc.), NIEM was developed to share law enforcement information across federal, state, local and tribal law enforcement agencies. 



Currently, Accuity AVS has its own proprietary standard of data exchange.  XML is a standard messaging format utilized in the NIEM data exchange model and by Accuity AVS.  Though many of the tags/elements could be mapped into the NIEM data exchange model, other portions of the messaging is proprietary to Accuity AVS, and may not have a corresponding tag value – (example TfpsysId).  A new interface could be generated to accommodate the NIEM data exchange model but it may not be fully compliant.  This would need to be investigated.  If this were to be initiated, it would be a custom solution with costs associated with the adaptation.







4.3 FUNCTIONAL REQUIREMENTS

 4.3.1 The contracted vendor shall be experienced in working with Medicaid eligibility files or the equivalent.



		Accuity, Inc. and Accuity Asset Verification Services Inc. have 12 years of experience in providing asset verification services to federal and state agencies for the Supplemental Security Income (SSI) and Medicaid programs.  Accuity AVS works in cooperation with the State’s technical teams and their contractors, if applicable, to understand their needs for system integration and support as well as the introduction of automated asset verification information into the eligibility staff workflows.  A full list of past and current contracts is provided in the table below.







		Contracts/(Status)

		Term

		Optional Renewal  



		Social Security Administration/(Active)

		6/25/15 – 12/24/20

		None



		Florida Department of Children and Families/(Active)

		7/10/12 – 6/30/18

		None



		Maryland Department of Human Resources/(Terminated)

		8/13/13 -  8/13/14

		None



		North Carolina Department of Health and Human Services/(Active)

		6/19/13 – 6/19/16

		6/19/16 -  6/19/17

6/19/17 – 6/19/18



		Westchester County (NY) 

Department of Social Services/(Active)

		11/1/13 – 10/31/16

		11/1/17 – 10/31/18

11/1/18 – 10/31/19



		Michigan Department of Human Services(Inactive)

		4/8/14 to 4/7/16

		4/8/16 to 4/7/17

4/8/17 to 4/7/18

4/8/18 to 4/7/19



		New York Department of Health/(Active

		1/9/15 – 8/14/19

		None



		Oklahoma Health Care Authority/(Active)

		1/13/15 – 6/30/16

		7/1/16 – 6/30/17

7/1/17 – 6/30/18

7/1/18 – 6/30/19

7/1/19 – 6/30/20



		Arkansas Department of Human Services/(Active)

		7/1/15 - 6/30/16

		7/1/16 – 6/30/17

7/1/17 – 6/30/18



		Virginia Department of Social Services/(Active)

		10/1/15 to 8/30/20

		None







4.3.2 The contracted vendor shall have an established Financial Institution Network.

		In 1836, Accuity began its legacy as a business focused on serving and supporting banks during the dawn of the American financial industry.  Since 1911, Accuity Inc. has held the role of Official Registrar of the American Bankers Association (ABA) routing and transit codes within the United States banking system. In this role, Accuity acts as the issuing body for the ABA routing codes for all financial institutions.  As a result, all U.S. domiciled banks, savings & loans, credit unions and deposit taking financial institutions must provide information to Accuity regarding structural changes in the banking system within the United States, including such events as mergers, acquisitions, new bank charters, new locations and closed locations. Accuity AVS works on a daily basis with the Financial Institution Community to maintain the effectiveness of the clearing and settlement mechanisms within the banking industry. No other organization maintains the breadth and depth of information regarding the whereabouts, officers, ownership and structure of every banking location within the United States. As a result, Accuity has long been considered a trusted authority within the U.S. banking industry. 



Accuity AVS has successfully leveraged this unique role to provide a secure network for the conveyance of sensitive financial account information directly between the Financial Institution Community and the government agencies. Among Accuity’s hundreds of employees, we have a team of more than 75 data professionals who communicate daily with the banking markets to update information critical to those operating in the Financial Institution Community. On any given day, Accuity averages up to 5,000 updates to its Financial Institutions’ Database that it maintains for over 116,000 U.S. bank locations.  



Our Financial Institution Network is established and operates successfully today in our Asset Verification Service solution for our federal and state customers.  Accuity AVS will use its proprietary data of financial institutions that will participate in the NV AVS.  A list of participating FIs is provided in Tab XI-C.  The AVS has the capacity and capability to send and receive electronic transmissions with financial institutions.







4.3.3 The contracted vendor shall have an established system for recruiting financial institutions.

		As noted in our response to 4.3.2, among Accuity’s hundreds of employees, we have a team of more than 75 data professionals who communicate daily with the banking markets to update information critical to those operating in the financial institution community. On any given day, Accuity averages up to 5,000 updates to its Financial Institutions’ Database that it maintains for over 116,000 U.S. bank locations. 

 

Upon contract award, Accuity’s team of professionals will initiate correspondence with our FI Network to communicate the addition of NV DHHS, DWSS to our asset verification service.  A FI Network Maintenance Plan for Nevada is provided in Tab XI-D.







4.3.4 The contracted vendor’s AVS system must be web-based.

		Accuity Asset Verification Services Inc. is web-based, using a secure Internet-based system known as “AVS” to enable DWSS eligibility personnel to complete automated asset verification requests, regardless of whether the requests are sent to financial institutions (FIs) via web, file transfer, fax or mail. The creation of the verification requests and the receipt of the FI responses are automated, identical and are transparent to the DWSS eligibility staff. FIs receive verification requests immediately and the FI responses are in turn received immediately by the DWSS eligibility staff. For FIs receiving and sending the verification requests via fax or mail, Accuity Asset Verification Services Inc. acts as an intermediary to convert fax and mail to automated, secure transmissions to the Agency.







4.3.5 The contracted vendor shall provide for electronic submission of requests to financial institutions.

4.3.6 The contracted vendor shall provide for electronic receipt of responses from financial institutions.

		Accuity Asset Verification Services Inc. provides for electronic submission of requests to financial institutions and for receipt of responses from financial institutions.  Transactions/transmissions will be exchanged electronically between Accuity AVS and the DWSS eligibility system for the applicant, recipient and/or spouse and results will be returned within the time frame set by state policy.



The AVS is not based on mailing or faxing; however, some financial institutions prefer to provide the account balance information manually.  To accommodate these institutions and assure timely, electronic transmission to the State eligibility system, Accuity AVS enters the data into the AVS and the process is electronic for the State and end users.  A SSN is used to identify bank accounts and balances.







4.3.7 The contracted vendor’s Financial Institution Network shall be geographically diverse.

4.3.8 The contracted vendor’s system shall provide for cross-state matching of assets.

		Accuity Asset Verification Services Inc. is capable of supporting verification requests for known bank accounts and geographic requests to discover undisclosed assets in local, regional and national FIs.



In compliance with Section 1940 and CMS guidelines regarding AVS, Accuity AVS uses it GUARD application to search for the FIs that are the most likely to have assets for clients.  GUARD stands for: Geographic Undisclosed Account Radial Detection.  The Accuity AVS GUARD application is able to canvas financial institutions within the U.S. by utilizing the applicant’s home address as the focal point and expanding the search from that origin to create financial institution verification requests. 



This application and tool was developed with the Social Security Administration for its Access to Financial Institution Program and is used for state Medicaid agencies for Medicaid AVS Programs.  A copy of the GUARD Geo-Logic document is provided in Tab XI-E.



In addition, Accuity Asset Verification Services Inc. has an agreement with Early Warning Services, LLC for access to a national Account Detection Database.  Early Warning is known throughout the financial services industry as a leader in fraud prevention and risk management providing fraud and risk management tools through collaboration and sharing of information within the industry.  Early Warning Services maintains an Account Detection Database containing known account relationships that are retained by their participating financial institutions.



Through the use of the Account Detection Database and GUARD, Accuity AVS searches nationally and geographically for disclosed as well as undisclosed accounts, ensuring local, state, cross-state and across the nation identification of financial assets.







		The following diagram the next page depicts the workflow of the Account Detection GUARD application and is initiated for all transactions sent by the Medicaid agency regardless of whether a verification request is sent for disclosed assets:
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Accuity verification requests to FIs

Accuity AVS receives request
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Accuity AVS sends all requests for account detection search

The Account Detection Database is searched to identify accounts





Accuity AVS generates ranked list of FIs using GUARD logic



Accuity AVS receives account detection search results 

Account Detection results are sent to Accuity AVS





		

Accuity AVS correlates the results of the account detection search with additional GUARD logic to finalize FI searches *







Receive search results:

"No Accounts Found"



_______

Receive account balances, no account found or will not respond

1. Send "No Accounts Found for each FI identified in the Account Detection Database where this is applicable



Provide account balances to Accuity AVS 

_______________

Provide account balances, no account found or will not respond to Accuity AVS



2. Send request to each FI where the Account Detection search results found an account





3. Send requests based on GUARD logic probability to selected FIs







Send search results to the Agency















*The correlation process uses the list of FIs ranked by GUARD and compares it to the results from the account detection database search to determine further FI search request parameters. 



4.3.9 The contracted vendor’s system shall obtain information about both open and closed accounts dating back five (5) years.



		Accuity Asset Verification Services allows eligibility workers to request data featuring 60 months’ worth of account balances from financial institutions in real-time in order to determine the eligibility of Aged, Blind, and Disabled (ABD) applicants and beneficiaries.  This transaction will return account properties associated with the individual, including: 60 months of first-of-month account balances; account type; account owner(s); bank name; bank address; account number; and account open and close dates. The balances provided meet the requirement to provide a look back of up to 60 months consistent with Medicaid eligibility standards for both open and closed financial accounts.







4.3.10 The contracted vendor’s system shall request verification of assets from institutions not identified by the applicant based on geography and residential history.

		As noted above in our response to 4.3.7 and 4.3.8, Accuity Asset Verification Services Inc. is capable of supporting verification requests for known bank accounts and geographic requests to discover undisclosed assets in local, regional and national FIs.



In compliance with Section 1940 and CMS guidelines regarding AVS, Accuity AVS uses it GUARD application to search for the FIs that are the most likely to have assets for clients.  GUARD stands for: Geographic Undisclosed Account Radial Detection.  The Accuity AVS GUARD application is able to canvas financial institutions within the U.S. by utilizing the applicant’s home address as the focal point and expanding the search from that origin to create financial institution verification requests. 



This application and tool was developed with the Social Security Administration for its Access to Financial Institution Program and is used for state Medicaid agencies for Medicaid AVS Programs.  A copy of the GUARD Geo-Logic document is provided in Tab XI-E.



In addition, Accuity Asset Verification Services Inc. has an agreement with Early Warning Services, LLC for access to a national Account Detection Database.  Early Warning is known throughout the financial services industry as a leader in fraud prevention and risk management providing fraud and risk management tools through collaboration and sharing of information within the industry.  Early Warning Services maintains an Account Detection Database containing known account relationships that are retained by their participating financial institutions.



Through the use of the Account Detection Database and GUARD, Accuity AVS searches nationally and geographically for disclosed as well as undisclosed accounts, ensuring local, state, cross-state and across the nation identification of financial assets.







4.3.11 The system must ensure a response rate of 95% with 90% of the responses received within ten (10) days.

		Accuity Asset Verification Services will ensure a response rate within the standards set by the State of Nevada, DHHS, DWSS.  Currently depending on the time of the month, 95% of the responses from the FIs are returned within 48 hours of the request.  99% are back within 15 days.  Accuity AVS uses the standard set by the agency to determine how it works with the FIs to return results on a timely basis.  In the case of the State of Nevada, we understand the standard is 10 days and will work with the FIs to obtain results in that timeframe.







4.3.12 The contracted vendor’s system must include the highest level of security, and at a minimum, meet the following standards:

4.3.12.1 SAS 70;

4.3.12.2 National Institute of Standards and Technology (NIST) guidelines; and

4.3.12.3 Any other applicable state or federal security requirements.

		Accuity Asset Verification Services Inc. is committed to maintaining the highest levels of security in our services and data protection.  We are in compliance with industry security standards, including but not limited to SAS 70, applicable NIST standards, banking standards, and HIPAA.



Accuity AVS has had to pass audits conducted directly and through consultants for SSA and the Access to Financial Institution contract including compliance with NIST standards.  The most recent audit was in 2015.



Accuity AVS has had to address banking standards and audits.  While most FIs do not conduct audits in order to participate in the asset verification services, some institutions require periodic audits.  As a part of the banking industry and in our role as the Registrar for the American Banking Association for Routing Transition Numbers, all of Accuity Inc.’s products, including AVS are compliant with security standards and requirements.



As the only AVS in the country that is actively contracted for asset verification services for federal and state governments, our solution and services are CMS compliant.  Through various contracting processes we have met the contracting review, including security compliance, in Florida, North Carolina, New York, and for the Social Security Administration.



As noted, the asset verification service is HIPAA compliant.  The only HIPAA related information that the AVS processes is a social security number.  Accuity AVS understands that in many states and commonwealths that is enough to consider AVS a HIPAA covered product.



Accuity AVS' Security and Privacy Plan demonstrates compliance to Section 1940, NIST and HIPAA.  A copy of our Security and Privacy Plan is included in Tab XI-F.  The Nevada Standards have been reviewed and Accuity AVS believes we are compliant.







4.3.13 The contracted vendor must provide the following reports electronically in the format approved by DWSS at the frequency indicated below:

4.3.13.1 Weekly summary of requests, responses and amounts identified;

4.3.13.2 Weekly summary of data collected for each applicant from all respondents;

4.3.13.3 Weekly status report of requests by institution;

4.3.13.4 Weekly status report of requests by applicant; and

4.3.13.5 Weekly response rate analysis report by institution – report of period of ineligibility based on asset verification results to include:

A. Type of Financial Institution;

B. Name of Financial Institution;

C. Asset(s) found;

D. Estimated value;

E. Open or closed cases; and

F. Actual verified value.

		Accuity Asset Verification Services Inc. has a standard management information reporting package which has been considered CMS and Section 1940 compliant.  The following reports are standard in the package:



· Transaction Count Report: a monthly report showing the total transactions in FIs with branches within Nevada, the total transitions from branches outside of Nevada; responses with balances, responses with no account found responses and responses with a will not respond response

· FI Network Report: a monthly report showing compliance to FI network requirements for FIs within Nevada and outside of Nevada

· FI Network File: a monthly report showing the current list of all of the FIs in the Nevada FI Network

· AVS Availability Report: a monthly report showing the service up time

· AVS Performance Report: a monthly report showing the percentage of responses received within 48 hours, within 10 days, within 30 days and over 30 days.  The report also shows the average and median response time for the month

· AVS Customer Service Metrics: a monthly report that shows the responsiveness for customer eligibility staff and for FIs

· Monthly High Balance Report: a monthly report that shows all of the responses with balances of greater than $2,000 in an account



Templates of these reports are found in Tab XI-G. 



We have had other agencies request additional monthly or weekly reports.  While these are not standard CMS compliant reports, we are able to provide the information for disclosed and undisclosed balances by individual and institution and response rate by FI.  After further discussion between the state/commonwealth and CMS, these reports were no longer required.  We can fulfill this requirement with customization and without additional costs to Nevada.  Templates for these reports are provided in Tab XI-H.



Accuity AVS does not directly determine eligibility and cannot report eligibility or ineligibility.  The role of an AVS vendor is to obtain the information from the FIs and provide it to the requesting government agency.  Our partners in this response, PCG can use the data provided to Nevada DHHS, DWSS and provide scoring of the information to assist the staff in making a final determination.  As part of the eventual solution design, both Accuity AVS and PCG are open to discussing this service.



Accuity AVS does have a web application that would provide Nevada DHHS, DWSS an option to enter and pull queries and generate Ad Hoc Reports as requested.  Accuity AVS can also build these into supplemental MI reports at Nevada DHHS, DWSS request.







4.4 SECURITY STANDARDS

4.4.1	System must comply with all CMS, IRS, SSA and State of Nevada security standards.

		Accuity Asset Verification Services Inc. is committed to maintaining the highest levels of security in our services and data protection.  We are in compliance with industry security standards, including those of the federal oversight agencies and the states. 



Accuity AVS has had to pass audits conducted directly and through consultants for SSA and the Access to Financial Institution contract including compliance with NIST standards.  The most recent audit was in 2015.



Accuity AVS has had to address banking standards and audits.  While most FIs do not conduct audits in order to participate in the AVS, some institutions require periodic audits.  As a part of the banking industry and in our role as the Registrar for the American Banking Association for Routing Transition Numbers, all of Accuity’s products, including AVS are compliant with security standards and requirements.



As the only AVS in the country that is actively contracted for AVS for federal and state governments, our solution and services are CMS compliant.  Through various contracting processes we have met the contracting review, including security compliance, in Florida, North Carolina, New York, and for the Social Security Administration.



As noted, the asset verification service is HIPAA compliant.  The only HIPAA related information that the AVS processes is a social security number.  Accuity AVS understands that in many states and commonwealths that is enough to consider AVS a HIPAA covered product.



Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements.  A copy of our Security and Privacy Plan is included in Tab XI-F. The NV Standards have been reviewed and Accuity AVS believes we are compliant.







4.4.2	System must meet State security standards for transmission of personal information as outlined in NRS 205.4742 and NRS 603A.

		Accuity Asset Verification Services is committed to maintaining the highest levels of security in our services and data protection. 

 The Nevada security standards for transmission of personal information as outlined in NRS 205.4742 and NRS 603A have been reviewed and Accuity AVS believes we are compliant.







4.4.3	Protection of sensitive information will include the following:

4.4.3.1	Sensitive information in existing legacy applications will encrypt data as is practical;

4.4.3.2	Confidential personal data will be encrypted whenever possible; and

4.4.3.3	Sensitive data will be encrypted in all newly developed applications.

		Accuity Asset Verification Services Inc. is committed to maintaining the highest levels of security in our services and data protection.  Protection of sensitive information is of paramount importance to our business operations as the conduit of data between the FIs and government agencies. 



In that our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS.  Accuity AVS’ primary database server is Oracle 11g with the Advanced Security Module to provide encryption for data at rest. Access to the AVS website is through TLS with AES 256 bit encryption using a SHA-1 hash and is only available to authenticated users from the public Internet.



Accuity Asset Verification Services Inc. utilizes encryption to implement the following controls: 

· Remote access 

· Transmission integrity and confidentiality 

· Guarantee the integrity of a file or message, and detect any modifications. 



All components of the AVS Service, transmitting or storing sensitive information, require protection. The following methods are acceptable for encrypting sensitive information: 

· Advanced Encryption Standard (AES) algorithms that have been validated under FIPS 140-1 or FIPS 140-2 (as amended).

· Communication outside the information system boundary requires Transport Layer Security Version 1.0 (TLS 1.0) using AES 256 bit encryption and SHA-256 digest functions.

· Internal communications within Accuity Inc.’s secure network require Secure Sockets Layer Version 3.0 (SSL 3.0) using AES 256 bit encryption.

· Data stored at rest require Oracle’s Advanced Security Module to store data using AES 256 bit encryption.



Encryption and access control measures have been implemented that provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.







4.4.4	All information technology services and systems developed or acquired by agencies shall have documented security specifications that include an analysis of security risks and recommended controls (including access control systems and contingency plans). 



		Accuity Asset Verification Services Inc. is committed to maintaining the highest levels of security in our services and data protection.  In that our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS.  



Accuity AVS maintains documented security specifications that include analysis of security risks and recommended controls, including but not limited to, access control systems and contingency plans.  



The risk assessment (RA) policies and procedures developed for the AVS Service are defined in accordance with the requirements of the contract between Accuity Asset Verification Services Inc. and the Agency, and, where appropriate, with guidance from NIST-800-30, Guide for Conducting Risk Assessments.



Assessing risk to the AVS Service is a continuous function of Accuity Asset Verification Services Inc.’s overall administrative and operational responsibilities. All personnel associated with the AVS Service are responsible for identifying and elevating existing or potential risks to any aspect of the AVS Service, whether it is operational or system-based. Risk assessment controls and mechanisms (i.e. vulnerability scanning) coincide with activities such as the ongoing evaluation of policy, procedure and function by AVS Service management. 



The Accuity AVS Asset Verification Service stores, processes, and transmits personal financial information of applicants for and recipients of Government benefits. This information includes Social Security Numbers, financial institution account numbers, financial account information such as balances and interest payments, and personal information such as addresses. This information is considered non-public personal information and is protected by law against improper disclosure.



The criteria for determining information sensitivity are used in accordance with the following guidelines.



Confidentiality 

“Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information...” [44 U.S.C., Sec. 3542]. 



Integrity 

“Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity...” [44 U.S.C., Sec. 3542]. 



Availability 

“Ensuring timely and reliable access to and use of information...” [44 U.S.C., Sec. 3542]. 



Risk Assessment 

The Government Agency, in cooperation with the Sr. Director of Government Services, can conduct risk assessments for the AVS Service in accordance with the NIST SP 800-30, Guide for Conducting Risk Assessments.



Personnel Security 

Personnel Security Policy and Procedures 

Security responsibilities are addressed prior to employment in adequate job descriptions and in terms and conditions of employment. All candidates for employment, contractors and third party users are adequately screened, especially for sensitive jobs.



Employees, contractors and third party users of information processing facilities sign appropriate Acceptable Use Agreements and consent to being bound by all necessary legal agreements in order to support the AVS Service.



Position Risk Designation 

Security roles and responsibilities of employees, contractors and third party users are to be defined and documented in accordance with Accuity Asset Verification Services Inc.’s policies.







4.4.5	Security requirements shall be developed at the same time system planners define the requirements of the system.  Requirements must permit updating security requirements as new threats/vulnerabilities are identified and/or new technologies implemented.



		Accuity Asset Verification Services Inc. is committed to maintaining the highest levels of security in our services and data protection.  In that our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS.  



Accuity AVS maintains documented security specifications that include analysis of requirements, risks and recommended controls, including updating security requirements as new threats/vulnerabilities are identified and/or service changes occur.  



Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements.  A copy of our Security and Privacy Plan is included in Tab XI-F.







4.4.6	Security requirements and evaluation/test procedures shall be included in all solicitation documents and/or acquisition specifications.



		Accuity AVS' Security Plan demonstrates our commitment to and compliance with security requirements.  A copy of our Security and Privacy Plan is included in Tab XI-F.  Accuity AVS understands that security requirements and evaluation/test procedures will be included in any contract with the State of Nevada DHHS, DWSS.







4.4.7	Systems developed by either internal State or contracted system developers shall not include back doors, or other code that would cause or allow unauthorized access or manipulation of code or data.



		Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements.  A copy of our Security and Privacy Plan is included in Tab XI-F.  While we understand and agree that system development cannot include back doors or other code that would cause or allow unauthorized access or manipulation of code or data, our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS.  







4.4.8	Security specifications shall be developed by the system developer for approval by the agency owning the system at appropriate points of the system development or acquisition cycle.



		Accuity Asset Verification Services Inc. is providing services in response to the State of Nevada’s request for asset verification services in its RFP.  In that our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS. 







4.4.9	All system development projects must include a documented change control and approval process and must address the security implications of all changes recommended and approved to a particular service or system.  The responsible agency must authorize all changes.



		Accuity Asset Verification Services Inc. is providing services in response to the State of Nevada’s request for asset verification services in its RFP.  In that our services are provided through an interface developed by the State, no system development is anticipated to be completed by Accuity AVS. The AVS Service has an established and maintained change control process.  This process is documented in the Accuity Security and Privacy Policy included as Tab XI-F.







4.4.10	Application systems and information that become obsolete and no longer used must be disposed of by appropriate procedures.  The application and associated information must be preserved, discarded, or destroyed in accordance with Electronic Record and Record Management requirements defined in NRS and NAC 239, Records Management.



		Accuity Asset Verification Services Inc. has not had any of its services and information become obsolete.  In that Accuity AVS is a service used by multiple government agencies, should any part of the service become obsolete, we would work with each agency to obtain approval to use appropriate procedures from our parent company RELX United States Standards, in consideration of each agency’s requirements.







4.4.11	Software development projects must comply with State Information Security Consolidated Policy 100, Section 4.7, Software Development and Maintenance and State Standard 131, “Security for System Development”.

4.4.11.1	Separate development, test and production environments must be established on State systems.

4.4.11.2	Processes must be documented and implemented to control the transfer of software from a development environment to a production environment.

4.4.11.3	Development of software and tools must be maintained on computer systems isolated from a production environment.

4.4.11.4	Access to compilers, editors and other system utilities must be removed from production systems.

4.4.11.5	Controls must be established to issue short-term access to development staff to correct problems with production systems allowing only necessary access.

4.4.11.6	Security requirements and controls must be identified, incorporated in and verified throughout the planning, development, and testing phases of all software development projects.  Security staff must be included in all phases of the System Development Lifecycle (SDLC) from the requirement definitions phase through implementation phase.



		Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements.  A copy of our Security and Privacy Plan is included in Tab XI-F.  While we understand system development projects and the requirements in subsection 4.4.11 above, our services are provided through an interface developed by the State and no system development is anticipated to be completed by Accuity AVS.  










PART I A – TECHNICAL PROPOSAL



Tab VII – Section 5 Scope of Work

The scope of work is broken down into tasks, activities and deliverables.  The tasks and activities within this section are not necessarily listed in the order that they should be completed.  Vendors must reflect within their proposal and preliminary project plan their recommended approach to scheduling and accomplishing all tasks and activities identified within this RFP.



All tasks performed by the awarded vendor may be reviewed by the QA monitor as well as State staff.



		Accuity Asset Verification Services Inc. acknowledges that the State’s scope of work is broken down into tasks, activities and deliverables, that the tasks and activities within this section are not necessarily listed in the order of needed completion.  Our proposal and preliminary project plan reflects our recommended approach to scheduling accomplishing all tasks and activities identified within this RFP.  







5.1 GENERAL REQUIREMENTS



5.1.1 The contracted vendor shall maintain an AVS that complies with the requirements of:



5.1.1.1	Public Law 110-252, Section 7001(d), Asset Verification Through Access To Information Held By Financial Institutions; and



5.1.1.2	The Gramm-Leach-Bliley Act, Pub.L. 106-102, 113 Stat. 1338 (November 12, 1999), and the regulations promulgated there under.



		Accuity Asset Verification Services Inc. is the only Section 1940 and CMS compliant AVS provided federally and in state agencies in the country.  The entire proposal outlines our compliance.  The following laws and regulations apply to and affect the AVS Service:

· Privacy Act of 1974;

· The Computer Security Act of 1987;

· OMB Circular A-130;

· The Financial Modernization Act of 1999 (Gramm-Leach Bliley Act);

· Right to Financial Privacy Act of 1978.







To demonstrate our compliance please consider the following: Accuity AVS is unique in its ability to provide asset verification services because:



· Timely Benefit Determination

· Quick turn-around; Accuity AVS averages less than a day in response time for current account balances for Medicaid

· Supports the requirements for benefit determination in the Affordable Care Act

· Provides an efficient management of requests to and responses from financial institutions

· Reducing Improper Payments

· Prevents and reduces fraud, waste and abuse

· Provides resources to eligible citizens

· Generates Medicaid savings

· Supports stewardship of tax dollars

· Compliance with the Following

· Section 1940 of the Social Security Act requiring an electronic asset verification service to be applied to Medicaid

· Requirements of the Affordable Care Act

· NIST and other security standards

· Access to Financial Institution Data

· Electronic transmissions to and from the financial institutions

· Access to current open and closed account balances

· Access to local, regional and national financial institutions

· 599 of the FIs in Nevada already participate with Accuity, without legislation requiring them to do so

· 98% of the FIs across the country already participate with Accuity without legislation requiring them to do so

· 104 year history as the Registrar for the American Banking Association

· Contract with Early Warning Services, LLC to access the largest FIs in the country to obtain current open and closed account balances

· Technology Integration

· Web integration option

· Batch integration option

· Stand-alone option

· Secure interfaces

· Seamless, efficient and time-saving processing for the staff



5.1.2 The contracted vendor shall participate in periodic meetings with DWSS in person in Carson City, Nevada or by conference call, as required by DWSS.



		Accuity Asset Verification Services Inc. welcomes the opportunity to participate in periodic and regular meeting with DWSS in person in Carson City, Nevada or by conference call as needed or required.  Accuity AVS believes that effective communication and reporting are essential to Project success during the implementation and operational phases of using an asset verification service. Effective communication and accountability is also essential in building trust between the agency and its vendor and is vital for effective problems solving and assuring our contract compliance.



Accuity AVS generally proposes at least a weekly Project Management Meeting with a formal agenda.  The agenda includes follow-up items (with accountable parties), updates on follow-up items and progress towards milestones and goals.



The formal and structure process is most active and scheduled during the planning and implementation phase.  We generally move to a monthly meeting/update after the AVS moves to full production and operations.







5.1.3 The contracted vendor must give DWSS written notice within thirty (30) days of any decision by the contracted vendor or by any of the contracted vendor’s subcontractors to relocate the performance of any work under the contract from a location within the United States to a location outside the United States.



		Accuity Asset Verification Services Inc. acknowledges the requirements to provide DWSS written notice with thirty (30) days of any decision by the contracted vendor or by any of the contracted vendor’s subcontractors to relocate the performance of any work under the contract from a location within the United States to a location outside the United States.  All work related to the performance of Accuity’s AVS is performed in the United States.







5.2 POST-AWARD ACTIVITIES



5.2.1 During project startup to begin upon contract execution, the contracted vendor shall provide a full time day-to-day Project Manager dedicated 100% to the start up.



		In the amendment issued January 22, 2016, the State of Nevada, DHHS, DWSS responded to a question related to the need for a 100% full time day-to-day Project Manager to begin upon contract execution.  Based on our experience in planning and implementation of Asset Verification Services (AVS) in other states, the project requires interface development as noted in Section 4 – System Requirements, subsection 4.2.1 with the contracted vendor’s AVS, not system development on the part of the vendor. As a result, a full time, dedicated 100% day-to-day Project Manager is an additional overhead expense that is unnecessary in these projects. The amendment states that the State will accept a Project Manager that is not dedicated 100%; however, is available on a daily basis as needed throughout start up, with conditions.  We look forward to discussions with the State regarding the Project Manager and the State’s conditions.







5.2.2 The Project manager shall coordinate activities and allocate contracted vendor resources.



5.2.2.1	This person is expected to be available in person or remotely on a daily basis until the electronic inquiry function go live date.



5.2.2.2	The Project Manager shall be the contracted vendor’s “Key Personnel.”



		Accuity Asset Verification Services’ Project Manager will be responsible for coordination of all activities and allocation of resources for the project.  Our Project Manager will be available in person or remotely on a daily basis until the asset verification service is live and fully implemented.  The Project Manager will be our “Key Personnel.”







5.2.3 Within fourteen (14) calendar days following contract execution, the contracted vendor shall organize and lead a kick-off meeting in person at DWSS in Carson City, NV.

5.2.3.1	The purpose of the meeting is to discuss the contracted vendor’s work and finalize the development of the work plan and schedule for the contracted vendor to provide DWSS a secure internet service between the State’s Medicaid Eligibility System and the contracted vendor’s AVS.



		The Accuity Asset Verification Services’ Project Manager and AVS team will organize and lead a kick-off meeting in person at DWSS in Carson City, Nevada.  This meeting will be scheduled at the State’s convenience within fourteen (14) calendar days following contract execution.  We will be ready to discuss the work for the project – organization of our cooperative “way of work,” planning, detail tasks and activities to finalize the development of the work plan and schedule for implementation of the asset verification service between the State’s Medicaid Eligibility System and Accuity AVS.







5.3 FINANCIAL INSTITUTION NETWORK



5.3.1 Within fourteen (14) days following contract execution, the contracted vendor shall identify those financial institutions in the State of Nevada that are not members of the contracted vendor’s Financial Institution Network and devise and implement a campaign to add those financial institutions to its network.



		All financial institutions in Nevada are part of the Accuity Asset Verification Services Inc. FI Network.  Accuity AVS will work with financial institutions that are not providing responses (account balances) electronically within fourteen (14) days of contract execution to convert them from mail and fax to electronic and automated methods of transmitting the data.  



Accuity AVS works on a daily basis with the Financial Institution Community to maintain the effectiveness of the clearing and settlement mechanisms within the banking industry. No other organization maintains the breadth and depth of information regarding the whereabouts, officers, ownership and structure of every banking location within the United States. 



 A list of participating FIs is provided in Tab XI-C.  The FI Management Plan in Tab XI-D outlines how Accuity AVS will work with the financial institutions in Nevada and across the country to participate in the Nevada Department Health and Human Services, Division of Welfare and Supportive Services Asset Verification Service.  The FI Management Plan includes a notice of a contract award and ways to encourage moving manual processing FIs from mail and fax to electronic and automated processing.







5.3.2 The contracted vendor shall continuously recruit financial institutions in the State of Nevada and across the United States to join and expand its network.



		Accuity Asset Verification Services Inc. continuously manages (recruits) financial institutions across the United States to participate in its FI Network.  FIs expand their participation for new contracts awarded to Accuity AVS.  Accuity AVS will ensure continuous management of financial institutions with the State of Nevada to maximize participation for the State Agency’s use in timely and accurate eligibility determinations.



As noted in our response to subsection 5.3.1, our Financial Institution Network is established and operates successfully today in our Asset Verification Service for our federal and state customers.  With each new asset verification services customer, we work to notify needed financial institutions about our contracts. Upon contract award, Accuity AVS’ team will initiate correspondence with our FI Network to communicate the addition of Nevada DHHS, DWSS to our asset verification service.  A FI Network Maintenance Plan for Nevada is provided in Tab XI-D and it outlines how the communication and participation is managed.







5.3.3 The contracted vendor shall notify DWSS in writing of any Nevada institutions that are removed from the contracted vendor’s Financial Institution Network within ten (10) business days of removal.



		In the rare event that there are any Nevada financial institutions removed from or withdrawn from our Financial Institution Network during the course of the State’s use of our asset verification services, Accuity AVS will notify DWSS in writing within ten (10) business days of removal.  







5.4 AVS



5.4.1 The contracted vendor shall give DWSS staff unlimited, 24x7 secure internet access to the contracted vendor’s AVS.



		Accuity Asset Verification Services Inc. provides secure internet services for all contracts including DWSS staff as needed, with 24 x 7 access outside of contracted and scheduled maintenance.  Scheduled maintenance is defined as a periodic prescribed inspection and/or servicing of equipment accomplished on a calendar or hours of operation basis. This planned maintenance is usually scheduled monthly on Saturday nights.    







5.4.2 The AVS must list all financial instruments (excluding life insurance policies) held or managed by all financial institutions in the contracted vendor’s Financial Institution Network.



		Accuity Asset Verification Services Inc. provides all account information and balances, as available from the FIs in our Financial Institution Network through the interface to the DWSS.  The response file will contain this data.  The following account types are provided by the FIs:





		Financial Institution Network Account Types



		Annuity

		Checking Account

		Custodial - Retirement Home



		IRA 

		Money Market Account

		Savings Account



		Christmas Club

		Time/COD

		Custodial – Other



		Burial or Funeral

		Keogh

		Rent Security







		Through the selected interface, Accuity AVS returns the following information:

· Name of the FI

· Account Number

· Names (Owners) of the account

· Account Type

· Joint Account (Yes or No)

· Account balances for the months requested







5.4.3 The AVS must list the monthly balance of each financial instrument for each of the immediate past sixty (60) months. 



5.4.3.1	If the financial instrument has not been in existence for sixty (60) months, the AVS must list the monthly balance for each month of the financial instrument’s existence.



5.4.3.2	The monthly balance of a financial instrument is the balance that existed as of 12:01 a.m. on the first (1st) day of the month in question.



		Accuity Asset Verification Services Inc. trains the financial institutions to provide up to 60 months’ worth of requested account balances in order to determine the eligibility of Aged, Blind, and Disabled applicants and beneficiaries.  The service is designed and FI training includes providing first-of-month account balances. The balances provided meet the requirement to provide a look back of up to 60 months consistent with Medicaid eligibility standards for both open and closed financial accounts.  If the account has not been in existence for sixty (60) months, the monthly balance for each available month will be provided. The monthly balance on an account is the balance as of 12:01 a.m. on the first day of the month as identified in the request.







5.4.4 When DWSS staff query the AVS regarding the assets of a Medicaid applicant or beneficiary, the AVS must respond by providing the monthly balances described in the preceding paragraph (refer to 5.4.3) for each financial instrument that belonged to the applicant or beneficiary at any time during the immediate past sixty (60) months, whether the financial instrument belonged to the applicant or beneficiary as a single account holder or as a joint account holder.



		Through the selected interface, (Web or Batch), Accuity AVS returns the following information which includes ownership of the account holder and if the account is a joint account:

· Name of the FI

· Account Number

· Names (Owners) of the account

· Account Type

· Joint Account (Yes or No)

· Account balances for the months requested







5.4.5 The AVS must allow verification requests to be sent by the contracted vendor to all financial institutions in the contracted vendor’s Financial Institution Network, not just those financial institutions located within the State of Nevada and not just those financial institutions identified by the applicant or recipient.



		Accuity Asset Verification Services Inc. supports requests for all financial institutions in our Financial Institution Network, including known bank accounts (verification requests) and geographic requests to discover disclosed and undisclosed assets in local, regional and national FIs.



In compliance with Section 1940 and CMS guidelines regarding AVS, Accuity AVS uses it GUARD application to search for the FIs that are the most likely to have undisclosed assets for clients.  GUARD stands for: Geographic Undisclosed Account Radial Detection. The Accuity AVS GUARD application canvases financial institutions within the U.S. by utilizing the applicant’s home address as the focal point and expanding the search from that origin to create financial institution geographic requests. This application and tool was developed with the Social Security Administration for its Access to Financial Institution Program and is used for state Medicaid agencies for Medicaid AVS Programs. A copy of the GUARD Geo-Logic document is provided in Tab XI-E.



In addition, Accuity Asset Verification Services Inc. has an agreement with Early Warning Services, LLC for access to a national Account Detection Database.  Early Warning is known throughout the financial services industry as a leader in fraud prevention and risk management providing fraud and risk management tools through collaboration and sharing of information within the industry. Early Warning Services maintains an Account Detection Database containing known account relationships that are retained by their participating financial institutions.



Through use of the Account Detection Database and GUARD, Accuity AVS geographically searches nationally and locally for undisclosed accounts, ensuring local, state, cross-state and across the nation identification of financial assets.







5.4.6 Within 24 hours after each search is completed, the AVS must deliver via the internet written confirmation that the search has been completed, a list of the balances of the financial instruments found by the search, or a statement that no financial instruments were found.



		Accuity Asset Verification Services Inc. will deliver electronic confirmation through the selected interface within 24 hours after each search is completed and the account balance data has been returned.  A list of the balances of the financial accounts found by the search, or a statement that no financial accounts were found is included in the electronic confirmation.







5.4.7 The AVS must be scalable and flexible so it can be adapted as needed in response to program or enrollment changes.  The contracted vendor shall incur and bear all costs related to updates in scalability and/or flexibility of the contracted vendor-provided components of the AVS.



		Accuity Asset Verification Services Inc. asset verification services are scalable and flexible to adapt to program or enrollment changes as may be needed by the State of Nevada, DHHS, DWSS.  We acknowledge that the costs related to updates in scalability and/or flexibility of Accuity AVS are our responsibility.







5.4.8 The AVS must be capable of accepting individual queries and batch queries without any limitation on query volume or frequency.



		Accuity Asset Verification Services is capable of accepting individual queries and batch queries without limitation on query volume or frequency.  In 2015, the following volume of transactions was processed.  We have the capacity to handle and store at least 15 to 20 times the volume currently being processed.







		Contractor

		2015 volume



		Florida Department of Children and Families

		604,815



		North Carolina Department of Health and Human Services

		354,419



		Westchester County Department of Social Services

		49,026



		Oklahoma Health Care Authority

		24,070







5.4.9 Section 1940(b) (2) of the Social Security Act specifies that an asset verification program must be “consistent with the approach used by the Commissioner of Social Security under section 1631(e)(1)(b)(ii).”  This requirement is explained in the CMS memo attached to this RFP as Attachment 1 (Refer to Attachment N – CMS Memo).



5.4.10 Currently, procurement of values for life insurance policies and real/personal property are not required.  However, this information may be used in the future to determine eligibility.  



		Although not intended to be a subcontractor, Accuity AVS is providing information from its sister company, LexisNexis in the event the State of Nevada DHHS, DWSS wants to consider these products and services as part of asset verification now or in the future:







Over the past 40 years, LexisNexis has provided proven products and expertise in updating, storing, standardizing, integrating, and linking disparate data sources, and in delivering this information to support a wide range of services and business processes.  Customers use LexisNexis technology and services to perform more than 4.5 million searches per day for diverse business functions, including deterring and detecting fraud, automating identity authentication and verification, and conducting civil and criminal investigations.Nearly every state and thousands of counties and cities rely on LexisNexis’s public records tools.







LexisNexis offers the largest and fastest growing data repository of public records commercially available in the United States.  The vast LexisNexis data storehouse links together in excess of 36 billion records drawn from over 44,000 disparate sources that map to more than 700 million unique identities.  LexisNexis adds more than 1.2 million records each day.  LexisNexis’s identity analytics solutions are based on a comprehensive public records database, patented advanced linking technology which uniquely identifies individuals and provides a comprehensive set of solutions and tools to locate, authenticate, verify and alert government agencies on the status of individuals. 



If the State of Nevada selects the Accuity AVS Team, including LexisNexis, LexisNexis will provide pre-enrollment verification data available on a real-time basis, which will be integrated into the Accuity AVS proposed solution to verify benefits eligibility.  This data will allow the State of Nevada’s users to verify identities by confirming: Name; Date of Birth; Social Security Number; City; State; and Date of Death.  In addition to the real-time data verifications described above, LexisNexis will also augment the data available to the State by providing batch response data including elements that directly address risk to the Cabinet, including: property owners and sellers; property values; deed types; purchase/sale dates; best addresses; out-of-state address flags; unreported earners in the same residence; and incarceration status. 



LexisNexis has spent more than 40 years analyzing and filtering identities as they appear in public and private data sources.  Taking in tens of thousands of records on different frequency (some near real-time) and in widely differing formats and quality, they resolve down to unique, accurate identities (LexisNexis LexID) every day. 



Nearly every state in the nation uses LexisNexis public records tools in some capacity, including thousands of county and city-level entities requiring enhanced visibility into the identities of the citizens that utilize their services.  In recent years, LexisNexis has successfully assisted health and human services agencies across the United States.  LexisNexis has also had extensive experience in applying our public records repository to state benefit programs to successfully uncover previously hidden elements of risk within programs’ recipient and provider populations, including as follows:

· Florida Department of Children and Families – Incorporating identity proofing measures into the HHS enrollment process enabled Florida to realize $26 million in first year savings. 

· Michigan Department of Human Services – Michigan DHS recently awarded a $1.7 million grant to implement LexisNexis Identity Proofing tools for HHS eligibility by the National Institute for Standards in Technology (NIST) as part of their Trusted Identities in Cyberspace initiative. Recently instituted LexisNexis’ identity proofing tools to avoid enrolling those who misrepresent their identity within all HHS programs through the BRIDGES system. 

· Mississippi DHS/National Accuracy Clearinghouse – Recently selected by the State of Mississippi and the USDA’s Food and Nutrition Service, LexisNexis leads a 5-state consortium that allows us to match individuals across each states’ of the programs’ eligibility rolls and provide results to state workers in real time – at the time of enrollment.

· New York City/New York Medicaid – Experienced revolutionary increases in being able to disenroll ineligible beneficiaries using LexisNexis risk scoring methodology based on public records.

· Illinois Department of Healthcare and Family Services – For years, LexisNexis has assisted the State of Illinois with investigations related to beneficiary fraud, waste, and abuse.  Recently, LexisNexis developed custom public records searches that allowed the OIG’s office to streamline its workflow and address a major backlog of investigations.  These searches focused on the “5-year look-back” into the transition of property assets among the State’s Aged, Blind and Disabled population.

· Indiana Family and Social Services Administration – Indiana FSSA has used LexisNexis’ identity solutions to conduct ACA-required screening of Medicaid providers.  On a monthly basis, LexisNexis scans the entire provider population to uncover any identity-related changes that have occurred.  LexisNexis provides similar provider screening to the Medicaid programs in Arkansas, Michigan, and Kansas.



Our solutions also have the ability to provide verification of real property (real estate – land and/or buildings) ownership and transfer going back for a period up to five (5) years.



States face a significant identity-related challenge when evaluating beneficiaries who fall within the particular categories of Medicaid eligibility. Namely, states must verify these beneficiary assets as a condition of eligibility – not just on the day that they apply, but in many cases for a five-year “lookback” period prior to their application date.  LexisNexis, offers our customers the unique opportunity to address this area of risk for real property ownerships and transfers, including the five-year look back.

Real Property Solutions

LexisNexis Property and Asset Solutions are driven by the LexisNexis fundamentals consisting of our extensive core database and our proprietary linking technology.  This allows us to utilize mass amounts of data in an accurate and efficient manner so you can be assured that you have the most relevant and precise data for your mission.  With our data and technology as our backbone, or Property Solution was built to:

A). accurately resolve to the right individual	

B). Return comprehensive, current and historical, property information associated to the individual:

· Owners names 

· Seller names

· Transaction Dates

· Value: Purchased Price, Sales Price, , Assessments, Mortgage, Market Value

· Deed Type (quitclaim, interfamily transfer, etc.)

LexisNexis understands that each customer may have a different use case, so we build our solutions to be highly configurable so our customers get the data that it needs to be successful.



Property Data

· Over 3.2 Billion Property Records Include

· Assessment Records currently updating from 48 States; some going back historically to 1970’s

· Deed and Mortgage Records from 50 states; some going back to the early 1900’s



POTENTIAL WORKFLOW-



On a nightly basis, LexisNexis will deliver a batch transaction response that will alert the State of Nevada team to evidence of property ownership.  This batch transaction will return properties associated to the individual with attributes such as: owner and seller names; dates properties were bought or sold; deed types; property values; and property sale prices



Beneficiary Resources: The process will identify the countable resources for each beneficiary, and their spouse, maintains to ensure that beneficiary resources do not exceed program resource limits.  In addition to the identification of beneficiary bank accounts, annuities, IRAs, and other financial instruments held by beneficiaries, the LexisNexis’s property data can be leveraged to identify any property values which should also be considered in the calculation of beneficiary resources.  The combination of financial institution account information and property information will provide a complete and comprehensive picture of each beneficiary’s resources. 

· Beneficiary Asset Transfers: The process can identify beneficiaries who have transferred assets within 60 months of application/redetermination and will flag those transfers which appear to have been made for less than fair market value.  In addition to identifying the potentially disqualifying transfer of property, we are able to identify instances where the total value of beneficiary account balances increased or decreased by more than $10,000 in a single month, potentially representing a disqualifying asset transfer.  



These results will be of direct value to all applicants/beneficiaries for and of benefits programs within the State of Nevada, but will be of particular importance as it relates to the expensive Aged, Blind and Disabled (ABD), Long Term Care, and Home and Community Based Services Waiver beneficiaries within the Medicaid program.  We are able to tune the LexisNexis property responses to focus on the required 5-year look-back period for property values and asset transfers.  



LexisNexis’s property data can be ingested and can will include all property ownership and sales within the 5-year look-back period, including all surrounding states, and across the entirety of the United States. 



In addition to property verification data, we are able to provide additional, value-adding verification measures supported by LexisNexis’ world class data repository, including:



· Beneficiary Residence: We can identify those beneficiaries featuring out-of-state addresses.  We can  ensure the accuracy of these results by applying smart filters to these results which will ensure that only out-of-state addresses identified after the last eligibility determination are flagged and   will provide the current “best address” of each flagged applicant or beneficiary to expedite follow-up and allow for subsequent recoveries and/or investigations, as necessary.

 

· Beneficiary Incarceration: We are able to identify those beneficiaries who are currently or were previously incarcerated during a benefits eligibility segment. 



· Undisclosed Earner: We are able to identity additional potential wage earners living at the applicant or beneficiary’s confirmed address, which will allow our customers to more accurately verify self-reported household compositions and to therefore allow for more appropriate level of coverage determinations. 



Additionally we provide the ability to verify Social Security Number, Date of Birth and/or Death



In an online environment, properly verifying and authenticating an applicant’s identity is challenging, and perhaps more critical than ever before.  Knowing your customer is essential to manage risk.  Without the proper systems and processes in place, organizations are increasingly at risk of compromising applicant’s identities and falling out of compliance with regulations and laws.  Verifying wallet data‖ such as social security number or driver’s license information is simply not enough. With the convergence of so many initiatives and data sources in healthcare, the importance of accurate entity resolution is evident. The requirement to gather and store unprecedented amounts of data has led to information overload for many organizations. The challenge today is often not only the collection of data, but also the ability to distill raw information into something relevant and insightful that can be acted upon. LexisNexis solves problems of this kind for customers each and every day. The advanced technology which powers their solutions is among the best in the world in data fusion, entity resolution, and entity disambiguation. This technology leverages their database of over 44 billion records to accurately identify individuals and entities, link records which belong to them, and identity relationships, associations, risk factors, and far more.



To help better protect our customer agencies and their clients, LexisNexis developed an advanced identity verification data solution.  LexisNexis’ innovative identity verification data, available for real-time verification requests and responses, it can be integrated into the customers process to allow for the quick and accurate verification of applicant and beneficiary identities.  



Identity verification requests sent to LexisNexis result in multiple core system data checks against LexisNexis’ robust public records and proprietary databases.  LexisNexis will deliver a series of key data validations and augmentations that are crucial to the eligibility determination and verification process.  Each of these validations and augmentations will be provided based on LexisNexis’ massive identity data repository, which we describe under the headings that follow.  



· First Name

· Last Name;

· Date of Birth;

· Deceased;

· Incarceration Status;

· Social Security Number; 

· State;

· City; and

· LexID.
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LexisNexis’ unrivaled coverage includes:

· Data from all three credit bureaus;

· Criminal, incarceration, and sex offense records;

· Utility records (gas, electric, water, cable);

· Recreational and business licenses (fishing, hunting, professional);

· Voter records;

· Phone (landline, mobile);

· Driver’s license;

· Property owners (home, land, vehicle, boat, plane);

· Current and historical addresses spanning back more than 40 years;

· Marriage, divorce, and civil court records;

· Death records for 120 million individuals from the SSA plus over 20 million deceased records from state death repositories; and

· More than 20 watch lists, including 30,000 Office of Foreign Asset Control (OFAC) records, UN Named Terrorists, and many other agency lists.



The Source Data – LexisNexis Advantage

Detecting and preventing identity-based fraud requires a multi-layered approach based on identity resolution, identity analytics, and knowledge-based authentication. The LexisNexis solution provides critical elements to assist CHFS to make mission-critical decisions to combat fraud, and provide a more efficient means of accurately processing benefit applications for those who truly deserve them.



Driven by LexisNexis Fundamental, the fundamental ideology of all LexisNexis solutions is “identity matters.” We look at an identity far beyond the input data presented by an individual. To LexisNexis, an identity consists of a comprehensive network of information going back through the history of rightful owner of that identity. To effectively build that network around identities LexisNexis has put in place industry-leading technology, data, and analytics to deliver mission-critical solutions.



Unrivaled Identity Data

In order to meet our customers’ mission, the solution must go beyond simply credit bureau data. Every year, consumers are encouraged to go to get their credit reports and check for inaccuracies and millions of people have their identities stolen each year for financial services benefit. The only way to achieve a gold standard solution is via a model that includes the most data sources with the largest number of identities. In addition to data from all three large credit bureaus, LexisNexis takes in data from tens of thousands of data other sources, including over 1 million new records every day to over 708 million unique identities. This is approximately 300% more than our competition. LexisNexis provides more robust coverage for the un-banked and under-banked populations who would simply not appear or be missed by credit bureau data alone. Studies show 60 million (1/6 of the U.S.) people are unbanked or underbanked. LexisNexis is the only complete solution considering all identities in use – not just those who have a bank account or a credit card.



Linking Analytics: LexID

Another major difference between LexisNexis and competitors is our patented identity linking technology – the LexID. Other data services are limited by their federated search technology. In contrast, LexisNexis cross-links every new record we receive regardless of whether or not the data is structured or unstructured. The LexID connects identities behind the scenes by refining, linking, and fusing data from our extensive data sources with up to 99.9% precision.



5.4.10.1 Proposing vendors who wish to provide these services to DWSS, should they become necessary, may outline service fees in the cost proposal.



		Accuity Asset Verification Services is providing the information above in 5.4.10 from its sister company, LexisNexis in the event the State of Nevada DHHS, DWSS wants to consider these products and services as part of asset verification now or in the future.  No services fees are currently included.





 

5.5 HELP DESK SERVICES



5.5.1 The contracted vendor shall make at least one (1) Vendor Help Desk information technology representative available to the designated DWSS Help Desk personnel via toll-free telephone number and email from 7:00 a.m. to 7:00 p.m. PT, Monday through Friday, except for State holidays, beginning immediately upon contract execution.



5.5.2 The Help Desk representative shall:

5.5.2.1	Answer questions regarding access to the AVS;

5.5.2.2	Receive and respond to error reports; and

5.5.2.3	Initiate corrective action when problems are identified.



		Accuity Asset Verification Services Inc. has a customer service help desk that is available from 5:00 am to 7:00 pm pacific time.  The staff is available to assist with issues related to the account balance data provided and for technical support.  Responses to technical issues are responded to within an hour of discovery.  Response to account balance information is generally provided within the same day as the inquiry is made.



State staff generally interact with Accuity AVS staff though the customer service help desk.  Nevada DHHS, DWSS would contact Accuity AVS by either phone or email to resolve any confusion or questions about a FI’s response or to assist in expediting an outstanding response.  A User Guide for Nevada DHHS is provided in Appendix XI-I.



The following areas of support are the most common issues managed by the Customer Support Staff.  The protocol or action to be followed is provided:



		Category of Inquiry

		Resource

		Protocol/Actions(s)



		Questions Regarding Financial Institution Participation

		AVS System; Salesforce 

		Report findings to DHHS; Review need to contact an FI for participation in the program



		Questions regarding AVS Technical Issues

		Director, AVS Operations or designee

		Resolve within the timeline outlined in the contract; communicate status per policy



		Questions about using the AVS System

		AVS User Manual

		Refer caller to the appropriate section of the AVS User Manual



		State of Nevada Policy

		DHHS, DWSS

		Indicate that the issue is governed by the State’s policy



		Question About A Request

		AVS System

		See Section 1.a. below



		Question About A Response

		AVS System

		See Section 1.b. below



		Overdue Follow-Up Status

		AVS System; contact the FI for timely response

		See Section 1.b. below



		Questions originating from  a Consumer or applicant

		DHHS

		Accuity AVS is not authorized to interact with Consumers; refer all Consumers to the appropriate DHHS, DWSS contact for response, action and/or resolution of the issues.







a. To assure maintenance of Consumer confidentiality, any voice mail or email correspondence from DHHS, DWSS should contain only the related Request ID number.  The email or voice mail should not contain the Consumer’s name or social security number.

b. Accuity AVS will contact the appropriate Financial Institution regarding questions about a Request, questions about a Response and overdue follow-up questions.  Based on the outcome of the investigation, the following will be communicated to DHHS, DWSS:



		Findings

		Communication DHHS/DWSS



		The account balance information provided is accurate as recorded in the financial institution’s data.

		The account balance information provided is accurate as recorded in the financial institution’s data.



The account balance information provided by the Financial Institution via Supplier should be substantiated using information provided directly by the consumer making the application or seeking continuation of benefits.



		The account balance information provided not accurate as recorded in the financial institution’s data.

		The account balance information provided is not accurate as recorded in the financial institution’s data.



A new Request should be submitted. 



		The Response in question is overdue as defined as greater than 15 days since the Request was sent.

		The financial institution has been contacted to expedite the Response. Supplier will follow-up in 2 business days to review the status of the Response.













5.5.3 The contracted vendor’s Help Desk shall promptly notify DWSS when they identify problems that will interrupt or delay online inquiries or data transfers.



5.5.3.1	The contracted vendor shall use reasonable efforts to correct such problems within two (2) hours of discovery.





		Accuity Asset Verification Services Inc. will work with the Nevada DHHS, DWSS to implement notification processes for technical problems that may interrupt or delay online inquiry responses or data transfers.  



The following standard steps will be taken by the reporting Administrator when an incident/issue occurs that is classified as critical:

1. Obtain all necessary information related to the incident/issue from source.

2. Contact the customer (Nevada DHHS DWSS by email and phone to report the issue

3. Perform appropriate elevation procedures.

4. Determine the cause of the issue and a timeline for resolution.

5. Provide an update on a regular basis depending on the nature of the incident (4 hours, 8 hours, 12 hours or every 24 hours)

6. Document the incident/issue and it resolution.



Nevada DHHS, DWSS may either contact the Customer Support Center or the Software Engineer to report issues with the Web Service or Batch process with uploading files or receiving the Response file from Accuity AVS.  Accuity AVS is staffed from 5:00 am to 7:00 pm pacific time.  For technical issues, the response is generally less than one hour.  For technical issues, a Jira ticket is opened and that is where the issue and resolution is tracked and analyzed.







5.6	REPORTING



5.6.1	The contracted vendor shall generate standard monthly reports as described in its proposal, and ad hoc reports as requested by DWSS and CMS at no additional cost to DWSS which will not exceed ten (10) per year.  



5.6.1.1	DWSS and CMS will specify the format and data ranges of these reports.



		Accuity Asset Verification Services Inc. has a standard management information reporting package which has been considered CMS and Section 1940 compliant.  The following reports are standard in the package:

· Transaction Count Report: a monthly report showing the total transactions in FIs with branches within Nevada, the total transitions from branches outside of Nevada; responses with balances, responses with no account found responses and responses with a will not respond response

· FI Network Report: a monthly report showing compliance to FI network requirements for FIs within Nevada and outside of Nevada

· FI Network File: a monthly report showing the current list of all of the FIs in the Nevada FI Network

· AVS Availability Report: a monthly report showing the service up time

· AVS Performance Report: a monthly report showing the percentage of responses received within 48 hours, within 15 days, within 30 days and over 30 days.  The report also shows the average and median response time for the month

· AVS Customer Service Metrics: a monthly report that shows the responsiveness for customer eligibility staff and for FIs

· Monthly High Balance Report: a monthly report that shows all of the responses with balances of greater than $2,000 in an account



Templates of these reports are found in Tab XI-G.

 

We have had other agencies request additional monthly or weekly reports.  While these are not standard CMS compliant reports, we are able to provide the information for disclosed and undisclosed balances by individual and institution and response rate by FI.  After further discussion between the state/commonwealth and CMS, these reports were no longer required.  We can fulfill this requirement with customization and without additional costs to Nevada.  Templates for these reports are provided in Tab XI-H.



Accuity AVS does not directly determine eligibility and cannot report eligibility or ineligibility.  The role of an AVS vendor is to obtain the information from the FIs and provide it to the requesting government agency.  Our partners in this response, PCG can use the data provided to Nevada DHHS, DWSS and provide scoring of the information to assist the staff in making a final determination.  As part of the eventual solution design, both Accuity AVS and PCG are open to discussing this service.



Accuity AVS does have a web application that would provide Nevada DHHS, DWSS an option to enter and pull queries and generate Ad Hoc Reports as requested.  Accuity AVS can also build these into supplemental MI reports at Nevada DHHS, DWSS request.







5.6.2	The contracted vendor shall submit each report within five (5) business days following its receipt of the subject request, unless given additional processing time by DWSS.



		Accuity Asset Verification Services will submit each report within five (5) business days following receipt of the subject request, unless additional processing time is agreed to with DWSS.







5.7 DATA PROTECTION



5.7.1 The contracted vendor agrees to maintain DWSS claims data separately from other data sources in order to ensure data integrity and maintain data security.



		Accuity Asset Verification Services Inc. does segregate data for each agency contract to ensure data integrity and maintain data security.







5.7.1.1	Medicaid information is confidential “protected health information” that may be used and disclosed only in accordance with DMA, DHHS, State and Federal laws and regulations.



		Accuity Asset Verification Services Inc. understands that Medicaid information is considered confidential and protected health information (PHI) by the State and may be used and disclosed only in accordance with DMS, DHHS, State and Federal laws and regulations.  Accuity AVS maintains the highest levels of security in our services and data protection.  Protection of sensitive information is of paramount importance to our business operations as the conduit of data between the FIs and government agencies. Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements, including data protection.  A copy of our Security and Privacy Plan is included in Tab XI-F.   







5.7.1.2	Data should be maintained in keeping with the requirements of the HITECH Act Breach Notification Interim Final Rule (or the Final Rule when issued) and 256-bit encryption must be used for data in transit.



		HHS issued regulations requiring health care providers, health plans, and other entities covered by the Health Insurance Portability and Accountability Act (HIPAA) to notify individuals when their health information is breached. These “breach notification” regulations implement provisions of the Health Information Technology for Economic and Clinical Health (HITECH) Act, passed as part of American Recovery and Reinvestment Act of 2009 (ARRA). The regulations, developed by OCR (office of civil rights), require health care providers and other HIPAA covered entities to promptly notify affected individuals of a breach, as well as the HHS Secretary and the media in cases where a breach affects more than 500 individuals.  Breaches affecting fewer than 500 individuals will be reported to the HHS Secretary on an annual basis. The regulations also require business associates of covered entities to notify the covered entity of breaches at or by the business associate. 

In terms of maintaining data in accordance to the HITECH Act Breach Notification Interim Final Rule, data at rest must follow the NIST SP 800-111 standard.  The system currently meets this requirement by requiring files at rest to be AES encrypted. For batch transfers or SSL, the system uses standard SSL/SFTP industry standard protocols (Linux and Apache).  







5.7.2 The contracted vendor, its employees, agents, and subcontractors must protect all such information against theft and misuse at all times: in storage, while in use and in transit.



		As noted in our response to 5.7.1 above, Accuity Asset Verification Services Inc. understands that Medicaid information is considered confidential “protected health information” (PHI) by the State and may be used and disclosed only in accordance with DMS, DHHS, State and Federal laws and regulations.  Accuity AVS maintains the highest levels of security in our services and data protection.  Protection of sensitive information is of paramount importance to our business operations as the conduit of data between the FIs and government agencies. Data security and protection is required of all employees, agents and subcontractors. Accuity AVS' Security and Privacy Plan demonstrates our commitment to and compliance with security requirements, including data protection.  This includes protection against theft and misuse at all times, including while in storage, in use and in transit.  A copy of our Security and Privacy Plan is included in Tab XI-F.    







5.7.3 When data breach, unauthorized disclosure, or data misuse is suspected, the contracted vendor shall notify DWSS as soon as is practical but in no event more than 24 hours after the discovery of the suspected event.



5.7.3.1	The contracted vendor shall contact DWSS by phone and email.



5.7.3.2	After hours contacts shall take place via cell phone, with email follow-up at the beginning of the next business day.



5.7.3.3	These details will be worked out during implementation.



		Accuity Asset Verification Services Inc. understands the need for expedited notification and appropriate action should data breach, unauthorized disclosure, or data misuse is suspected and commits to notify the DWSS as soon as practical, and no later than 24 hours after discovery of a suspected event.  DWSS will be contacted by phone and email dependent on the time of day as specified by the DWSS with escalation procedures and contacts established during project planning and implementation. To date, Accuity AVS has experienced no data protection breach, disclosure or misuse of confidential data.







5.7.4 The contracted vendor shall investigate and perform a risk assessment to determine what, if any, information was disclosed, to whom the information was disclosed, and to evaluate the risk of significant harm to the individuals whose information was involved.



5.7.4.1	The contracted vendor shall give the results of this inquiry, including a list of all affected recipients, to DWSS as soon as possible but in no event more than five (5) business days after the discovery of the suspected event.



5.7.4.2	The contracted vendor shall cooperate with follow-up from DWSS as needed.



		Accuity Asset Verification Services Inc. investigates and conducts risk assessments should a suspected data protection event occur, including what, if any, information was disclosed and to whom, as well as completion of an evaluation of any significant harm to affected individuals.  Should such a circumstance occur, Accuity AVS would provide the results of this investigation to DWSS as soon as practical, no later than five business days after discovery of the suspected event.  We agree to cooperate with needed follow up by DWSS.



It is important to note that Accuity AVS and its parent company Accuity Inc. have not had such a circumstance happen in its history.  







5.7.5 The contracted vendor shall not take any independent action to notify oversight agencies such as the U.S. Secretary of Health and Human Services or the Nevada Attorney General’s office, or the individuals involved.



5.7.5.1	Any recipient notification or notification of oversight agencies will be performed directly by DWSS or by the contracted vendor with the approval of DWSS.



5.7.5.2	Though the contracted vendor may generate a suggested draft, the language of the recipient letter shall be determined and approved by DWSS.



5.7.5.3	The contracted vendor shall provide DWSS a list of the individuals affected.



5.7.5.4	If recipient notification is needed, the contracted vendor shall assume all associated costs whether the notification is provided by DWSS or the contracted vendor.



		It is the policy of Accuity Asset Verification Services Inc. that it will not take any independent action to notify oversight agencies such as the U.S. Secretary of Health and Human Services or the Nevada Attorney General’s office, or the individuals involved in such circumstances.  It is the policy of Accuity AVS that any recipient notification or notification of oversight agencies will be performed directly by DWSS or by the contracted vendor with the approval of DWSS and that the language in any recipient letter will be determined and approved by DWSS.  Accuity AVS would provide information as needed regarding any affected individuals as required and will assume costs of the recipient notification should a data protection event be determined to be the fault of Accuity AVS.







5.7.6 When data breach, unauthorized disclosure, or data misuse is suspected, the contracted vendor shall also:



5.7.6.1	Answer questions from DWSS within one (1) business day unless otherwise agreed upon by both DWSS and the contracted vendor;



5.7.6.2	Update DWSS as more information becomes available; and



5.7.6.3	Pay all notification costs incurred by DWSS, or at DWSS’s request, provide and pay for the required notifications.



		It is the policy of Accuity Asset Verification Services Inc. that should a suspected data protection event occur, questions from DWSS would have a response within one business day unless otherwise agreed to by the parties.  Accuity AVS would also update DWSS if more information becomes available and will assume notifications costs incurred by DWSS, or at DWSS’s request, provide and pay for the required notifications should the event be determined to be the fault of Accuity AVS.  







Once the detailed project plan is approved by the State, the following sections detail the process for submission and review of deliverables during the life of the project/contract.



5.7.7 General



5.7.7.1	The contractor must provide one (1) master (both hard and soft copies) of each written deliverable to the appropriate State Project Manager as identified in the contract.



5.7.7.2	Once a deliverable is approved and accepted by the State, the contractor must provide an electronic copy.  The State may, at its discretion, waive this requirement for a particular deliverable.



5.7.7.3	The electronic copy must be provided in software currently utilized by the agency or provided by the contractor.



5.7.7.4	Deliverables will be evaluated by the State utilizing mutually agreed to acceptance/exit criteria.



		For written deliverables, Accuity Asset Verification Services Inc. will provide one master copy in both hard and soft media to the State Project Manager.  An electronic copy in software used by the DWSS provided by Accuity AVS, as agreed to by the parties, of the final written deliverable will be provided upon approval as requested by the State.  Mutually agreed to acceptance/exit criteria will be used for written deliverable evaluation.  







5.7.8 Deliverable Submission



5.7.8.1	Prior to development and submission of each contract deliverable, a summary document containing a description of the format and content of each deliverable will be delivered to the State Project Manager for review and approval.  The summary document must contain, at a minimum, the following:



A.  Cover letter;

B.  Table of Contents with a brief description of the content of each section;

C.  Anticipated number of pages; and

D.  Identification of appendices/exhibits.



5.7.8.2	The summary document must contain an approval/rejection section that can be completed by the State.  The summary document will be returned to the contractor within a mutually agreed upon time frame.



5.7.8.3	Deliverables must be developed by the contractor according to the approved format and content of the summary document for each specific deliverable.



5.7.8.4	At a mutually agreed to meeting, on or before the time of delivery to the State, the contractor must provide a walkthrough of each deliverable.



		Prior to development and submission of written deliverables, Accuity Asset Verification Services Inc. will provide a summary document containing a description of the format and content of each deliverable to the State Project Manager for review and approval.  The summary document will contain, at a minimum, the following:



A.  Cover letter;

B.  Table of Contents with a brief description of the content of each section;

C.  Anticipated number of pages; 

D.  Identification of appendices/exhibits; and

E.  An approval/rejection section that can be completed by the State.



Written deliverables will be developed according to the approved format and content of the summary document for each specific deliverable. A walkthrough of each deliverable will be scheduled and provided in an agreed upon meeting with the DWSS. 







5.7.8.5	Deliverables must be submitted no later than 5:00 PM, per the approved contract deliverable schedule and must be accompanied by a deliverable sign-off form (refer to Attachment G) with the appropriate sections completed by the contractor.



		Accuity Asset Verification Services Inc. agrees to submit written deliverables no later than 5:00 PM in accordance with the approved contract deliverable schedule with the completed deliverable sign-off form provided in the RFP Attachment G.  







5.7.9 Deliverable Review



5.7.9.1	General



A. The State’s review time begins on the next working day following receipt of the deliverable.

B. The State’s review time will be determined by the approved and accepted detailed project plan and the approved contract.



C. The State has up to ten (10) working days to determine if a deliverable is complete and ready for review.  Unless otherwise negotiated, this is part of the State’s review time.



D. Any subsequent deliverable dependent upon the State’s acceptance of a prior deliverable will not be accepted for review until all issues related to the previous deliverable have been resolved.



E. Deliverables determined to be incomplete and/or unacceptable for review will be rejected, not considered delivered and returned to the contractor.



F. After review of a deliverable, the State will return to the contractor the project deliverable sign-off form with the deliverable submission and review history section completed.



		Accuity Asset Verification Services acknowledges and agrees to the Deliverable Review requirements detailed by the State of Nevada, DHHS, DWSS in subsection 5.7.9.1.  







5.7.9.2	Accepted



A. If the deliverable is accepted, the original deliverable sign-off form signed by the appropriate State representatives will be returned to the contractor.



B. Once the contractor receives the original deliverable sign-off form, the State can then be invoiced for the deliverable (refer to Section 8, Financial).



		If pricing and fees are associated with the deliverable, Accuity Asset Verification Services Inc. agrees to the Deliverable Accepted process detailed by the State of Nevada, DHHS, DWSS in subsection 5.7.9.2. 







5.7.9.3	Comments/Revisions Requested by the State



If the State has comments and/or revisions to a deliverable, the following will be provided to the contractor:



A. The original deliverable sign-off form which has an updated entry to the deliverable submission and review history section.



B. Attached to the deliverable sign-off form will be a detailed explanation of the revisions to be made and/or a marked up copy of the deliverable.



C. The State’s first review and return with comments will be completed within the times specified in the contract.



D. The contractor will have five (5) working days, unless otherwise mutually agreed to, for review, acceptance and/or rejection of the State’s comments.



E. A meeting to resolve outstanding issues must be completed within three (3) working days after completion of the contractor’s review or a mutually agreed upon time frame.



F. Agreements made during meetings to resolve issues must be documented separately.



G. Once an agreement is reached regarding changes, the contractor must incorporate them into the deliverable for resubmission to the State.



H. All changes must be easily identifiable by the State.



I. Resubmission of the deliverable must occur within five (5) working days or a mutually agreed upon time frame of the resolution of any outstanding issues.



J. The resubmitted deliverable must be accompanied by the original deliverable sign-off form.



K. This review process continues until all issues have been resolved within a mutually agreed upon time frame.



L. During the re-review process, the State may only comment on the original exceptions noted.



M. All other items not originally commented on are considered to be accepted by the State.



N. Once all revisions have been accepted, the original deliverable sign-off form signed by the appropriate State representatives will be returned to the contractor.



O. The contractor must provide one (1) updated and complete master paper copy of each deliverable after approval and acceptance by the State.



P. Once the contractor receives the original deliverable sign-off form, the State can then be invoiced for the deliverable (refer to Section 8, Financial).



		Accuity Asset Verification Services Inc. acknowledges and agrees to participate in the Deliverable Comments/Revisions Requested by the State requirements detailed in subsection 5.7.9.3.







5.7.9.4	Rejected, Not Considered Delivered



If the State considers a deliverable not ready for review, the following will be returned to the contractor:



A. The original deliverable sign-off form which has an updated entry to the deliverable submission and review history section.



B. The original deliverable and all copies with a written explanation as to why the deliverable is being rejected, not considered delivered.



C. The contractor will have five (5) working days, unless otherwise mutually agreed to, for review, acceptance and/or rejection of the State’s comments.



D. A meeting to discuss the State’s position regarding the rejection of the deliverable must be completed within three (3) working days after completion of the contractor’s review or a mutually agreed upon time frame.



E. Resubmission of the deliverable must occur within a mutually agreed upon time frame.



F. The resubmitted deliverable must be accompanied by the original deliverable sign-off form.



G. Upon resubmission of the completed deliverable, the State will follow the steps outlined in Section 5.7.9.2, Accepted, or Section 5.7.9.3, Comments/Revisions Requested by the State.



		Accuity Asset Verification Services Inc. agrees to the Deliverable Rejected, Not Considered Delivered requirements detailed in subsection 5.7.9.4.







5.8 PROJECT KICK OFF MEETING

A project kick off meeting will be held with representatives from the State and the contractor after contract approval and prior to work performed.  Items to be covered in the kick off meeting will include, but not be limited to:



5.8.1 Deliverable review process, DWSS will review the deliverables against the statement of work;



5.8.2 Determining format and protocol for project status meetings;



5.8.3 Determining format for project status reports;



5.8.4 Setting the schedule for meetings between representatives from the State and the contractor to develop the detailed project plan;



5.8.5 Defining lines of communication and reporting relationships;



5.8.6 Reviewing the project mission;



5.8.7 Pinpointing high-risk or problem areas; and



5.8.8 The issue resolution process.



		The Accuity Asset Verification Services’ Project Manager and AVS team will organize and lead a kick-off meeting in person at DWSS in Carson City, Nevada.  This meeting will be scheduled at the State’s convenience within fourteen (14) calendar days following contract execution.  The Accuity AVS team will be ready to discuss the work for the project – organization of our cooperative  planning, detail tasks and activities to finalize the development of the work plan, deliverable preparation and review, and schedule for implementation of the asset verification service between the State’s Medicaid Eligibility System and Accuity AVS.



A sample agenda for the kick-off meeting is provided below.



State of Nevada Department of Health and Human Services

Division of Welfare and Supportive Services – Accuity Asset Verification Services, Inc.

Kick-off Meeting

May 25, 2016



I. Welcome and Introductions

II. Project Mission

III. Meeting Objectives

IV. Project Meeting Schedules and Way of Work

A. Points of Contact for Communication, Roles and Responsibilities

B. Work Plan Development

B. Status Meetings – format and scheduling

C. Status Reports – format

V. Risk and Problem Identification – areas and ongoing processes

VI. Issue Resolution processes

VII. Summary and Next Steps













5.9 PLANNING AND ADMINISTRATION



5.9.1 Objective



The objective of this task is to ensure that adequate planning and project management are dedicated to this project.



5.9.2 Activities



The awarded vendor must:



5.9.2.1	Work with the State to provide a detailed project plan with fixed deadlines that take into consideration the State holiday schedule provided in Section 2.1, State Observed Holidays to include, but not be limited to:



A. Project schedule including tasks, activities, activity duration, sequencing and dependencies;



B. Project work plan for each deliverable, including a work breakdown structure;



C. Completion date of each task;



D. Project milestones;



E. Entrance and exit criteria for specific project milestones; and



F. Project organization including a resource plan which defines the roles and the responsibilities for the awarded vendor, subcontractors (if applicable) and State.



		Accuity Asset Verification Services Inc. will work with the State to provide a detailed project plan with fixed deadlines that take into consideration the State holiday schedule provided in Section 2.1, State Observed Holidays.  The work plan will include the project schedule for all tasks and activities with sequencing and dependencies, the plan for each deliverable, dates for completion of all tasks, milestones with entrance and exit criteria and a resource plan for project organization.  Accuity AVS’ Preliminary Work Plan is included in Tab X. Accuity AVS proposes an alignment of resources between Accuity AVS and DWSS staff as follows for project organization:



		State Resource

		Accuity AVS Resource

		Accuity AVS Staff Team Member



		Subject Matter Experts

		Medicaid Eligibility Consultants

		Peter Cheesman 

Eugene Astarita 



		State Technical Lead

		Project Technical Lead

		Lan Huynh-Luu 



		State Network Administrator 

		Integration Engineer

		Umair Khan 



		State Testing Administrator

		Project Technical Lead

		Lan Huynh-Luu 



		State Project Sponsor

		Sr. Dir., Govt. Services

		Paul F. Soczynski 



		State Project Manager

		Sr. Dir., Govt. Services

		Paul F. Soczynski 













		Role statements for the above resources are provided below.







		State Subject Matter Experts

		Accuity AVS Medicaid Eligibility Consultant



		Assists application teams with an understanding of the State’s current business practices and processes, provide agency knowledge and participate in implementation.

		Participates in Project Training Sessions to support AVS integration into the DWSS eligibility system; Assists in mapping business requirements; Assists in system integration; Attends Project meeting when requested; Assists in training end users in the use of AVS and the business processes the application supports.







		State Technical Lead

		Accuity AVS Project Technical Lead



		Responsible for leading and managing the State’s technical tasks.

		Ensures solution meets functional, performance, security, and scalability requirements; Follows appropriate industry standards of quality; Works with the Project Manager and development team to establish milestones and task breakdown; Works with team members to resolve technical problems.







		State Network Administrator

		Accuity AVS System Engineer



		Provide technical support regarding networking requirements administration.

		Works on integrating financial institution information into State Agency workflow; supports server and network; application administration, troubleshooting, and deployments; Works with development team members to resolve technical problems.







		
State Testing Administrator

		Quality Assurance Engineer



		Coordinate the States testing efforts

		Ensures solution meets functional, performance, security, and scalability requirements through QA and regression testing; Follows appropriate industry standards of quality; Works with team members to resolve technical problems.  







		State Project Sponsor

		Accuity AVS Project Sponsor



		Responsible for securing financing and resources, addressing issues needing attention by the Project Manager and assisting the State Project Manager in promoting the Project throughout the State.

		Serves as the sole contact for the Contract Manager for all issues related to the contract; Submits accurate and timely deliverables, reports and invoices; Manages the project to ensure that all the specified tasks and activities are thoroughly and timely completed through available resources from Accuity AVS; Participates in all conference calls, on-site and off-site meetings.







		State Project Manager

		Accuity AVS Project Manager



		Work side-by-side with the AVS Project Manager.  Manages state resources, facilitates completion of all tasks assigned to State staff and communicate Project status on a regular basis.  Represents the State in all decisions on Implementation Project matters, provides all necessary support in the conduct of the Implementation Project and provides necessary State resources, as defined by the Work Plan and as otherwise identified throughout the course of the Project.

		Plan and conduct a kick-off meeting with the assistance from the State Project Manager; Generates and maintains a detailed Work Plan; Identifies and secures Accuity AVS Project Team Members in accordance with the Work Plan; Define roles and responsibilities for the AVS Project Team Members assigned to the project; Communicates issues to State management and contract staff as necessary to secure resolution of any matter; Informs State Project Manager of any urgent issues as they arise.







		Time Requirements



		Role

		Pre-Implementation

		Implementation

		Operations



		State Subject Matter Experts

		1 day

		65 days

		1 day/month



		State Technical Lead

		1 day

		65 days

		N/A



		State Network Administrator

		1 day

		65 days

		1 hour/month



		State Testing Administrator

		1 day

		65 days

		N/A



		State Project Sponsor

		11 days

		65 days

		1 hour/month



		State Project Manager

		11 days

		65 days

		4 hours/month



		Accuity AVS Medicaid Eligibility Consultant

		1 day

		65 days

		1 day/month



		Accuity AVS Project Technical Lead

		1 day

		65 days

		1 day/month



		Accuity AVS System Engineer

		1 day

		65 days

		2 day/week



		Accuity AVS Quality Assurance Engineer

		1 day

		65 days

		N/A



		Accuity AVS Project Sponsor/Manager

		1 day

		65 days

		4 hours/week



		Compliance Officer

		

		65 days

		4 hours/week



		Accuity AVS Assoc. Director

		

		65 days

		4 hours/week



		Accuity AVS Assoc. Director

		

		65 days

		8 hours/week



		Accuity AVS Ops. Supervisor

		

		65 days

		20 hours/week



		Accuity AVS Medicaid Spec.

		

		130 days

		40 hours/week







5.9.2.2	Attend and participate in all project related meetings requested by the State at a location to be determined by the State.  Attendance may be in person or via teleconferencing, as mutually agreed to by the project team.  These meetings shall follow an agenda mutually developed by the awarded vendor and the State.  The awarded vendor shall prepare materials or briefings for these meetings as requested by the State.  Minutes will be taken and distributed by State staff within five (5) working days after the meeting.  Minutes may be distributed via facsimile or email.



The agenda may include, but not be limited to:



A. Review and approval of previous meeting minutes;

B. Contractor project status;

C. State project status;

D. Contract status and issues, including resolutions;

E. Quality Assurance status;

F. New action items;

G. Outstanding action items, including resolutions;

H. Setting of next meeting date; and

I. Any other business.



		Accuity Asset Verification Services Inc. staff will attend and participate in all project related meetings in accordance with the schedule and arrangements agreed to with DWSS.  The format of the agenda, determined during the kick-off meeting, will be used with modifications as needed dependent on the topics and discussions specific for the meetings.  Applicable materials and briefings for these meetings will be prepared by Accuity AVS in consultation with DWSS.  Follow up minutes with identification of next steps will be prepared and distributed within five business days following each meeting.  







5.9.2.3	Provide written semi-monthly project status reports delivered to State project management by the third (3rd) working day following the end of each reporting period.  The format must be approved by the State prior to issuance of the first semi-monthly project status report.  The first semi-monthly report covers the reporting period from the 1st through the 15th of each month; and the second semi-monthly report covers the reporting period from the 16th through the end of the month.  The status reports must include, but not be limited to the following:



A. Overall completion status of the project in terms of the State approved project work plan and deliverable schedule;



B. Accomplishments during the period, including State staff/stakeholders interviewed, meetings held, JAD sessions and conclusions/decisions determined;



C.  Problems encountered and proposed/actual resolutions;



D.  What is to be accomplished during the next reporting period;



E. Issues that need to be addressed, including contractual;



F. Quality Assurance status;



G. Updated MS Project time line showing percentage completed, tasks assigned, completed and remaining;



H. Identification of schedule slippage and strategy for resolution;



I. Contractor staff assigned and their location/schedule;



J. State resources required for activities during the next time period and subsequent month; and



K. Resource allocation percentages including planned versus actual by project milestone.



		Accuity Asset Verification Services Inc. will provide written semi-monthly project status reports, delivered to State project management by the third (3rd) working day following the end of each reporting period.  The format will be agreed to in advance with the State prior to issuance of the first semi-monthly project status report.  The first semi-monthly report will cover the reporting period from the 1st through the 15th of each month; and the second semi-monthly report covers the reporting period from the 16th through the end of the month.  The project status reports will cover the topics identified in A – K above with modifications as needed pertinent to each status report.







5.9.2.4	Develop a comprehensive approach for handling communications with both internal and external audiences.  Effective communication is critical to the development of productive relationships with concerned stakeholders.  The communication plan must include, but not be limited to: a plan for generation, documentation, storage, transmission and disposal of all project information.



		Accuity Asset Verifications Services understands that there are several groups of stakeholders involved in the development, implementation and operation of an AVS.  The following skeleton communication plan is offered for consideration and further discussion.



		Stakeholder

		Communication Plan



		FIs in the NV FI Network

		As outlined in the FI Network Management Plan



		NV DHHS Technical Staff

		Through coordinated training and via the User Guide



		NV DHHS Policy Staff

		Through the weekly planning meetings



		NV DHHS Operations Staff

		Through the weekly planning meetings



		Accuity AVS Technical Staff

		Through the weekly planning meetings



		Accuity AVS Staff (FI Network Management; Data Management, Customer Service)

		Through weekly internal planning meetings





		Accuity AVS uses formal mechanisms for project management communication including:

· Updated work plans (generally on a weekly basis if agreeable to the agency)

· Agendas and summaries of meetings

· Reports at the end of project phases and when major milestones are met



In addition to the formal process, the technical process of connecting an AVS to an eligibility system requires constant communication via phone and email to resolve issues and advance progress towards integration, for testing and to remain on schedule.



The intermittent communication between formal meetings is summarized in meeting summaries to create a documentation trail and method to track the status of items and what follow-up is required and by whom.













5.9.2.5	Develop a risk management plan to ensure that risks are identified, planned for, analyzed, communicated and acted upon effectively.



		Most state Medicaid agencies have not requested or required the use of a formal risk management approach or reporting.  On a relative scale, the AVS project is low risk because of the nature of the interfaces created.



Accuity AVS, however, does have experience in more formal risk identification, management and reporting through its contract with the Social Security Administration.  Accuity AVS continues to provide a monthly risk register.  Either Accuity AVS or SSA can initiate a discussion at our weekly Project Management meetings when either the risk is significant enough to generate discussion or a risk has become real and active and a mitigation strategy is to be employed.



For the AVS Project in Nevada, Accuity AVS proposes using a version of a risk register to be established with the DWSS.  The risk register would be established at the onset of the project and maintained throughout the implementation phase and then for ongoing service operations.  A review of the risk register would become part of the status meetings.  The state staff would, therefore, be active participants in assessing risk, understanding it and any implications as part of the mitigation process.  Accuity AVS has provided an assessment of risk for the AVS project based on its earlier experience with an eligibility portal project and its experience implementing AVS in other states.



A copy of Accuity AVS’ standard risk register is provided in Tab XI-J.





		Risk Description

		Probability

		Mitigation



		Lack of DWSS technical resources

		Medium

		NV DHHS, DWSS and Accuity AVS create a shared, unified work plan 



		NV FIs not willing to participate

		Low

		Execute FI Management Plan effectively; work with NV Banking Association



		Connectivity Issues

		High

		Create effective communication between state and vendor staff; assure development documents are complete and used as resources



		DWSS User resistance to using the service

		High

		Create effective training program; provide solid support and timely follow-up; on-going collaboration between project managers to identify causes for resistance and to find remedies



		Testing scenarios

		Medium

		Establish test scenarios early in the project plan and have a working session to assure that both NV DHHS and Accuity AVS have thoroughly vetted the scenarios to make the testing process smoother and easier







5.9.2.6	Develop a quality assurance plan including, but not limited to, the methodology for maintaining quality of the code, workmanship, project schedules and subcontractor(s) activities.



		Accuity Asset Verification Services Inc. uses a Quality Plan to ensure project overall excellence.  Our Quality Plan is provided as Tab XI-K.  Accuity AVS will work with NV DHHS, DWSS to review and ensure our Quality Plan meets the State’s requirements and expectations.  







5.9.2.7	Develop a Change Management Plan and Control Procedures and present it to the State for acceptance.  This plan will be used by the vendor and the State in the design, specification, construction, implementation and support of the system.



		Accuity Asset Verification Services Inc.’s Change Management Procedures for AVS are included in the Security and Privacy Plan provided in Tab XI-F.  We will work with NV DHHS, DWSS to review and ensure our Security and Privacy Plan meets the State’s needs and expectations.  



Since the Accuity AVS asset verification service is not a software product, change management has a different meaning than it might in other applications.  The service is standard when provided to multiple contractors.  Any customization is addressed as part of requirements and Jira ticket use.







5.9.2.8	Develop a Knowledge Transfer Plan, present the plan to the State, execute the plan and obtain State acceptance before and after the plan is executed.  The plan must include sufficient time and resources to accomplish a full transfer of knowledge to assure that the State can operate the system independently and obtain timely and effective support from the vendor.



		Accuity Asset Verification Services Inc. will work with NV DHHS, DWSS to develop a Knowledge Transfer Plan as applicable to the Accuity AVS.  The training plan developed for our the Florida Department of Children and Families implementation is provided in Tab XI-L as an example and starting point for the Nevada Asset Verification Service.  We tailor this plan to the needs and requirements of each agency. 







5.9.2.9	The State will perform a Post Implementation Evaluation Review (PIER) approximately six (6) months after full implementation and State acceptance of all deliverables.  The awarded vendor's Project Manager will be required to participate on site for a period of not to exceed three (3) days.



		Accuity Asset Verification Services Inc. acknowledges that the State intends to perform a Post Implementation Evaluation Review (PIER) approximately six (6) months after full implementation and State acceptance of all deliverables.  The Accuity AVS Project Manager will participate as needed on site in this Post Implementation Evaluation Review for a period not to exceed three (3) days.
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PART I A – TECHNICAL PROPOSAL



Tab VIII – Section 6 – Company Background and References



Vendors must provide a company profile in the table format below.



		Question

		Response



		Company name:

		Accuity Asset Verification Services Inc.



		Ownership (sole proprietor, partnership, etc.):

		Corporation



		State of incorporation:

		Delaware



		Date of incorporation:

		1/23/2013



		# of years in business:

		3



		List of top officers:

		Brent Newman President



		Location of company headquarters:

		Evanston, Illinois



		Location(s) of the company offices:

		1007 Church Street Floor 6

Evanston, Illinois 60201



		Location(s) of the office that will provide the services described in this RFP:

		1007 Church Street Floor 6

Evanston, Illinois 60201



		Number of employees locally with the expertise to support the requirements identified in this RFP:

		14



		Number of employees nationally with the expertise to support the requirements in this RFP:

		16



		Location(s) from which employees will be assigned for this project:

		1007 Church Street Floor 6

Evanston, Illinois 60201







6.1.2	Please be advised, pursuant to NRS 80.010, a corporation organized pursuant to the laws of another state must register with the State of Nevada, Secretary of State’s Office as a foreign corporation before a contract can be executed between the State of Nevada and the awarded vendor, unless specifically exempted by NRS 80.015.



		Accuity Asset Verification Services, Inc. has been registered with the State of Nevada, Secretary of State’s Office as a foreign corporation since 2013.  The registration number with the Nevada Secretary of State is C20130130-0560.







6.1.3	The selected vendor, prior to doing business in the State of Nevada, must be appropriately licensed by the State of Nevada, Secretary of State’s Office pursuant to NRS76.  Information regarding the Nevada Business License can be located at http://nvsos.gov. 



		Question

		Response



		Nevada Business License Number:

		C20130130-0560



		Legal Entity Name:

		Accuity Asset Verification Services Inc.









Is “Legal Entity Name” the same name as vendor is doing business as?



		Yes

		X

		No

		







If “No”, provide explanation.



6.1.4	Vendors are cautioned that some services may contain licensing requirement(s).  Vendors shall be proactive in verification of these requirements prior to proposal submittal.  Proposals that do not contain the requisite licensure may be deemed non-responsive.



		Accuity Asset Verification Services, Inc. has no licensing requirements in or for the State of Nevada and is in compliance. 







6.1.5	Has the vendor ever been engaged under contract by any State of Nevada agency?  



		Yes

		

		No

		X







If “Yes”, complete the following table for each State agency for whom the work was performed.  Table can be duplicated for each contract being identified.



		Question

		Response



		Name of State agency:

		N/A



		State agency contact name:

		



		Dates when services were performed:

		



		Type of duties performed:

		



		Total dollar value of the contract:

		







6.1.6	Are you now or have you been within the last two (2) years an employee of the State of Nevada, or any of its agencies, departments, or divisions?



		Yes

		

		No

		X







If “Yes”, please explain when the employee is planning to render services, while on annual leave, compensatory time, or on their own time?



If you employ (a) any person who is a current employee of an agency of the State of Nevada, or (b) any person who has been an employee of an agency of the State of Nevada within the past two (2) years, and if such person will be performing or producing the services which you will be contracted to provide under this contract, you must disclose the identity of each such person in your response to this RFP, and specify the services that each person will be expected to perform.

		Accuity Asset Verification Services Inc. does not employ any person who is a current employee of a State of Nevada agency and does not employ anyone who had been an employee of a State of Nevada agency within the past two (2) years.







6.1.7	Disclosure of any significant prior or ongoing contract failures, contract breaches, civil or criminal litigation in which the vendor has been alleged to be liable or held liable in a matter involving a contract with the State of Nevada or any other governmental entity.  Any pending claim or litigation occurring within the past six (6) years which may adversely affect the vendor’s ability to perform or fulfill its obligations if a contract is awarded as a result of this RFP must also be disclosed.



Does any of the above apply to your company?



		Yes

		

		No

		X







If “Yes”, please provide the following information.  Table can be duplicated for each issue being identified.



		Question

		Response



		Date of alleged contract failure or breach:

		N/A



		Parties involved:

		



		Description of the contract failure, contract breach, litigation, or investigation, including the products or services involved:

		



		Amount in controversy:

		



		Resolution or current status of the dispute:

		



		If the matter has resulted in a court case:

		Court

		Case Number



		

		

		



		Status of the litigation:

		







6.1.8	Vendors must review the insurance requirements specified in Attachment E, Insurance Schedule for RFP 2096.  Does your organization currently have or will your organization be able to provide the insurance requirements as specified in Attachment E.



		Yes

		X

		No

		







Any exceptions and/or assumptions to the insurance requirements must be identified on Attachment B, Technical Proposal Certification of Compliance with Terms and Conditions of RFP.  Exceptions and/or assumptions will be taken into consideration as part of the evaluation process; however, vendors must be specific.  If vendors do not specify any exceptions and/or assumptions at time of proposal submission, the State will not consider any additional exceptions and/or assumptions during negotiations.  



Upon contract award, the successful vendor must provide the Certificate of Insurance identifying the coverages as specified in Attachment E, Insurance Schedule for RFP 2096.



		Accuity Asset Verification Services, Inc. will provide the required Certificate of Insurance identifying the applicable coverages as specified in Attachment E, Insurance Schedule for RFP 2096 upon contract award. 



Accuity AVS has listed no exception in Attachment B.







6.1.9	Company background/history and why vendor is qualified to provide the services described in this RFP.  Limit response to no more than five (5) pages.



6.1.10	Length of time vendor has been providing services described in this RFP to the public and/or private sector.  Please provide a brief description.



		[image: ] Owned by The RELX Group, Accuity Asset Verification Services, Inc. is part of Accuity Inc., the global standard for payment efficiency and compliance solutions. Accuity Inc. is a leading provider of asset verification, global payment routing data, Anti-Money Laundering screening data and software and professional services that allow organizations, across multiple industries, to maximize efficiency and facilitate compliance of their transactions. Accuity maintains authoritative and comprehensive databases globally with a reputation built on the accuracy and quality of our data, products and services.



For more than 175 years, Accuity Inc. has been providing industry-leading solutions to clients worldwide. We work with over 17,000 customers globally who rely on our data, software and consulting solutions. We provide all of our clients with customer support in several time zones through our office locations in Chicago, Dubai, London, New York, San Diego, Shanghai, Singapore, Sydney and Turin.



[image: http://upload.wikimedia.org/wikipedia/en/thumb/9/94/American_Bankers_Association_Logo.jpg/200px-American_Bankers_Association_Logo.jpg]In 1836, Accuity began its legacy as a business focused on serving and supporting banks during the dawn of the American financial industry. Since 1911, Accuity has held the role of Official Registrar of the American Bankers Association (ABA) routing and transit codes within the United States banking system. In this role, Accuity acts as the issuing body for the ABA routing codes for all financial institutions. As a result, all U.S. domiciled banks, savings & loans, credit unions and deposit taking financial institutions must provide information to Accuity regarding structural changes in the banking system within the Unites States, including such events as mergers, acquisitions, new bank charters, new locations and closed locations. Accuity works on a daily basis with the Financial Institution Community to maintain the effectiveness of the clearing and settlement mechanisms within the banking industry. No other organization maintains the breadth and depth of information regarding the whereabouts, officers, ownership and structure of every banking location within the United States. As a result, Accuity has long been considered a trusted authority within the U.S. banking industry. We have successfully leveraged this unique role to provide a secure network for the conveyance of sensitive financial account information directly between the Financial Institution Community and the government agencies.



Among Accuity’s hundreds of employees, we have a team of more than 75 data professionals who communicate daily with the banking markets to update information critical to those operating in the Financial Institution Community. On any given day, Accuity averages up to 5,000 updates to its Financial Institutions’ Database that it maintains for over 116,000 U.S. bank locations.

Accuity Inc.’s government sector customers include the Small Business Administration (SBA), the Federal Reserve, the U.S. Department of Treasury, the Federal Deposit Insurance Corporation (FDIC), the Department of Labor (DOL), the Social Security Administration (SSA), the Florida Department of Children and Families, the North Carolina Department of Health and Human Services, the Westchester County (New York) Department of Social Services, the New York Department of Health, the Oklahoma Office of Health Care Administration, the Arkansas Department of Human Services and the Virginia Department of Social Services.



In 2003, Accuity developed a secure electronic communication platform connecting the field offices of the Social Security Administration’s (SSA) Supplemental Security Income (SSI) Benefits Program with the Financial Institution Community to facilitate financial asset verification for eligibility determination. This program is known as the Access to Financial Institutions Program (AFI). Our Medicaid asset verification service meets the following CMS criteria: a “program for verifying individual assets in a manner consistent with the approach used by the Commissioner of Social Security under section 1631(e)(1)(B)(ii)” specified by Public Law 110-252, Section 7001 (d) as it is that Program. Asset Verification Services for use by States meets the intent and requirements of the Public Law and the Centers for Medicare and Medicaid Services (CMS) guidance.



Accuity Inc. was contracted by the Social Security Administration Program for the SSI population for a nation-wide field office roll-out in June 2010. Since March 2011, Accuity has operated the AVS program for SSA in every field office in the United States. This project is the prototype for Medicaid projects both legislatively and from an operational standpoint. The SSA Access to Financial Institution contract was renewed for another five years beginning June 25, 2015. 



Accuity AVS will have one subcontractor as a subject matter expert who has worked with the Nevada Department of Health and Human Services in the past.  The Public Consulting Group, Inc. will be a subcontractor to Accuity AVS should a contract be awarded.







6.1.11	Financial information and documentation to be included in Part III, Confidential Financial Information of vendor’s response in accordance with Section 12.5, Part III – Confidential Financial. 



6.1.11.1	Dun and Bradstreet Number 



6.1.11.2	Federal Tax Identification Number



		See Part III – Confidential Financial for this information







6.2	SUBCONTRACTOR INFORMATION



6.2.1	Does this proposal include the use of subcontractors?



		Yes

		X

		No

		







If “Yes”, vendor must:



6.2.1.1	Identify specific subcontractors and the specific requirements of this RFP for which each proposed subcontractor will perform services.



		Accuity Asset Verification Services Inc. will have one subcontractor for this project.  Accuity AVS will subcontract with The Public Consulting Group (PCG).  PCG will provide consultation for Medicaid eligibility and the most effective ways to integrate asset verification information into the Medicaid eligibility determination process.







6.2.1.2	If any tasks are to be completed by subcontractor(s), vendors must:



A. Describe the relevant contractual arrangements;



B. Describe how the work of any subcontractor(s) will be supervised, channels of communication will be maintained and compliance with contract terms assured; and



C. Describe your previous experience with subcontractor(s).



		Accuity Asset Verification Services Inc. does not intend to assign any project tasks to PCG.  PCG will provide consultation to Accuity AVS and the Nevada DHHS, DWSS on the most effective ways to integrate asset verification information into the eligibility determination process.







6.2.1.3	Vendors must describe the methodology, processes and tools utilized for:



A. Selecting and qualifying appropriate subcontractors for the project;



B. Incorporating the subcontractor's development and testing processes into the vendor's methodologies;



C. Ensuring subcontractor compliance with the overall performance objectives for the project; and



D. Ensuring subcontractor deliverables meet the quality objectives of the project.



		Accuity Asset Verification Services Inc. selected PCG for two reasons.  First, PCG has extensive experience in working with the Nevada DHHS, DWSS eligibility systems.  Based on that relationship and experience, PCG will be able to assist all parties in integrating asset verification into the current workflow and for the most effective use case and value added.



The second reason Accuity AVS selected PCG was based on our previous experience working with them on asset verification services projects:

· In North Carolina, Accuity AVS is the prime contractor for asset verification services and PCG serves as Project Manager

· In Oklahoma, PCG is the prime vendor to provide a portal to the Oklahoma Health Care Authority which incorporates asset verification information into the eligibility process

· In New York, PCG is the prime vendor to provide a portal to the Department of Health which incorporates account balances, property information and identity verification into the eligibility process

· Accuity AVS and PCG have bid together on eligibility verification systems in Kentucky, Texas and Oregon







6.2.1.4	Provide the same information for any proposed subcontractors as requested in Section 6.1, Vendor Information.



		Question

		Response



		Company name:

		Public Consulting Group, Inc.



		Ownership (sole proprietor, partnership, etc.):

		Subchapter S Corporation



		State of incorporation:

		Massachusetts



		Date of incorporation:

		1986



		# of years in business:

		29+



		List of top officers:

		William S. Mosakowski (President), Daniel T. Heaney (Treasurer), Stephen P. Skinner (Secretary), Stuart Kaufman (Assistant Secretary), 

T Mclean Brown (Vice President)



		Location of company headquarters:

		Boston, Massachusetts



		Location(s) of the company offices:

		PCG has 52 offices throughout the United States, London, England, Montreal, Canada, Warsaw, Poland and Lodz, Poland.  



		Location(s) of the office that will provide the services described in this RFP:

		770 E. Warm Springs Road, Las Vegas, NV and 148 State Street, Boston, MA



		Number of employees locally with the expertise to support the requirements identified in this RFP:

		2



		Number of employees nationally with the expertise to support the requirements in this RFP:

		7



		Location(s) from which employees will be assigned for this project:

		Las Vegas, Boston, and Charlotte







		Question

		Response



		Nevada Business License Number:

		NV20021466314



		Legal Entity Name:

		Public Consulting Group, Inc.







Is “Legal Entity Name” the same name as vendor is doing business as?



		Yes

		x

		No

		







Has the (subcontractor) vendor ever been engaged under contract by any State of Nevada agency?  



		Yes

		x

		No

		







If “Yes”, complete the following table for each State agency for whom the work was performed.  Table can be duplicated for each contract being identified.

		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

The Division of Health Care Financing and Policy and the Silver State Health Insurance Exchange



		State agency contact name:

		Jon Hager



		Dates when services were performed:

		4/10/2009 – 9/30/2012



		Type of duties performed:

		Provided consulting services around the impact of federal health care reform impact on Nevada’s Medicaid population and program and in support of Exchange activities required under the Affordable Care Act.



		Total dollar value of the contract:

		$2,787,709







		Question

		Response



		Name of State agency:

		Department of Health and Human Services, Division of Health Care Financing and Policy



		State agency contact name:

		Justin Luna



		Dates when services were performed:

		10/12/2010 – 6/30/2012



		Type of duties performed:

		PCG developed State Medicaid Health Information Technology Plan and Implementation Advanced Planning Document; and planning for the administration and oversight of Electronic Health Records Incentive Program.



		Total dollar value of the contract:

		$544,492







		Question

		Response



		Name of State agency:

		Department of Health and Human Services

The Division of Health Care Financing and Policy, Aging and Disability Services Division



		State agency contact name:

		Lori Goulart



		Dates when services were performed:

		7/1/2011 – Present



		Type of duties performed:

		Cost Allocation/AlloCAP software support for aging and disability services.



		Total dollar value of the contract:

		$20,000







		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

The Division of Health Care Financing and Policy – Division of Child and Family Services



		State agency contact name:

		Danette Kluever



		Dates when services were performed:

		7/1/2011 – present



		Type of duties performed:

		Cost Allocation/AlloCAP software support for child and family services.



		Total dollar value of the contract:

		$20,000







		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

The Division of Health Care Financing and Policy – Mental Health and Developmental Services



		State agency contact name:

		Bill Chisel



		Dates when services were performed:

		7/1/2011 – present



		Type of duties performed:

		Cost Allocation/AlloCAP software support for mental health and developmental services.



		Total dollar value of the contract:

		$20,000







		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

The Division of Health Care Financing and Policy



		State agency contact name:

		Leah Lamborn



		Dates when services were performed:

		5/1/2009 – 6/30/2012



		Type of duties performed:

		Developed a Medicaid Public Assistance Cost Allocation Plan (PACAP), to review and revise cost allocation methodologies of other state agencies billing Medicaid for administrative or medical services, and to assist DHCFP to develop procedures for reviewing and approving certified public expenditures of governmental entities billing Medicaid and the State Children’s Health Insurance Program. 

Included AlloCAP™ for five different clients, including DHCFP.



		Total dollar value of the contract:

		$546,040







		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

Division of Welfare and Supported Services



		State agency contact name:

		Nova Murray



		Dates when services were performed:

		7/1/2012 – present



		Type of duties performed:

		IV&V services for Health Care Reform Eligibility Engine Project.



		Total dollar value of the contract:

		$1,868,300







		Question

		Response



		Name of State agency:

		Department of Health and Human Services 

Division of Health Care Financing and Policy



		State agency contact name:

		Shawna DeRousse



		Dates when services were performed:

		8/14/2012 – present



		Type of duties performed:

		IV&V services of the Silver State's Health Insurance Exchange information technology solution, known as the Business Operations Solution (BOS).



		Total dollar value of the contract:

		$1,518,880







		Question

		Response



		Name of State agency:

		Department of Health and Human Services, Aging and Disability Services Division Autism Services Program



		State agency contact name:

		Julie Kotchevar



		Dates when services were performed:

		8/1/2010 – present



		Type of duties performed:

		Fiscal Manager Agent (FMA) Services in support of the Autism program.



		Total dollar value of the contract:

		$146,664







		Question

		Response



		Name of State agency:

		Department of Health and Human Services, Mental Health Division Services



		State agency contact name:

		Robin Williams





		Dates when services were performed:

		8/11/2009 – present



		Type of duties performed:

		Financial Management Services to support people with developmental disabilities in a self-directed program.



		Total dollar value of the contract:

		$74,343







6.2.1.5	Business references as specified in Section 6.3, Business References must be provided for any proposed subcontractors.






		Reference #:

		1



		Company Name:

		Public Consulting Group, Inc. (PCG)



		Identify role company will have for this RFP project

(Check appropriate role below):



		

		VENDOR

		X

		SUBCONTRACTOR



		Project Name:

		OK OHCA Asset Verification Services



		Primary Contact Information



		Name:

		Matt Conley



		Street Address:

		OK DHS, 2400 N Lincoln Blvd



		City, State, Zip:

		Oklahoma City, OK 73105



		Phone, including area code:

		405-522-0947



		Facsimile, including area code:

		405-521-4158



		Email address:

		Matthew.conley@okdhs.org



		Alternate Contact Information



		Name:

		Jennifer Dalton



		Street Address:

		2400 N Lincoln Blvd



		City, State, Zip:

		Oklahoma City, OK 73105



		Phone, including area code:

		405-521-4418



		Facsimile, including area code:

		405-521-4158



		Email address:

		jennifer.dalton@okdhs.org



		Project Information



		Brief description of the project/contract and description of services performed:

		PCG (prime) designed and deployed a Web-based, automated asset verification system to allow eligibility workers to quickly verify the resources of Medicaid Aged, Blind, and Disabled (ABD) applicants and beneficiaries. This configurable, automated eligibility decision support and case management system integrates data from Accuity’s (sub) national network of financial institutions into the PCG-developed Web application to allow eligibility workers to quickly and seamlessly obtain asset verification results, identify potentially ineligible recipients and applicants, flag fraud, and generate custom reports. PCG’s Asset Verification System allows the State to reconcile eligibility decisions made within their integrated eligibility solution with the eligibility results of cases contained within the application, ensuring Portal data is up-to-date and accurate at all times.



		Original Project/Contract Start Date:

		1/20/15



		Original Project/Contract End Date:

		N/A



		Original Project/Contract Value:

		Contingency-based payment of approximately $300,000 annually.



		Final Project/Contract Date:

		N/A



		Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes








		Reference #:

		2



		Company Name:

		Public Consulting Group, Inc. (PCG)



		Identify role company will have for this RFP project

(Check appropriate role below):



		

		VENDOR

		x

		SUBCONTRACTOR



		Project Name:

		WI DHS Residency Verification Services



		Primary Contact Information



		Name:

		Fratney Miller



		Street Address:

		Department of Health Services, 1 West Wilson St.



		City, State, Zip:

		Madison, WI 53702



		Phone, including area code:

		608-266-3824



		Facsimile, including area code:

		



		Email address:

		Fratney.Miller@dhs.wisconsin.gov



		Alternate Contact Information



		Name:

		Dave Pawloski



		Street Address:

		Department of Health Services, 1 West Wilson St.



		City, State, Zip:

		Madison, WI 53702



		Phone, including area code:

		608-261-8568



		Facsimile, including area code:

		



		Email address:

		David.Pawloski@dhs.wisconsin.gov



		Project Information



		Brief description of the project/contract and description of services performed:

		PCG (prime) managed the design and implementation of a Web-based, automated residency verification system. This system integrated LexisNexis (sub) identity and residency data sources to identify Medicaid recipients residing outside of the State. PCG’s web application featured simple, yet robust, reporting and case management capabilities and allowed for both batch and ad hoc request-and-response processing.



		Original Project/Contract Start Date:

		3/6/14



		Original Project/Contract End Date:

		N/A



		Original Project/Contract Value:

		Contingency-based payment of approximately $150,000 annually.



		Final Project/Contract Date:

		N/A



		Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes









		Reference #:

		3



		Company Name:

		Public Consulting Group, Inc. (PCG)



		Identify role company will have for this RFP project

(Check appropriate role below):



		

		VENDOR

		x

		SUBCONTRACTOR



		Project Name:

		SSDI and Medicare Identification and Enrollment Services



		Primary Contact Information



		Name:

		Jeff Marsden



		Street Address:

		Caterpillar, Inc.,  100 NE Adams St.



		City, State, Zip:

		Peoria, IL 61629



		Phone, including area code:

		309-675-7262



		Facsimile, including area code:

		



		Email address:

		Marsden_jeff@cat.com



		Alternate Contact Information



		Name:

		



		Street Address:

		



		City, State, Zip:

		



		Phone, including area code:

		



		Facsimile, including area code:

		



		Email address:

		



		Project Information



		Brief description of the project/contract and description of services performed:

		Through the use of advanced data analytics, PCG identifies health plan members likely to be eligible for either automatic Medicare enrollment or expedited enrollment into SSDI and later Medicare.  PCG also assists these plan members in enrolling in the program.



		Original Project/Contract Start Date:

		11/12/14



		Original Project/Contract End Date:

		N/A



		Original Project/Contract Value:

		Contingency-based payment of approximately $150,000 annually.



		Final Project/Contract Date:

		N/A



		Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes



















		Reference #:

		4



		Company Name:

		Public Consulting Group, Inc. (PCG)



		Identify role company will have for this RFP project

(Check appropriate role below):



		

		VENDOR

		x

		SUBCONTRACTOR



		Project Name:

		OSDH Trauma Fund Audit



		Primary Contact Information



		Name:

		Grace Pelley



		Street Address:

		Oklahoma State Department of Health, 1000 N.E. Tenth Street, Room 1104



		City, State, Zip:

		Oklahoma City, OK 73117



		Phone, including area code:

		405-271-4027



		Facsimile, including area code:

		405-271-4240



		Email address:

		gracep@health.ok.gov



		Alternate Contact Information



		Name:

		Joe Niles



		Street Address:

		Oklahoma State Department of Health, 1000 N.E. Tenth Street, Room 1104



		City, State, Zip:

		Oklahoma City, OK 73117



		Phone, including area code:

		405-271-4027



		Facsimile, including area code:

		405-271-4240



		Email address:

		josephn@health.ok.gov



		Project Information



		Brief description of the project/contract and description of services performed:

		PCG established and operates annual provider financial and clinical audits to ensure compliance with claims eligibility criteria. PCG built and deployed a web-based application to house the audit solution.  



		Original Project/Contract Start Date:

		12/17/13



		Original Project/Contract End Date:

		N/A



		Original Project/Contract Value:

		$578,000 annually



		Final Project/Contract Date:

		N/A



		Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes



















		Reference #:

		5



		Company Name:

		Public Consulting Group, Inc. (PCG)



		Identify role company will have for this RFP project

(Check appropriate role below):



		

		VENDOR

		x

		SUBCONTRACTOR



		Project Name:

		NV DHHS IV&V Services for Health Care Reform Eligibility Engine



		Primary Contact Information



		Name:

		Denise Travis



		Street Address:

		



		City, State, Zip:

		



		Phone, including area code:

		312.273.3241



		Facsimile, including area code:

		



		Email address:

		Denise_travis@bcbsil.com



		Alternate Contact Information



		Name:

		



		Street Address:

		



		City, State, Zip:

		



		Phone, including area code:

		



		Facsimile, including area code:

		



		Email address:

		



		Project Information



		Brief description of the project/contract and description of services performed:

		PCG performed IV&V services where we audited and evaluated the work of the integrated eligibility system integrator to ensure the State’s Eligibility Engine was structurally sound and built to the required specifications.  



		Original Project/Contract Start Date:

		7/1/2012



		Original Project/Contract End Date:

		N/A



		Original Project/Contract Value:

		$1,868,300



		Final Project/Contract Date:

		N/A



		Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes







6.2.1.6	Provide the same information for any proposed subcontractor staff as specified in Section 6.4, Vendor Staff Skills and Experience Required.



		Peter Cheesman, MBA: Mr. Cheesman has more than 10 years of public and private sector experience on behalf of state and federal agencies, including the management of more than 30+ projects on behalf of state and federal agencies resulting in the identification of nearly $500 million in cost savings and avoidance opportunities. Mr. Cheesman leads PCG’s member eligibility verification group and has managed Medicaid eligibility verification implementations in New York, Oklahoma, North Carolina, Wisconsin, New Hampshire, Michigan, West Virginia, and Nevada.







		Eugene Astarita, PMP, CBA: Mr. Eugene Astarita is a Certified Project Management Professional (PMP) and Certified Business Analyst (CBA) with nearly two decades of Project Management Office (PMO) experience in enterprise wide, government sector, and public facing project leadership and regulatory business requirements solicitation and implementation.  Eugene’s experience spans multiple states including managing the implementation of Health Exchanges in Arkansas, Nevada, New Mexico, and Hawaii.  







6.2.1.7	Staff resumes for any proposed subcontractors as specified in Section 6.5, Vendor Staff Resumes.



		Resumes for Mr. Cheesman and Mr. Astarita are included in Tab IX.







6.2.1.8	Vendor shall not allow any subcontractor to commence work until all insurance required of the subcontractor is provided to the vendor.



		Accuity Asset Verification Services Inc. will not allow PCG to provide any Medicaid eligibility consultation until all evidence of required insurance is provided.







6.2.1.9	Vendor must notify the using agency of the intended use of any subcontractors not identified within their original proposal and provide the information originally requested in the RFP in Section 6.2, Subcontractor Information.  The vendor must receive agency approval prior to subcontractor commencing work.



6.2.1.10 All subcontractor employees assigned to the project must be authorized to work in this country.



6.3	BUSINESS REFERENCES



6.3.1	Vendors should provide a minimum of five (5) business references from similar projects performed for private, state and/or large local government clients within the last five (5) years.



6.3.2	Business references must show a proven ability of:



6.3.2.1	Developing, designing, implementing and/or transferring a large scale application with public and/or private sectors;



6.3.2.2	Developing and executing a comprehensive application test plan;



6.3.2.3	Developing and implementing a comprehensive training plan;



6.3.2.4	Experience with comprehensive project management;



6.3.2.5	Experience with cultural change management;



6.3.2.6	Experience with managing subcontractors; and



6.3.2.7	Development and execution of a comprehensive project management plan.



		Accuity Asset Verification Services Inc. included five business references from federal and state agencies currently under contract and operation of Accuity’s AVS.  These references show a proven ability of Accuity AVS experience and knowledge in developing and implementing our services with government agencies, developing and implementing successful test plans, training plans as needed, project management, change management in government culture, managing subcontractor and execution of a comprehensive project management plan.







		Accuity Asset Verification Services Inc. included five business references for the Public Consulting Group from federal and state agencies currently under contract. These references provide information on PCG’s ability to support a project of this nature and assist in the integration of the asset verification into the eligibility process.







6.3.3	Vendors must provide the following information for every business reference provided by the vendor and/or subcontractor:



6.3.4	Vendors must also submit Attachment F, Reference Questionnaire to the business references that are identified in Section 6.3.3.  



6.3.5	The company identified as the business references must submit the Reference Questionnaire directly to the Purchasing Division. 



6.3.6	It is the vendor’s responsibility to ensure that completed forms are received by the Purchasing Division on or before the deadline as specified in Section 10, RFP Timeline for inclusion in the evaluation process.  Reference Questionnaires not received, or not complete, may adversely affect the vendor’s score in the evaluation process.  



		Accuity Asset Verification Services Inc. and the Public Consulting Group requested references to be sent to the Nevada DHHS, DWSS by January 28, 2016.



Accuity AVS has followed up with each of the references and has been told that the reference was submitted to the Nevada DHHS, DWSS on the requested forms.










		Reference #:

		1



		Company Name:

		Accuity Asset Verification Services Inc.



		Identify role company will have for this RFP project

(Check appropriate role below):



		X

		VENDOR

		

		SUBCONTRACTOR



		Project Name:

		Access to Financial Institutions



		Primary Contact Information



		Name:

		Melissa Kloman



		Street Address:

		6401 Security Blvd.



		City, State, Zip:

		Baltimore, MD 21235



		Phone, including area code:

		410-965-9515



		Facsimile, including area code:

		



		Email address:

		Melissa.Kloman@ssa.gov



		Alternate Contact Information



		Name:

		Saudah Saleem



		Street Address:

		6401 Security Blvd.



		City, State, Zip:

		Baltimore, MD 21235



		Phone, including area code:

		410-965-6947



		Facsimile, including area code:

		



		Email address:

		Saudah.j.saleem@ssa.gov



		Project Information



		Brief description of the project/contract and description of services performed:

		Program to verify accounts, account balances, and interest income for applicants, recipients and deemors.



		Original Project/Contract Start Date:

		6/25/2015



		Original Project/Contract End Date:

		12/24/2020



		Original Project/Contract Value:

		$26,685,885.00



		Final Project/Contract Date:

		2/22/2015



		
Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes










		Reference #:

		2



		Company Name:

		Accuity Asset Verification Services Inc.



		Identify role company will have for this RFP project

(Check appropriate role below):



		X

		VENDOR

		

		SUBCONTRACTOR



		Project Name:

		Asset Verification System



		Primary Contact Information



		Name:

		Leah McCarthy



		Street Address:

		1317 Winewood Blvd



		City, State, Zip:

		Tallahassee, FL 32399-0700



		Phone, including area code:

		850-717-4394



		Facsimile, including area code:

		850-488-2589



		Email address:

		Leah_McCarthy@myflfamilies.com



		Alternate Contact Information



		Name:

		Yasmine Lewis



		Street Address:

		1317 Winewood Blvd



		City, State, Zip:

		Tallahassee, FL 32399-0700



		Phone, including area code:

		850-717-4391



		Facsimile, including area code:

		850-488-2589



		Email address:

		Yasmine.lewis@myflfamilies.com



		Project Information



		Brief description of the project/contract and description of services performed:

		Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of Aged, Blind and Disabled (ABD) Medicaid applicants and recipients.



		Original Project/Contract Start Date:

		7/10/2012



		Original Project/Contract End Date:

		6/30/2018



		Original Project/Contract Value:

		$11,202,317.04



		Final Project/Contract Date:

		7/10/2012



		
Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes










		Reference #:

		3



		Company Name:

		Accuity Asset Verification Services Inc.



		Identify role company will have for this RFP project

(Check appropriate role below):



		X

		VENDOR

		

		SUBCONTRACTOR



		Project Name:

		Asset Verification Services Project



		Primary Contact Information



		Name:

		Betty J. Dumas-Beasley



		Street Address:

		801 Ruggles Drive



		City, State, Zip:

		Raleigh, NC 27603



		Phone, including area code:

		919-855-4000



		Facsimile, including area code:

		



		Email address:

		Betty.j.beasley@dhhs.nc.gov



		Alternate Contact Information



		Name:

		Greg Sligh



		Street Address:

		801 Ruggles Drive



		City, State, Zip:

		Raleigh, NC 27603



		Phone, including area code:

		919-855-4000



		Facsimile, including area code:

		



		Email address:

		Gregory.sligh@dhhs.nc.gov



		Project Information



		Brief description of the project/contract and description of services performed:

		Web-based asset verification services



		Original Project/Contract Start Date:

		6/19/2013



		Original Project/Contract End Date:

		6/30/2018



		Original Project/Contract Value:

		$2,070,900



		Final Project/Contract Date:

		6/19/2013



		
Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes












		Reference #:

		4



		Company Name:

		Accuity Asset Verification Services Inc.



		Identify role company will have for this RFP project

(Check appropriate role below):



		X

		VENDOR

		

		SUBCONTRACTOR



		Project Name:

		Bank Clearances



		Primary Contact Information



		Name:

		Candace Wadler



		Street Address:

		112 East Post Road 6th Floor



		City, State, Zip:

		White Plains, NY 10601



		Phone, including area code:

		914-995-5624



		Facsimile, including area code:

		914-995-5658



		Email address:

		ccw1@westchestergov.com



		Alternate Contact Information



		Name:

		Commissioner, Department of Social Services



		Street Address:

		112 East Post Road 6th Floor



		City, State, Zip:

		White Plains, NY 10601



		Phone, including area code:

		



		Facsimile, including area code:

		



		Email address:

		



		Project Information



		Brief description of the project/contract and description of services performed:

		Provision of bank Clearances to ensure integrity in its programs by determining eligibility for resource based cases.



		Original Project/Contract Start Date:

		12/17/2013



		Original Project/Contract End Date:

		10/31/2016



		Original Project/Contract Value:

		$816,464



		Final Project/Contract Date:

		12/17/2013



		
Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes










		Reference #:

		5



		Company Name:

		Accuity Asset Verification Services Inc.



		Identify role company will have for this RFP project

(Check appropriate role below):



		X

		VENDOR

		

		SUBCONTRACTOR



		Project Name:

		Secure Asset Verification Service



		Primary Contact Information



		Name:

		Robert Earley



		Street Address:

		801 East Main Street



		City, State, Zip:

		Richmond, VA 23219-2901



		Phone, including area code:

		804-726-7182



		Facsimile, including area code:

		



		Email address:

		robert.earley@dss.virginia.gov



		Alternate Contact Information



		Name:

		Donald Rainey



		Street Address:

		801 East Main Street



		City, State, Zip:

		Richmond, VA 23219-2901



		Phone, including area code:

		



		Facsimile, including area code:

		



		Email address:

		Donald.rainey@dss.virginia.gov



		Project Information



		Brief description of the project/contract and description of services performed:

		Secure an asset verification service to verify disclosed and non-disclosed assets of persons applying for and/or benefiting from or receiving the Medicaid Aged, Blind and Disabled (ABD) and Long Term Care (LTC) categories of government benefits.



		Original Project/Contract Start Date:

		10/1/2015



		Original Project/Contract End Date:

		8/31/2020



		Original Project/Contract Value:

		$2,562,000



		Final Project/Contract Date:

		10/1/2015



		
Was project/contract completed in time originally allotted, and if not, why not?

		Yes



		Was project/contract completed within or under the original budget / cost proposal, and if not, why not?

		Yes







6.3.7	The State reserves the right to contact and verify any and all references listed regarding the quality and degree of satisfaction for such performance.



		Accuity Asset Verification Services Inc. understands that the State may contact and verify any and all references listed regarding the quality and degree of satisfaction for our performance in those projects.  Accuity AVS encourages Nevada DHHS, DWSS to contact our references and learn who we have exceeded expectations and requirements.









6.4 VENDOR STAFF SKILLS AND EXPERIENCE REQUIRED 



The vendor shall provide qualified personnel to perform the work necessary to accomplish the tasks defined in the Scope of Work.  The State must approve all awarded vendor resources.  The State reserves the right to require the removal of any member of the awarded vendor's staff from the project.



		Accuity Asset Verification Services, Inc will provide the most qualified and experienced personnel in the business of asset verification services to perform the work necessary for the successful implementation of all tasks and activities in the State’s Scope of Work.  Accuity AVS understands that the State must approve all awarded vendor resources and that the State reserves the right to require removal of any member of the vendor staff from the project.  Resumes for Key Staff are provided in Tab IX.







6.4.1 Project Manager Qualifications



		Paul F. Soczynski, Accuity AVS Sr. Director of Government Services is offered at the Project Manager.  Mr. Soczynski’s full resume is provided in Tab XI-M.







The Project Manager assigned by the awarded vendor to the engagement must have:



6.4.1.1	A minimum of four (4) years of project management experience, within the last ten (10) years, in government or the private sector;



		Mr. Soczynski has 17 years of project management experience within the last ten years in the private sector for federal and/or state government contracts.  These projects were related to either managed care implementation (1998 to 2010) or asset verification implementation (2010 to present).







6.4.1.2	A minimum of three (3) years of experience, within the last ten (10) years, managing systems architecture and development projects;



		Mr. Soczynski has provided project management for all five Medicaid asset verification projects since 2012.  These projects included system architecture, interface development, interface testing and asset verification implementation.







6.4.1.3	A minimum of two (2) years of experience with systems analysis and design;



		Mr. Soczynski has provided project management for all five Medicaid asset verification projects since 2012.  These projects included system analysis and design based on the individual state agency system requirements and contractual requirements.







6.4.1.4	A minimum of two (2) years of experience with systems development and implementation;



		Mr. Soczynski has provided project management for all five Medicaid asset verification projects since 2012.  These projects included system development, interface development, interface testing and asset verification implementation.  Each of the contracted implementations has involved taking the existing asset verification service and adapting it to the specific requirements of the state agency.







6.4.1.5	Completed at least one (1) project within the past three (3) years that involved designing business processes and procedures and developing new systems to support the new business processes; and



		Mr. Soczynski is currently the Project Manager for a pilot for the Kansas Department of Children and Families and their child enforcement unit.  The Accuity AVS asset verification service is a new business/product development endeavor and requires the necessary product innovation needed to meet contract requirements.







6.4.1.6	Completed at least one (1) project within the past three (3) years that involved communication and coordinating of activities with external stakeholders.



		Every asset verification service project and implementation initiated and completed by Accuity Asset Verification Services Inc. involves external stakeholders including agency technical staff, agency security staff, agency contract management staff, agency policy staff, agency management/leadership and an entire Financial Institution Community.







6.5 VENDOR STAFF RESUMES 



A resume must be completed for each proposed individual on the State format provided in Attachment I, Proposed Staff Resume, including identification of key personnel per Section 14.3.19, Key Personnel.



		Accuity Asset Verification Services, Inc will provide the most qualified and experienced personnel in the business of asset verification services to perform the work necessary for the successful implementation of all tasks and activities in the State’s Scope of Work.  Resumes for each proposed individual are provided on the State’s format from the RFP Attachment 1, Proposed Staff Resume in Tab IX.









6.6	PRELIMINARY PROJECT PLAN 



6.6.1	Vendors must submit a preliminary project plan as part of the proposal, including, but not limited to:



6.6.1.1	Gantt charts that show all proposed project activities;



6.6.1.2	Planning methodologies;



6.6.1.3	Milestones;



6.6.1.4	Task conflicts and/or interdependencies;



6.6.1.5	Estimated time frame for each task identified in Section 5, Scope of Work; and



6.6.1.6	Overall estimated time frame from project start to completion for both Contractor and State activities, including strategies to avoid schedule slippage.



		Accuity Asset Verification Services Preliminary Project Plan is provided in Tab X.  For ease in reading as a part of this proposal, it is provided in Word format.  Once awarded the contract, the project plan will be provided in Microsoft Project Plan format.



The project plan does outline milestones.



The planning methodology involves multiple, simultaneous threads of work coordinated by the project manager:

· Connectivity between Accuity AVS and Nevada DHHS, DWSS eligibility system

· Interface development between Accuity AVS and the Nevada DHHS, DWSS eligibility system

· Engagement of the financial institutions that will begin receiving requests for asset verification information

· Communication with all stakeholders

· Preparation, submission and approval of all documentation







6.6.2	Vendors must provide a written plan addressing the roles and responsibilities and method of communication between the contractor and any subcontractor(s).



6.6.3	The preliminary project plan will be incorporated into the contract.  



		Accuity Asset Verification Services Inc. routinely sees its project plans incorporated into its contracts.  As a part of the contract execution process, Accuity AVS asks that the most current plan be incorporated.







6.6.4	The first project deliverable is the finalized detailed project plan that must include fixed deliverable due dates for all subsequent project tasks as defined in Section 5, Scope of Work.  The contract will be amended to include the State approved detailed project plan.



		Accuity Asset Verification Services Inc. understands and accepts that the contract will be amended to include the State approved detailed project plan.







6.6.5	Vendors must identify all potential risks associated with the project, their proposed plan to mitigate the potential risks and include recommended strategies for managing those risks.



		Accuity AVS has provided an assessment of risk for the AVS project below based on its earlier experience with an eligibility portal project and its experience implementing AVS in other states.





		Risk Description

		Probability

		Mitigation



		Lack of DWSS technical resources

		Medium

		NV DHHS, DWSS and Accuity AVS create a shared, unified work plan 



		NV FIs not willing to participate

		Low

		Execute FI Management Plan effectively; work with NV Banking Association



		Connectivity Issues

		High

		Create effective communication between state and vendor staff; assure development documents are complete and used as resources



		DWSS User resistance to using the service

		High

		Create effective training program; provide solid support and timely follow-up; on-going collaboration between project managers to identify causes for resistance and to find remedies



		Testing Scenarios

		Medium

		Establish test scenarios early in the project plan and have a working session to assure that both NV DHHS and Accuity AVS have thoroughly vetted the scenarios to make the testing process smoother and easier







6.6.6	Vendors must provide information on the staff that will be located on-site in Carson City.  If staff will be located at remote locations, vendors must include specific information on plans to accommodate the exchange of information and transfer of technical and procedural knowledge.  The State encourages alternate methods of communication other than in person meetings, such as transmission of documents via email and teleconferencing, as appropriate.



		To date, all of Accuity Asset Verification Services Inc.’s asset verification service implementations have been done remotely and without on-site staff.  The implementation has been facilitated by effective project meetings, phone and email communications and exchange of documents on a timely and thorough basis.







6.7 PROJECT MANAGEMENT



Vendors must describe the project management methodology and processes utilized for:



6.7.1	Project integration to ensure that the various elements of the project are properly coordinated;



		The planning methodology involves multiple, simultaneous threads of work coordinated by the project manager:

· Connectivity between Accuity AVS and Nevada DHHS, DWSS eligibility system

· Interface development between Accuity AVS and the Nevada DHHS, DWSS eligibility system

· Engagement of the financial institutions that will begin receiving requests for asset verification information

· Communication with all stakeholders

· Preparation, submission and approval of all documentation







6.7.2	Project scope to ensure that the project includes all the work required and only the work required to complete the project successfully;



		Accuity Asset Verification Services Inc. uses the statement of work as the guide for project management.  As the project unfolds, the statement of work is referenced as discussed with the agency to assure contract compliance.







6.7.3	Time management ensuring timely completion of the project.  Include defining activities, estimating activity duration, developing and controlling the project schedule;



		Once the timelines are agreed upon, the project plan outlines the timeline and schedule.  Variations to the project timeline are reviewed during project management meetings and adjustments are made accordingly.  While there is flexibility, the goal is to keep to the established timeline in order to meet contracted implementation dates and manage related costs.













6.7.4	Management of contractor and/or subcontractor issues and resolution process;



		Any issues whether they are related to the state, Accuity AVS or PCG would be raised and discussed at project meetings.  Together the team would work together to identify solutions and make adjustments to the work plan to overcome barriers and obstacles. 







6.7.5	Responding to and covering requested changes in the project time frames;



		DHHS, DWSS would need to sign off on any requested changes to the project time line based on issues raised and identified.







6.7.6	Responding to State generated issues;



		Accuity AVS has experienced and resolved unexpected issues related to state policy and technical barriers.  These are generally discussed at Project Management meetings and resolved through problem solving, plan adjustment and/or technology intervention.







6.7.7	Cost management to ensure that the project is completed within the approved budget.  Include resource planning, cost estimating, cost budgeting and cost control;



		In spite of obstacles and barriers often beyond our control, Accuity AVS has a clean record when it comes to managing projects within budget.  Assuming there is no change in approved scope, Accuity AVS history in asset verification projects is to maintain the project within budgetary boundaries.  







6.7.8	Resource management to ensure the most effective use of people involved in the project including subcontractors;



		While generally speaking Accuity AVS adheres to staff assignments for tasks on a work plan, we have reassigned specific tasks in order to address issues and concerns that arise during the execution of the project plan.  State agencies are consulted as these adjustments are made.







6.7.9	Communications management to ensure effective information generation, documentation, storage, transmission and disposal of project information; and



		Communication is executed through project management meeting agencies and minutes.  Also, as a result of specific tasks and discussions, additional communication is executed and conducted to assure all stakeholders are kept informed and able to participate in the process for a productive result.









6.7.10	Risk management ensuring risks are identified, planned for, analyzed, communicated and acted upon effectively.



		Risks are continuously reviewed as a part of the project management process.  Risks are raised, recorded, evaluated and mitigation strategies are discussed and executed in collaboration with all concerned.







6.8 QUALITY ASSURANCE



Vendors must describe the quality assurance methodology and processes utilized to ensure that the project will satisfy State requirements as outlined in Section 5, Scope of Work of this RFP.



		Accuity Asset Verification Services Inc. uses a Quality Plan to ensure project overall excellence.  Our Quality Plan is provided as Tab XI-K.  We will work with Nevada DHHS, DWSS to review and ensure our Quality Plan meets the State’s needs and expectations.  







6.9 DESIGN AND DEVELOPMENT PROCESSES 



Vendors must describe the methodology, processes and tools utilized for:



6.9.1 Analyzing potential solutions, including identifying alternatives for evaluation in addition to those suggested by the State;



6.9.2 Developing a detailed operational concept of the interaction of the system, the user and the environment that satisfies the operational need;



6.9.3 Identifying the key design issues that must be resolved to support successful development of the system; and



6.9.4 Integrating disciplines which are essential to the system functional requirements definition.



		Since the asset verification service is a standard service used for all governmental contracts and customers and that standardization is in place to assist the financial institutions in participating voluntarily across the country, Accuity AVS works to develop and design customization within a fairly narrow perspective.  That said, the design and development process relates to the established statement of work requirements and contract compliance.  







6.10 CONFIGURATION MANAGEMENT 



Vendors must describe the methodology, processes and tools utilized for:



6.10.1	Control of changes to requirements, design and code;



6.10.2	Control of interface changes;



6.10.3	Traceability of requirements, design and code;



6.10.4	Tools to help control versions and builds;



6.10.5	Parameters established for regression testing;



6.10.6	Baselines established for tools, change log and modules;



6.10.7	Documentation of the change request process including check in/out, review and regular testing;



6.10.8	Documentation of the change control board and change proposal process; and



6.10.9	Change log that tracks open/closed change requests.



		Accuity Asset Verification Services Inc. Change Management Procedures for AVS are included in the Security and Privacy Plan provided in Tab XI-F.  We will work with Nevada DHHS, DWSS to review and ensure our Security and Privacy Plan meets the State’s needs and expectations.  







6.11	PROJECT SOFTWARE TOOLS



6.11.1	Vendors must describe any software tools and equipment resources to be utilized during the course of the project including minimum hardware requirements and compatibility with existing computing resources as stated in Section 4.1 Computing Platform.



6.11.2	Costs and training associated with the project software tools identified must be included in Attachment J, Project Costs.



		
Messaging between the Agency and Accuity AVS systems would utilize XML formats.  Both Web Service and Batch XSD specifications are provided in Tab XI-A and XI-B respectively.  Accuity AVS has developed its platform to be vendor agnostic.  Accuity AVS communicated with multiple agencies who utilize different system platforms (.net, java, and mainframe) with no issues.  Accuity AVS has used software tools/languages such as JAXB, CXF, Spring/Hibernate, SoapUI, Java, groovy, Eclipse.  Linux is the primary operating system with an Oracle back end database.







		
There are no hardware costs included in the Accuity AVS pricing and no hardware, software or platform costs associated with asset verification have been reported by other state agencies.  
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PART I A – TECHNICAL PROPOSAL

Tab IX – Attachment I – Proposed Staff Resumes



		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		 Contractor

		 Subcontractor







		Name:

		Paul Soczynski 

		 Key Personnel



		Classification:

		Sr. Director, Government Services

		# of Years in Classification:

		5



		Brief Summary of Experience:

		· Serves as the sole contact for the Contract Manager for all issues related to the contract;

· Submits accurate and timely deliverables, reports and invoices;

· Manages the project to ensure that all the specified tasks and activities are thoroughly and timely completed through available resources from Accuity AVS;

· Participates in all conference calls, on-site and off-site meetings;

· Plan and conduct a kick-off meeting with the assistance from the State Project Manager;

· Generate and maintain a detailed Work Plan;

· Identify and secure Accuity AVS Project Team Members in accordance with the Work Plan;

· Define roles and responsibilities for the AVS Project Team Members assigned to the project;

· Communicate issues to State management and contract staff as necessary to secure resolution of any matter;

· Inform State Project Manager of any urgent issues as they arise.



		# of Years with Firm:

		5



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		11/2010 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Contract Administrator/Project Manager

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Project Manager/Provider Representative 

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		04/2011 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Project/Contract Manager

Implementation of an asset verification system

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2011-10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis (Pilot) Project – AVS Lead/AVS Project Manager

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Carol E. Sideris

Director, Division of Client Services

NH Department of Health and Human Services

129 Pleasant Street

Concord, NH  03301-3857

Office Telephone: 603.271.9541

Mobile Telephone: 603.419.0288

Email: Carol.Sideris@dhhs.state.nh.us

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		6/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Contract/Project Manager

Establishment of an electronic test system for asset verification  

Michael Breen

Telephone: 517.241.7720

Email: breenm@michigan.gov

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		6/2011-6/2014

Department of Labor

Asset Test Service Project – Contract/Project Manager

Establishment of an electronic test system for asset verification  

Unemployment Insurance Pilot For Preventing Improper Payments by Accessing Financial Institution Data for Individuals Employment Detection – Project Manager

Data analysis using depository information to determine if there was a more timely way to identify a recipient collecting unemployment compensation while employed

Jim Van Erden

Telephone: 202.280.7578

Email: jvanerden@naswa.org

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Contract Manager/AVS Project Manager 

Web-based asset verification services

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – AVS Project Manager

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Contract/Project Manager

Provision of ban clearance through an internet-based system

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		8/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Contract/Project Manager

Description of Project: Establishment of an electronic system for asset verification  

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Contract/Project Manager

Establishment of an electronic system for asset verification

Robert Earley, VCO
Contract Officer, Office of General Services

Virginia Department of Social Services
801 East Main Street, Richmond VA 23219-2901
Telephone: 804.726.7182    

Robert.earley@dss.virginia.gov

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement



		8/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Contract/Project Manager

Establishment of an electronic system for asset verification

Michael Crump

Michael.Crump@dhs.arkansas.gov

Microsoft Suite of products



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Keller Graduate School of Management - 1990



		

		Milwaukee



		

		Wisconsin



		

		Masters of Business Administration



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Wisconsin – 1980



		

		Milwaukee



		

		Wisconsin



		

		Bachelor of Science – Health Information Administration



		

		



		Certifications

		Certificate in Organizational Development; National Training Labs, Alexandria, Virginia



		

		Certificate in Practical Product Management – April 2013



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		15



		Tools:

		SharePoint

		5



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org










		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Eric Chua 

		 Key Personnel



		Classification:

		AVS IT Manager

		# of Years in Classification:

		3+



		Brief Summary of Experience:

		· Provides oversight of all application and technical deliverables including security, infrastructure and development.



		# of Years with Firm:

		3+



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		2012 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – IT Development Lead

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – IT Development Lead

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – IT Development Lead

Implementation of an asset verification system

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project – IT Development Lead

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – IT Development Lead

Establishment of an electronic test system for asset verification

 Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – IT Development Lead

Web-based asset verification services

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – IT Development Lead

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project –IT Development Lead

Provision of ban clearance through an internet-based system

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – IT Development Lead

Description of Project: Establishment of an electronic system for asset verification  

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – IT Development Lead

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement





		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – IT Development Lead

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Illinois at Chicago



		

		Chicago



		

		IL



		

		Masters of Business Administration - 2003



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Illinois, Champaign Urbana



		

		Champaign 



		

		IL



		

		Masters of Science – Electrical Engineering - 1995



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Illinois, Champaign Urbana



		

		Champaign



		

		IL



		

		Bachelor of Science - 1991



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Production, Integration, ETE (End to End test environment, Development, QA

		3+



		Hardware:

		DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150

		3+



		Software:

		Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

		10+



		Tools:

		Oracle SQL Developer, Eclipse, IntelliJ, Firefox, Selenium, Jenkins

		10+



		Databases:

		Oracle

		10+



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		Social Security Administration 

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org












		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Lan Huynh-Luu

		 Key Personnel



		Classification:

		Application Development

		# of Years in Classification:

		3+



		Brief Summary of Experience:

		· Ensures solution meets functional, performance, security, and scalability requirements; 

· Follows appropriate industry standards of quality; 

· Works with the Project Manager and development team to establish milestones and task breakdown;

Works with team members to resolve technical problems.



		# of Years with Firm:

		3+



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project – IT Development

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2012 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – IT Development

Web-based asset verification services

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – IT Development

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – IT Development

Description of Project: Establishment of an electronic system for asset verification  

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – IT Development 

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – IT Development 

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Calgary



		

		Calgary, Alberta



		

		Canada



		

		Bachelor of Science/Computer Science - 1996



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Production, Integration, ETE (End to End test environment, Development, QA

		3+



		Hardware:

		DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150

		3+



		Software:

		Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

		3+



		Tools:

		Oracle SQL Developer, Eclipse, IntelliJ, Firefox, Selenium, Jenkins

		3+



		Databases:

		

Oracle

		3+



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org










A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Umair Khan

		 Key Personnel



		Classification:

		Systems Engineer

		# of Years in Classification:

		2



		Brief Summary of Experience:

		· Work with Federal/State agencies on integrating Financial Institution information into their workflow;

· Server and Network Security; 

· Application administration, troubleshooting, and deployments;

Work with development team members to resolve technical problems.



		# of Years with Firm:

		2



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2014 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project: Integration and testing

Web-based asset verification services

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		04/2014 to Present

Accuity Asset Verification Services Inc.

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Resource Verification Project: Integration and testing 

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org

Asset Test Service Project: Integration and testing

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/20/2015 to Present

Accuity Asset Verification Services Inc. 

Virginia Department of Social Services

Asset Verification Services: Integration and testing

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services 

Asset Verification Services: Integration and testing

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northern Illinois University



		

		DeKalb



		

		IL



		

		Bachelors in Business - 2008



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Production, Integration, ETE (End to End test environment, Development, QA

		2



		Hardware:

		DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150

		2



		Software:

		Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

		2



		Tools:

		Oracle SQL Developer, Eclipse, IntelliJ, Firefox, Selenium, Jenkins

		2



		Databases:

		Oracle

		2



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org












		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Srinivasa Pothukuchi 

		 Key Personnel



		Classification:

		Quality Assurance Engineer 

		# of Years in Classification:

		4+



		Brief Summary of Experience:

		· Designs and develops test procedures and cases, with associated test data, based upon functional and nonfunctional requirements;

· Follow the Software Test Life Cycle includes requirement study, design, test planning, execution and defect tracking;

· Technical leadership for the test program, including test approach;

· Create automated regression tests using selenium;

· Ensures solution meets functional, performance, security, and scalability requirements;

· Responsible for security testing of the application;

· Works with team members to resolve technical problems.





		# of Years with Firm:

		4+



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		2011 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Quality Assurance Engineer

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Quality Assurance Engineer

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		11/2011 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Quality Assurance Engineer

Implementation of an asset verification system

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		11/2011 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Quality Assurance Engineer

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Quality Assurance Engineer

Establishment of an electronic test system for asset verification  

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Quality Assurance Engineer

Web-based asset verification services

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Quality Assurance Engineer

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Quality Assurance Engineer

Provision of ban clearance through an internet-based system

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Quality Assurance Engineer

Description of Project: Establishment of an electronic system for asset verification  

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Quality Assurance Engineer

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – IT Development Lead

Establishment of an electronic system for asset verification

Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Nagarjuna University 



		

		



		

		India



		

		Masters in Computer Applications - 2006



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Production, Integration, ETE (End to End test environment, Development, QA

		4+



		Hardware:

		DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150

		4+



		Software:

		Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

		4+



		Tools:

		Oracle SQL Developer, Eclipse, IntelliJ, Firefox, Selenium, Jenkins

		4+



		Databases:

		Oracle

		4+



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		Social Security Administration 

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org

























		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Jessica Eder, CAPM

		 Key Personnel



		Classification:

		Sr. Manager, Compliance, Quality and Security

		# of Years in Classification:

		4



		Brief Summary of Experience:

		· Serves as compliance officer for the Asset Verification Service contracts, including tracking, management, reporting and confirmation of all deliverables identified in the Statement Of Work; 

· Coordinates and oversees all audit and survey functions for State Medicaid agencies; 

· Generates or reviews all required reports on a timely basis and in compliance with Statement of Work  and contract requirements; 

· Maintains all required project management documentation including Risk Registers, Compliance Matrices, Project Plans, MSPs, etc.;

· Identifies areas of liability, weakness, vulnerability or need and recommends a solution; 

· Prepares policy and procedure documents as required by the Statement Of Work or as needed to improve Asset Verification Services implementation, operations and results;

· Generates meeting schedules, agendas, minutes and facilitates conference lines for planning, implementation and on-going operations of Asset Verification Services with State Medicaid agencies.



		# of Years with Firm:

		4



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		5/2011 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Compliance Officer

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Compliance Officer

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		04/2011 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Compliance Officer

Implementation of an asset verification system

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2011 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Compliance Officer

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Compliance Officer

Establishment of an electronic test system for asset verification  

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Compliance Officer

Web-based asset verification services

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Compliance Officer

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Compliance Officer

Provision of ban clearance through an internet-based system

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Compliance Officer

Description of Project: Establishment of an electronic system for asset verification  

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Compliance Officer

Establishment of an electronic system for asset verification

Microsoft suite of products.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Compliance Officer

Establishment of an electronic system for asset verification

Microsoft suite of products.



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Notre Dame



		

		Notre Dame



		

		Indiana



		

		Bachelors of Business Administration - 2011



		

		Marketing and Psychology



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northwestern University School of Continuing Studies  



		

		Chicago



		

		IL



		

		Foundations of Project Management; Certified Associate in Project Management



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		5



		Tools:

		SharePoint

		5



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org









 















		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Phillip Majewski

		 Key Personnel



		Classification:

		Director, Technology Operations; Infrastructure Leader

		# of Years in Classification:

		20



		Brief Summary of Experience:

		· Provides technical and IT operational management for the implementation, maintenance and superior performance of the Asset Verification Service infrastructure and network functions.



		# of Years with Firm:

		20



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		2003 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Infrastructure Development and Management Lead

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Infrastructure Development and Management Lead

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		04/2011 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Infrastructure Development and Management Lead

Implementation of an asset verification system





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2011 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Infrastructure Development and Management Lead

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Infrastructure Development and Management Lead

Establishment of an electronic test system for asset verification  



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Infrastructure Development and Management Lead

Web-based asset verification services



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Infrastructure Development and Management Lead

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Infrastructure Development and Management Lead

Provision of ban clearance through an internet-based system



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Infrastructure Development and Management Lead

Description of Project: Establishment of an electronic system for asset verification  





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Infrastructure Development and Management Lead

Establishment of an electronic system for asset verification



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Infrastructure Development and Management Lead

Establishment of an electronic system for asset verification



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northeastern Illinois University



		

		Chicago



		

		IL



		

		Bachelor in Arts – History/Geography -1977



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Production, Integration, ETE (End to End test environment, Development, QA

		10+



		Hardware:

		DELL R720, Cisco Nexus 7010, Cisco 6509, F5 BIG-IP LTM 4000 Series Load Balancers, Checkpoint 12607, Hitachi Unified Storage (HUS) 150

		10+



		Software:

		Java, Groovy, Shell Scripting, Apache Tomcat, Apache HTTPD, Spring/Hibernate, CXF, Struts, JQuery, JavaScript, RedHat Linux/Centos, Windows 2008 Servers,  Manifold Geocoding  Servers

		10+



		Tools:

		Oracle SQL Developer, Eclipse, IntelliJ, Firefox, Selenium, Jenkins

		10+



		Databases:

		Oracle

		10+



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850-717-4394

Email:Leah_McCarthy@myflfamilies.com

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914-995-5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org









 




		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Jason Balaban

		 Key Personnel



		Classification:

		Associate Director, AVS Operations

		# of Years in Classification:

		10



		Brief Summary of Experience:

		· Oversees Financial Institution Recruitment Process;

· Oversees generation of Management Information Reports;

· Oversees call center and item processing operational functions;

· Assists in problem solving technical issues related to the application;

· Works with the Project Manager and development team to establish milestones and task breakdown;

· Works with team members to resolve technical problems.



		# of Years with Firm:

		10



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		2003 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Data Management

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Data Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		04/2011 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Operations, Data and FI Network Management

Implementation of an asset verification system

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2011 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Operations, Data and FI Network Management

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Operations, Data and FI Network Management

Establishment of an electronic test system for asset verification 

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Data Management

Web-based asset verification services

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Data Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Data Management

Provision of ban clearance through an internet-based system

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Data Management

Description of Project: Establishment of an electronic system for asset verification  

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Suite of products



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		8/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Suite of products



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Phoenix



		

		Tempe



		

		Arizona



		

		Masters of Business Administration - 2007



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		University of Wisconsin – Whitewater 



		

		Whitewater



		

		WI



		

		BAA – Finance - 2004



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		5



		Tools:

		SharePoint

		5



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org








A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Jason Bonhard

		 Key Personnel



		Classification:

		Associate Director, Product Management

		# of Years in Classification:

		13



		Brief Summary of Experience:

		· Functions as an internal resource for the IT Development Team;

· Functions as an external resource to Financial Institutions and Department’s staff through the Project Manager; 

· Assists in technology design and overall system performance through consultation and technical support;

· Generates Management Information Reports;

· Assists in problem solving technical issues related to the application.





		# of Years with Firm:

		13



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Data Management

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Data Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Data Management

Implementation of an asset verification system

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Data Management

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Data Management

Establishment of an electronic test system for asset verification  

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Data Management

Web-based asset verification services

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Data Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Data Management

Provision of ban clearance through an internet-based system

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Data Management

Description of Project: Establishment of an electronic system for asset verification  

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		St. Lawrence University



		

		Canton



		

		NY



		

		Bachelor of Science – 1999



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Windows 7 Enterprise Service Pack 1

		



		Hardware:

		Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS

		



		Software:

		Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25

		3



		Tools:

		Windows PowerShell, NotePad ++

		8



		Databases:

		Access 2013

		3



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org








A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Paul Drakontaidis

		 Key Personnel



		Classification:

		Data Management

		# of Years in Classification:

		12



		Brief Summary of Experience:

		· Performs data quality checks on Asset Verification database as well as MI reports.



		# of Years with Firm:

		12



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		2003 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Data Management

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Data Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Data Management

Web-based asset verification services

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Data Management (08/2014)

Implementation of an asset verification system

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project - Data Management

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Data Management

Establishment of an electronic test system for asset verification  

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Data Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Data Management

Provision of ban clearance through an internet-based system

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Data Management

Description of Project: Establishment of an electronic system for asset verification  

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northeastern Illinois University



		

		Chicago



		

		IL



		

		Bachelor Degree - Economics – 2006



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northeastern Illinois University



		

		Chicago



		

		IL



		

		Bachelor of Science – Computer Science - 2003



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Windows 7 Enterprise Service Pack 1

		



		Hardware:

		Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS

		



		Software:

		Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25

		6+



		Tools:

		Windows PowerShell, NotePad ++

		4+



		Databases:

		Access 2013

		3



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org








A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Nick Sierra

		 Key Personnel



		Classification:

		Data Specialist

		# of Years in Classification:

		6



		Brief Summary of Experience:

		· Performs data quality checks on Asset Verification database as well as MI reports.



		# of Years with Firm:

		6



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		09/2010 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Project Management (09/2010-02/2011), Item Processing Team Lead (02/2011-02/2014), Data Management (02/2014-present)

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Item Processing Team Lead (10/2011-02/2014), Data Management (02/2014-present)

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Item Processing Team Lead (10/2012-02/2014), Data Management (02/2014-08/2014)

Implementation of an asset verification system

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project: Item Processing Team Lead (10/2012-02/2014), Data Management (02/2014-10/2014)

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		6/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Item Processing Team Lead (06/2013-02/2014), Data Management (02/2014-present)

Establishment of an electronic test system for asset verification  

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Item Processing Team Lead (02/2013-02/2014), Data Management (02/2014-present)

Web-based asset verification services

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Item Processing Team Lead (10/2013-20/2014), Data Management (02/2014-present)

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Item Processing Team Lead (11/2013-02/2014), Data Management (02/2014-present)

Provision of ban clearance through an internet-based system

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Data Management

Description of Project: Establishment of an electronic system for asset verification  

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		8/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Data Management

Establishment of an electronic system for asset verification

Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northeastern Illinois University 2002-2005



		

		Chicago



		

		IL



		

		



		

		Music Education and Philosophy



		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Harper College 2008-2009



		

		Palatine



		

		IL



		

		English 



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		Windows 7 Enterprise Service Pack 1

		



		Hardware:

		Intel® Core™ i7-5600U CPU @ 2.60GHz/16.0 GB RAM/64-bit OS

		



		Software:

		Microsoft Office 2013, Microsoft Project Professional 2010, Microsoft Visio Professional 2010, Mozilla Firefox 44.0, IE 11.0.25

		1



		Tools:

		Windows PowerShell, NotePad ++

		1



		Databases:

		Access 2013

		1



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org








A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Harold Shlensky

		 Key Personnel



		Classification:

		Operations Supervisor

		# of Years in Classification:

		5



		Brief Summary of Experience:

		· Provides support for Financial Institution and agency users.

Working with Financial Institutions to build networks and then help them to manage their participation in the program.



		# of Years with Firm:

		5



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2010 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Operations support (call center)

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Operations support (call center and item entry); FI Network Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Operations support; FI Network Management

Implementation of an asset verification system

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project – Operations support, FI Network Management

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		06/2013 to Present

Michigan Department of Technology, Management and Budget Procurement

Asset Test Service Project – Operations Support, FI Network Management

Establishment of an electronic test system for asset verification  



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Operations support; FI Network Management

Web-based asset verification services



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Operations support; FI Network Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Operations Support; FI Network Management

Provision of ban clearance through an internet-based system



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Operations Support; FI Network Management

Description of Project: Establishment of an electronic system for asset verification  





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Wright City College 



		

		Chicago



		

		IL



		

		Liberal Arts/Business Management – 1967



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		5+



		Tools:

		SharePoint

		N/A



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org










A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Timothy O’Reilly

		 Key Personnel



		Classification:

		Medicaid Specialist

		# of Years in Classification:

		3



		Brief Summary of Experience:

		· Working with Financial Institutions to build networks and then help them to manage their participation in the program.

· Provides support for Financial Institution and agency users.





		# of Years with Firm:

		3



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		09/2012 to Present

Accuity Asset Verification Services Inc.

Social Security Administration

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Access to Financial Institutions – Operations support (call center and item entry); FI Network Management

To obtain services that will support the SSI program by using the Access to Financial Institutions (AFI) Program to verify accounts, account balances and interest income for applicants, recipients and/or deemors.





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Operations support (call center and item entry); FI Network Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 08/2014

Accuity Asset Verification Services Inc.

Maryland Department of Human Resources (Subcontract with Autogov.com)

AVS Project – Operations support; FI Network Management

Implementation of an asset verification system

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2012 to 10/2014

Accuity Asset Verification Services Inc.

New Hampshire Department of Health and Human Services

Enrollment Data Services Analysis Project – Operations support, FI Network Management

Establishment of an eligibility portal including asset verification data to assist staff in eligibility determination



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		02/2013 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Operations support; FI Network Management



Web-based asset verification services



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2013 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Operations support; FI Network Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		11/2013 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Operations Support; FI Network Management

Provision of ban clearance through an internet-based system



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Operations Support; FI Network Management

Description of Project: Establishment of an electronic system for asset verification  





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Wright College



		

		Chicago



		

		IL



		

		CompTIA +Certification



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		3+



		Tools:

		N/A

		N/A



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Baltimore, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850-717-4394

Email:Leah_McCarthy@myflfamilies.com

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914-995-5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org












 

A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Brittany Sharp

		 Key Personnel



		Classification:

		Medicaid Specialist

		# of Years in Classification:

		1



		Brief Summary of Experience:

		· Working with Financial Institutions to build networks and then help them to manage their participation in the program;

· Provides support for Financial Institution and agency users.





		# of Years with Firm:

		1



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2014 to Present

Accuity Asset Verification Services Inc.

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Asset Verification System – Operations support (call center and item entry); FI Network Management

Purchasing the operation of an electronic solution for the asset verification system to detect assets held by financial institutions of aged, blind or disabled Medicaid applicants and recipients.



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2014 to Present

Accuity Asset Verification Services Inc.

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Asset Verification Services Project – Operations support; FI Network Management

Web-based asset verification services



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		10/2014 to Present

Accuity Asset Verification Services Inc. 

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Asset Verification and Real Property Verification Project – Operations support; FI Network Management

Identifies assets and real property held at various financial institutions or by the applicant/recipient for selected Medicaid applicants and recipients 



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2014 to Present

Accuity Asset Verification Services Inc.

Westchester County, New York Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

Asset Verification Project – Operations Support; FI Network Management

Provision of ban clearance through an internet-based system



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2014 to Present

Accuity Asset Verification Services Inc.

Oklahoma Health Care Authority 

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org
Asset Test Project – Operations Support; FI Network Management

Description of Project: Establishment of an electronic system for asset verification  





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		10/2015 to Present

Accuity Asset Verification Services Inc.

Virginia Department of Social Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		08/2015 to Present

Accuity Asset Verification Services Inc.

Arkansas Department of Human Services

Asset Verification Services – Operations Support; FI Network Management

Establishment of an electronic system for asset verification



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Robert Morris University 



		

		Waukegan



		

		IL



		

		Associate of Applied Science - 2010



		

		



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		3+



		Tools:

		N/A

		N/A



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		SSA

Melissa Kloman, Contracting Officer 

6401 Security Blvd.

Westlawn, MD

Telephone: 410.965.9515

Email: Melissa.Kloman@ssa.gov

Florida Department of Children and Families

Leah McCarthy

1317 Winewood Blvd.

Building 3 Room 473

Tallahassee, FL 32399-0700

Telephone: 850.717.4394

Email:Leah_McCarthy@myflfamilies.com

Fax: 850.488.2589

North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

Westchester County Department of Social Services

Candace Wadler

Department of Social Services

112 East Post Rd. 6th Floor

White Plains, NY 10601

Telephone: 914.995.5624

Email: Ccw1@westchestergov.com

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org










A resume must be completed for all proposed contractor staff and proposed subcontractor staff.

		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Peter Cheesman

		 Key Personnel



		Classification:

		Subject Matter Expert

		# of Years in Classification:

		



		Brief Summary of Experience:

		· Manages all defined Contractor responsibilities in this Scope of Services

· Manages Contractor’s team members, including subcontractors

· Develops the plan and schedule, and updates if required

· Serves as the point person for all project issues

· Coordinates and oversees the day-to-day activities as needed

· Escalates issues, risks, and other concerns 

· Reviews all deliverables and provide feedback

· Proactively proposes/suggests options and alternatives for consideration

· Utilizes change control procedures

· Manages and reports on any financial concerns/issues





		# of Years with Firm:

		10/2009 to Present



		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		Client: New York Department of Health

Project: Asset Verification and Real Property Resource Verification System (10/2013 – Present)

Description of Role: Project Manager

Managing the development, implementation, and deployment of an electronic asset and real property verification system to be used to insure the assets held by Medicaid applicants and beneficiaries do not exceed program limits and to direct eligibility decision making. 

Client: Oklahoma Health Care Authority

Project: Asset Verification Services (8/2014 – Present)

Description of Role: Project Manager

Managed the development and implementation of an electronic asset verification service and Web-based portal to be used to verify the resources of Medicaid applicants and beneficiaries to determine eligibility. 

Client: North Carolina Department of Health and Human Service

Project: Asset Verification Services (2/2013 – Present)

Description of Role: Project Manager

Managed the implementation of an electronic asset verification service into the State’s existing eligibility system in order to verify the resource-based eligibility of aged, blind, and disabled Medicaid applicants and beneficiaries.

Client: New Hampshire Department of Health and Human Services

Project: Enrollment Data Services Analysis Project (10/2013 to 10/2014)

Description of Role: Project Manager

Description of Project: Managed the design and deployment of electronic identity and asset verification solution used to verify the identity and resources of ABD and MAGI applicants and beneficiaries to determine eligibility. 

Client: Wisconsin Department of Health Services

Project: Automated Residency Verification for Medicaid (3/2014 - Present) 

Description of Role: Project Manager

Description of Project: Led the design and deployment of an electronic residency verification system used to verify the residency of Medicaid applicants and beneficiaries, including building a Web-based case management and reporting tool. 

Client: UAW Retiree Medical Benefits Trust 

Project: SSDI and Medicare Eligibility and Enrollment (1/2014 - Present) 

Description of Role: Project Manager

Description of Project: Oversees the identification of potentially disabled retirees covered under UAW’s benefits plan who were potentially eligible for SSDI, and later, early Medicare enrollment. Manages member eligibility determination, outreach, application, and advocacy services. 

Client: Oklahoma Health Care Authority

Project: Trauma Fund Audit  (1/2012 - Present) 

Description of Role: Project Manager

Description of Project: Manages annual statewide provider audit of the financial accuracy and medical necessity of uncompensated care payments made to hospitals, physicians, and EMS providers around the State.

Client: North Carolina Department of Health and Human Services Division of Medical Assistance

Project: Post-Payment Review Services (6/2013 – 12/2014) 

Description of Role: Project Manager

Description of Project: Managed post-payment reviews of claim payments to 1,500+ Medicaid providers, identifying $325+ million in overpayments. Managed project staff of 65 consultants, clinical auditors, appeal specialists, and administrative staff. 

Client: Whirlpool Corporation

Project: SSDI and Medicare Eligibility and Enrollment (7/2014 - Present) 

Description of Role: Project Manager

Description of Project: Managed project to identify disabled non-Medicare, early retirees covered under employer-sponsored health plan. Provided data analytics, SSDI application and advocacy, and Medicare enrollment services.

Client: Caterpillar, Inc.

Project: SSDI and Medicare Eligibility and Enrollment (9/2014 - Present) 

Description of Role: Project Manager

Description of Project: Managed project to identify disabled non-Medicare, early retirees covered under employer-sponsored health plan. Provided data analytics, SSDI application and advocacy, and Medicare enrollment services.

Client: New Mexico Human Services Department

Project: Post-Payment Review Services  (2/2013 – 12/2013) 

Description of Role: Audit Lead

Description of Project: Program integrity review of managed care organization payments to behavioral health providers, including a review of medical necessity, billing, and IT systems.

Client: Human Resources Benefits Division, City of Charlotte, NC

Project: Dependent Eligibility Audit (8/2011 – 4/2012) 

Description of Role: Project Manager

Description of Project: Managed audit to determine the eligibility of 15,000 Charlotte member dependents from nine (9) municipal divisions, identifying more than 2,000 ineligible dependents resulting in an annual cost savings to the city of more than $7 million.

Client: Department of Finance, Clark County, NV

Project: Dependent Eligibility Audit (6/2011 – 1/2012) 

Description of Role: Project Manager

Description of Project: Managed audit of the eligibility of member dependents enrolled in the County’s self-funded benefits plans. Identified 600 ineligible member dependents, resulting in an annual cost savings to the County of more than $1 million.

Client: North Carolina Department of Health and Human Services

Project: Review of Regulatory Activities (6/2011 – 2/2012) 

Description of Role: Business Analyst

Description of Project: Performed a review of regulatory oversight activities across all Department divisions and identified opportunities for consolidating and streamlining these activities. 

Client: Wisconsin Department of Employee Trust Funds

Project: Dependent Eligibility Audit (1/2011 – 7/2011) 

Description of Role: Project Manager

Description of Project: Managed project to identify ineligible member dependents and recommend ongoing benefits enrollment procedural and operational improvements. 

Client: Massachusetts Executive Office of Administration and Finance

Project: Overpayment Assessment (11/2010 – 3/2011) 

Description of Role: Business Analyst

Description of Project: Identified opportunities for EOHHS & EOE Departments to recoup payments, increase federal revenues and achieve cost savings. Provided research, analysis and reporting on Department of Mental Health and Department of Public Health national best practices. 

Client: West Virginia Public Employees Insurance Agency

Project: Dependent Eligibility Audit (11/2010 – 3/2011) 

Description of Role: Operations Manager

Description of Project: Managed operations for dependent eligibility audit of 75,000 public employees across 800 state agencies, including the identification of ineligible employees and dependents, assessment of PEIA’s enrollment/eligibility policies and procedures, and process improvement recommendations



		EDUCATION



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Clark University Graduate School of Management, 2014



		

		Dubuque



		

		Iowa



		

		Master of Business Administration





		

		



		Institution Name:

City:

State:

Degree/Achievement:

Certifications:

		Northeastern University, 2005





		

		Boston



		

		Massachusetts



		

		Bachelor of Science, Business Administration



		HARDWARE/SOFTWARE SUMMARY (Be Specific)



		Description

		# of Year’s Experience



		Environments:

		N/A

		N/A



		Hardware:

		N/A

		N/A



		Software:

		Microsoft Suite: Microsoft Excel, Microsoft PowerPoint, Microsoft Word, Microsoft Project

		10+



		Tools:

		N/A

		N/A



		Databases:

		N/A

		N/A



		REFERENCES



		Minimum of three (3) required, including name, title, organization, phone number, fax number and email address

		North Carolina Department of Health and Human Services

Betty J. Dumas-Beasley

Chief, Medicaid Eligibility, Division of Medical Assistance

801 Ruggles Drive

Raleigh, NC 27603

Telephone: 919.855.4000

Email: Betty.j.beasley@dhhs.nc.gov

Fax: 919.715.0801

New York Department of Health

Judith Arnold, Director

P.O. Box 2602

Albany, New York 12220-2606

Telephone: 518.474.0181

Email: Jaa01@health.ny.gov

Oklahoma Health Care Authority

Ms. Amy Brandt, Contracting Officer

4245 N Lincoln Blvd

Oklahoma City, OK 73105

Telephone: 405.522.7709

Email: Amy.brandt@okhca.org










		COMPANY NAME:

		Accuity Asset Verification Services Inc.







		Contractor

		Subcontractor







		Name:

		Eugene Astarita, PMP, CBA

		 Key Personnel



		Classification:

		Operations Supervisor

		# of Years in Classification:

		



		Brief Summary of Experience:
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		RELEVANT PROFESSIONAL EXPERIENCE



		Required Information:



MMYYYY to Present:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		Arkansas Health Insurance Marketplace (AHIM)

Health Information Exchange Technology and Business Development PMO

As the AHIM Individual Marketplace Project Manager, Eugene is responsible for managing the design, development and transformation of the current State Partnership Marketplace (SPM) to a State Based Marketplace (SBM). This responsibility currently includes: The conversion of current enrollment from the Federally Facilitated Exchange (FFE) to the SBE with maximum enrollment retention; Facilitation of Federal Stage Gate Review meetings with Federal partners; AHIM Liaison with State (Arkansas Insurance Department, Department of Human Services, Office of the Governor), Federal (CMS, CCIIO, IRS), Insurance Carrier Stakeholders and the public; Facilitation of Vendor selection and infrastructure procurement; Improving communication by apprising senior executives and stakeholders of project status based upon standardized metrics and earned value analysis; Development and recommendation of operational policies and procedures.





		Required Information:



MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement:

		State of Nevada

Silver State Health Insurance Exchange (SSHIX)

Electronic Data Interchange (EDI) 820/834 Carrier Case Resolution

As an Enrollment and EDI SME for implementation of Nevada’s 2014 case resolution load, Eugene managed a team of Business Analysts and Vendor resources to: Conduct initial review of the Exchange’s enrollment and case resolution process; Lead meetings with the Exchange’s solution developer, Xerox, to gain detailed knowledge of their solution system; Lead meetings with the Exchange’s major medical Carriers to understand their individual enrollment processing systems; Developed and proposed recommendations to improve the enrollment and case resolution process; Developed an updated case resolution process used by the Exchange, Xerox, and the Carriers to close outstanding enrollment cases; Implemented the case resolution process working with Carriers and Xerox to resolve open cases; Developed matrix for the Exchange to track reinstatements; Lead weekly Carrier meetings to review case resolution; Developed monthly Board Reports for the Exchange’s COO
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MMYYYY to MMYYYY:

Vendor Name:

Client Name:

Client Contact Name:

Client Address, Phone Number, Email:

Role in Project:

Details and Duration of Project:

Software/hardware used in engagement

		State of New Mexico

New Mexico Health Information Exchange (NMHIX)

Health Information Exchange Technology and Business Development PMO

Served as both Deputy PMO and ACA Subject Matter Expert/Business Owner Representative for the New Mexico HIX.  As PMO, served as Accountable Manager of both the Master Project Schedule and the Change Management Board Chair.  As Subject Matter Expert, Managed Ownership of both the Enrollment, Noticing & Reporting lines of business. Technical Consultant to the Client in ownership of the CMS required Concept of Operations Document; Conducted Business and Technical review Joint Requirement Analysis (JAR) sessions; advised Senior Executives of industry best practices and ACA implementation regulations; Developed Business Processes, Policies and Desk Level Operating Procedures





		

		State of Hawaii

Hawai’i Health Connector (HHC)

Health Information Exchange Technology and Business Development PMO 

As an ACA SME for implementation in Hawai’i, Managed a centralized team of Project Managers, Business Analysts and Vendor Resources; Served as 1 of 3 Coordinating Committee seats in support of the State’s ACA Strategy Group; Facilitated Federal Stage Gate Review meetings with Federal partners on and off site; Served as Connector Liaison with State (Medicaid, DLIR Office of the Governor) and Federal (CMS, CCIIO, IRS), Insurance Carriers, and public stakeholders; Managed the development of the Hawai’i Hi-Iola Navigator program of Marketplace assistor certification and training; Assisted in authoring RFP’s and Federal Grant applications; Facilitated Vendor selection and infrastructure procurement; Improved communication by apprising senior executives and stakeholders of project status based upon standardized metrics and earned value analysis; Ensured the implementation of industry best practices, Developed outreach and enrollment strategies to ensure enrollment targets; Coordinated business testing activities and plans such as test strategies, test cases and test scripts for User Acceptance Testing; Advised Senior Executives of industry best practices and ACA implementation regulations
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PART I A – TECHNICAL PROPOSAL



Tab X – Preliminary Project Plan



		Line #

		Task

		Duration

		Start

		Finish

		Resource Names



		1

		Contract Negotiations

		10 days

		Thu 3/10/16

		Thu 3/24/16

		DHHS; Soczynski



		2

		Board of Examiner’s Approval

		1 day

		Tue 5/10/16

		Tue 5/10/16

		DHHS



		3

		Notice to Proceed provided to Accuity AVS and Contract Execution

		1 day

		Wed 5/11/16

		Wed 5/11/16

		DHHS



		4

		Develop and implement a production ready Asset Verification Service meeting Agency Requirements

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Balaban; Bonhard; Cheesman; Chua; DHHS; Eder; Huynh-Luu; IT QA; Khan; Shlensky; Soczynski



		5

		 Kick Off Meeting

		Milestone

		Wed 5/25/16

		Wed 5/25/16

		Chua; ,DHHS; Eder; Huynh-Luu; Soczynski



		6

		Include an electronic system from the asset verification system to financial institutions with the capacity to provide both electronic submission of requests to FIs and electronic receipt of responses from FIs.

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Huynh-Luu; Chua; IT QA; Soczynski; Balaban; Bonhard; Cheesman; DHHS; Eder; Khan; Shlensky



		7

		Include the ability to detect individual's accounts, using their SSN and other limited non-HIPAA demographic information, for which the asset information needs to be verified

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Huynh-Luu; IT QA; Chua; Balaban; Bonhard; Cheesman; DHHS; Eder; Khan; Shlensky; Soczynski



		8

		Include the ability to detect open and closed checking, savings, investment accounts, individual Retirement Accounts (IRAs), treasury notes, certificates of deposit, annuities and any other assets that may be held or managed by any financial institution

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Huynh-Luu; IT QA; Chua; Soczynski; Balaban; Bonhard; Cheesman; DHHS; Khan; Shlensky



		9

		Provide electronic responses to the Department that meet contractual specifications and requirements

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Soczynski; Huynh-Luu; IT QA; Bonhard; Balaban; Cheesman; Chua; DHHS; Eder; Khan



		10

		Include the ability to support a Web service interface 

		65 days

		Mon 5/16/16

		Fri 7/29/16

		IT QA; Chua; Huynh-Luu; Balaban; Soczynski; Bonhard; Cheesman; DHHS; Eder; Khan



		11

		Provide a response for each request sent to the AVS in accordance with the process outlined in the GUARD logic document

		65 days

		Mon 5/16/16

		Fri 7/29/16

		Accuity AVS



		12

		Submit GUARD Logic Document

		Milestone

		Mon 2/1/16

		Mon 2/1/16

		Soczynski



		13

		Technical Information Exchange between DHHS and Accuity AVS

		19 days

		Fri 5/20/16

		Wed 6/8/16

		



		14

		Accuity AVS and DHHS complete System Development Methodology Document

		9 days

		Wed 5/25/16

		Fri 6/3/16

		Chua; DHHS; Huynh-Luu; IT QA; Khan



		15

		Accuity AVS and DHHS complete Functional Design Phase Business Requirements Document

		9 days

		Wed 5/25/16

		Fri 6/3/16

		Chua; DHHS; Huynh-Luu; IT QA; Khan



		16

		Accuity AVS and DHHS complete Functional Design Phase Functional Design Document

		9 days

		Wed 5/25/16

		Fri 6/3/16

		Chua; DHHS; Huynh-Luu; IT QA; Khan



		17

		Accuity AVS and DHHS complete Software Development Methodology Reference Document

		9 days

		Wed 5/25/16

		Fri 6/3/16

		Chua; DHHS; Huynh-Luu; IT QA; Khan



		18

		Accuity AVS and DHHS complete/ update Test Plan Document

		9 days

		Wed 5/25/16

		Fri 6/3/16

		Chua; DHHS; Huynh-Luu; IT QA; Khan



		19

		Agency's Technical Staff reviews the Web Service Interface Integration Specifications document which outlines the Messaging details

		9 days

		Wed 5/25/16

		Fri 6/3/16

		DHHS



		20

		 All Documentation Complete and Approved

		35 days

		Wed 5/25/16

		Thu 6/30/16

		DHHS; Soczynski



		21

		 DHHS' Technical Staff meets with Accuity AVS Technical Staff to review messaging, workflow and testing samples

		1 day

		Thu 5/26/16

		Thu 5/26/16

		Chua; DHHS; Huynh-Luu; Khan; IT QA; Soczynski



		22

		Accuity AVS creates agency Profile specific for the agency

		1 day

		Fri 5/27/16 

		Fri 5/27/16

		Chua



		23

		Agency Profile is delivered to DHS

		1 day

		Fri 5/27/16

		Fri 5/27/16

		Chua



		24

		Agency returns completed profile with connectivity and encryption information

		1 day

		Fri 6/10/16

		Fri 6/10/16

		DHHS



		25

		Accuity AVS and DHS review completed profile

		1 day

		Mon 6/13/16

		Mon 6/13/16

		Chua; DHHS; Huynh-Lu; Khan



		26

		Accuity AVS provides agreed upon sample requests for Web Service Application Implementation

		1 day

		Fri 6/17/16

		Fri 6/17/16

		Huynh-Luu



		27

		Connectivity Implementation

		13 days

		Fri 5/27/16

		Mon 6/6/16

		



		28

		Accuity AVS configures firewalls and accounts for agency connectivity

		4 days

		Fri 5/27/16

		Wed 6/1/16

		Khan



		29

		Agency configures firewalls and accounts for agency connectivity

		4 days

		Fri 5/27/16

		Wed 6/1/16

		DHHS



		30

		Test and Validation - Agency tests connectivity and file encryption with Accuity AVS

		13 days

		Fri 5/27/16

		Mon 6/6/16

		DHHS; ,Khan



		31

		Connectivity Confirmed

		Milestone

		Mon 6/6/16

		Mon 6/6/16

		DHHS; Khan



		32

		Agency Web Service Application Implementation 

		37 days

		Tues 6/7/16

		Wed 7/8/16

		



		33

		DHHS develops process to store recipient information into eligibility system.

		25 days

		Tues 6/7/16

		Fri 7/1/16

		DHHS



		34

		Agency develops request file creation. 

		25 days

		Tues 6/7/16

		Fri 7/1/16

		DHHS



		35

		Agency develops process to integrate request acknowledgement file into their workflow

		25 days

		Tues 6/7/16

		Fri 7/1/16

		DHHS



		36

		Agency develops process to integrate the response file into agency system

		25 days

		Tues 6/7/16

		Fri 7/1/16

		DHHS



		37

		Agency develops process to create the response acknowledgement file

		25 days

		Tues 6/7/16

		Fri 7/1/16

		DHHS



		38

		Testing and Validation - Agency sends initial request test files 

		6 days

		Tues 6/7/16

		Mon 6/13/16

		DHHS



		39

		Accuity AVS Processes Test file and sends a request acknowledgement file to agency

		6 days

		Tues 6/7/16

		Mon 6/13/16

		Huynh-Luu; DHHS



		40

		Accuity sends a test response file to agency from Initial test Request File

		5 days

		Mon 6/13/16

		Fri 6/17/16

		Huynh-Luu; DHHS



		41

		Validation and Testing - Agency repeats sending agency batch and receiving Accuity AVS Responses 

		5 days

		Mon 6/13/16

		Fri 6/17/16

		DHHS; Huynh-Luu



		42

		Validation and Testing - Requests and Response transmitted to test Response Acknowledgement

		1 day

		Mon 6/20/16

		Mon 6/20/16

		Huynh-Luu; DHHS



		43

		Testing and Validation State Acceptance

		1 day

		Tue 6/21/16

		Tue 6/21/16

		DHHS



		44

		Agency System Integration Process

		49 days

		Mon 6/6/16

		Tue 7/26/16

		



		45

		Determine Test and Production Environment

		5 days

		Mon 6/6/16

		Fri 6/10/16

		DHHS



		46

		Determine Network, Database and DNS information

		5 days

		Mon 6/6/16

		Fri 6/10/16

		DHHS



		47

		Agency creates front end interface

		25 days

		Mon 6/6/16

		Fri 7/1/16

		DHHS



		48

		Agency integrates interface with database

		25 days

		Mon 6/6/16

		Fri 7/1/16

		DHHS



		49

		Agency creates Web Service processing for requests to be sent to Accuity AVS

		25 days

		Mon 6/6/16

		Fri 7/1/16

		DHHS



		50

		Agency creates Web Service processing for responses to be received daily from Accuity AVS

		25 days

		Mon 6/6/16

		Fri 7/1/16

		DHHS



		51

		Test And Validation - End to End testing of benefit recipient information to/from Accuity AVS

		10 days

		Mon 6/6/16

		Fri 6/17/16

		DHHS; Huynh-Luu; Khan



		52

		DHHS User Acceptance Testing

		40 days

		Mon 6/6/16

		Mon 7/18/16

		DHHS; Huynh-Luu; Khan; IT QA



		53

		DHHS provide Accuity AVS with Notice to Proceed



		0 days

		Wed 7/20/16

		Wed 7/20/16

		DHHS



		54

		Move Agency Application to Production

		1 day

		Sat 7/23/16

		Sat 7/23/16

		Huynh-Luu; Khan,



		55

		Maintain Financial Network meeting DHHS requirements

		1303 days

		Mon 6/1/16

		Fri 5/30/21

		Balaban; Shlensky



		56

		Include geographic diversity with accounts in and outside of Nevada

		1303 days

		Mon 6/1/16

		Fri 5/30/21

		Balaban; Shlensky



		57

		Submit FI Management Plan to DHHS

		0 days

		Fri 5/27/16

		Fri 5/27/16

		Soczynski



		58

		Implement customer service representation for use by the Department and financial institutions that provides technical assistance and system problem reporting meeting DHS requirements

		72 days

		Fri 5/27/16

		Thu 8/11/16

		Balaban; Shlensky



		59

		Refine Quality Plan

		16 days

		Wed 6/1/16

		Wed 6/22/16

		Eder; Soczynski



		60

		Submit Quality Plan to DHHS

		1 day

		Fri 6/24/16

		Fri 6/24/16

		Soczynski



		61

		Refine Operational Policies and Procedures

		16 days

		Wed 6/1/16

		Wed 6/22/16

		Balaban



		62

		Submit Operational Policies and Procedures to DHHS

		1 day

		Fri 6/24/16

		Fri 6/24/16

		Soczynski



		63

		State-wide implementation

		1 day

		Tue 8/1/16

		Tue 8/1/16

		Accuity AVS; DHS



		64

		Training DHHS Staff

		19 days

		Wed 7/6/16

		Fri 7/29/16

		



		65

		Finalize training plan

		1 day

		Mon 6/20/16

		Mon 6/20/16

		Cheesman; DHHS; Soczynski



		66

		Provide rraining to DHHS Staff on use of AVS









		9 days

		Wed 6/15/16

		Mon 6/27/16

		Cheesman; DHHS



		67

		Reporting

		75 days

		Fri 6/1/16

		Mon 8/15/16

		



		68

		Finalize Standard MI Reports and Supplemental Compliance Reports

		1 day

		Fri 6/1/16

		Fri 6/1/16

		Bonhard; DHHS; Soczynski



		69

		Generate First Set of Reports

		1 day

		Mon 8/15/16

		Mon 8/15/16

		Bonhard; Soczynski



		70

		Security Readiness

		65 days

		Mon 5/16/16

		Wed 7/20/16

		Accuity AVS



		71

		Security certification

		1 day

		Thu 7/14/16

		Thu 7/14/16

		Eder










PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-A: Web Service Integration Specifications

Glossary

		Term

		Definition



		Agency

		Government Agency performing the eligibility investigation.



		Detection Request

		A search of an algorithmically selected group of financial institutions for asset information.



		Participant/Participating Financial Institution

		A financial institution that has agreed to be in Accuity’s AVS network.



		Verification Request

		A search of assets at a financial institution specifically selected by the Agency.





[bookmark: _Toc431332962]

Introduction

This document describes the web services that are used to access the Accuity Asset Verification Solution (AVS). AVS integration is supported by two services:

· RequestService, hosted by Accuity AVS, is a service that allows the transmission of information about a person so that Accuity AVS is able to conduct a search of participating financial institutions for that person’s assets. The request service supports two types of searches: Verification Requests, which are used to conduct searches at specific financial institutions, and Detection Requests, which search for undisclosed assets at financial institutions selected by AVS logic. An acknowledgment will be returned synchronously when this service is called.

· ResponseService, hosted by the Agency, is the service that allows response data from financial institutions to be delivered by Accuity AVS back to the Agency. Request Identifiers embedded within the response data allow the Agency to correlate the response data with the original request. Responses may contain: account and balance information, an indication that no accounts were found, or a “will not respond” message with an accompanying explanation. There may be multiple responses for each Detection Request. An acknowledgment will be returned synchronously when this service is called.



Taken as a whole, one can see that response data is delivered asynchronously with respect to incoming requests.



The next sections include a detailed description of the data elements that are exchanged by each service.



The Request Service

As noted above, the RequestService, hosted by Accuity AVS, is the interface that allows Agencies to submit asset verification requests. An acknowledgement of “Success” indicates that the request was successfully received and stored, and is being presented (by varied mechanisms) to financial institutions for fulfillment.



This section begins with detailed XML Schema definitions of the request and acknowledgement messages, which are followed by a description of the meanings of the critical fields and samples of messages conforming to the schemas.

[bookmark: _Toc431332964]

Message Formats

[bookmark: _Toc371652879][bookmark: _Toc431332965]RequestServices WSDL

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<!-- AVS Request WSDL -->

<!-- Last Modified Date: 2012-05-01 -->

<wsdl:definitions 

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification"

	xmlns:tns="http://avs.accuitysolutions.com/v1.0.0/assetVerification"

	xmlns:ping="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping"

	xmlns:pingAck="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck"

	xmlns:request="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request"

	xmlns:requestAck="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck"

	xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"

	xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"

	xmlns:xsd="http://www.w3.org/2001/XMLSchema"

	name="AssetVerificationRequestService">	

	

	<wsdl:types>



		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request"

				schemaLocation="assetVerificationRequest.v1_0.xsd" />

		</xsd:schema>

		

		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck"

			  schemaLocation="assetVerificationRequestAck.v1_0.xsd" />

		</xsd:schema>

		

		<xsd:schema targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping">

			<xsd:complexType name="PingType">

			</xsd:complexType>

			<xsd:element name="ping" type="ping:PingType"/>

		</xsd:schema>

		<xsd:schema targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck">

			<xsd:complexType name="PingAckType">

				<xsd:sequence>

					<xsd:element name="success" type="xsd:boolean"/>

				</xsd:sequence>

			</xsd:complexType>

			<xsd:element name="pingAck" type="pingAck:PingAckType"/>

		</xsd:schema>

	</wsdl:types>

	

	<wsdl:message name="ping">

		<wsdl:part element="ping:ping" name="parameters"></wsdl:part>

	</wsdl:message>

	

	<wsdl:message name="pingAck">

		<wsdl:part element="pingAck:pingAck" name="parameters"></wsdl:part>

	</wsdl:message>

		

	<wsdl:message name="assetVerificationRequest">

		<wsdl:part element="request:assetVerificationRequest" name="parameters" />

	</wsdl:message>

	

	<wsdl:message name="assetVerificationRequestAck">

		<wsdl:part element="requestAck:assetVerificationRequestAck" name="parameters" />

	</wsdl:message>

	

	<wsdl:portType name="RequestServicesPortType">

	

		<wsdl:operation name="sendPing">

			<wsdl:input message="tns:ping"></wsdl:input>

			<wsdl:output message="tns:pingAck"></wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAssetVerificationRequest">

			<wsdl:input message="tns:assetVerificationRequest"></wsdl:input>

			<wsdl:output message="tns:assetVerificationRequestAck"></wsdl:output>

		</wsdl:operation>

	</wsdl:portType>



	<wsdl:binding name="RequestSoapHttpBinding" type="tns:RequestServicesPortType">

		<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

		<wsdl:operation name="sendPing">

			<soap:operation soapAction="ping" style="document" />

			<wsdl:input>

				<soap:body use="literal" />

			</wsdl:input>

			<wsdl:output>

				<soap:body use="literal" />

			</wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAssetVerificationRequest">

			<soap:operation soapAction="assetVerificationRequest" style="document" />

			<wsdl:input>

				<soap:body use="literal" />

			</wsdl:input>

			<wsdl:output>

				<soap:body use="literal" />

			</wsdl:output>

		</wsdl:operation>

	</wsdl:binding>



	<wsdl:service name="RequestServices">

		<wsdl:port binding="tns:RequestSoapHttpBinding" name="RequestServicesPort">

			<soap:address location="http://localhost:8080/AvsRequestService/services/RequestServicesPort" />

		</wsdl:port>

	</wsdl:service>

	

</wsdl:definitions>





[bookmark: _Toc371652880][bookmark: _Toc431332966]Request Ping and Request Ping Acknowledgement

The WSDL provides the contract information for the messaging exchange for the request and the return request acknowledgement. The WSDL also defines a “ping” message that is used in troubleshooting and testing. Below is a sample request ping soap message followed by the acknowledgement.

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ping="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping">

   <soapenv:Header/>

   <soapenv:Body>

      <ping:ping/>

   </soapenv:Body>

</soapenv:Envelope>



<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

   <soap:Body>

      <ns5:pingAck xmlns:ns2="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck" xmlns:ns3="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request" xmlns:ns4="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping" xmlns:ns5="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck">

         <success>true</success>

      </ns5:pingAck>

   </soap:Body>

</soap:Envelope>

[bookmark: _Toc371652881][bookmark: _Toc431332967]

assetVerificationRequest XSD

<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Request XML Schema -->

<!-- Last Modified Date: 2012-06-08 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request">

	

	<complexType name="AssetVerificationRequestType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that is sending

						the transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for each

						transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalTimestamp" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Timestamp when the transmission was

						sent.</documentation>

				</annotation>

			</element>

			<element name="requestBundle" type="req:RequestBundleType" maxOccurs="99">

				<annotation>

					<documentation xml:lang="en">The Subject and Requests associated

						with the Case.

					</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="RequestBundleType">

		<sequence>

			<element name="bundleId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for this grouping of

						requests. This ID is assigned by the client and intended for

						correlation of errors in the acknowledgment.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestDate" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Date and time when the requests were

						 created.</documentation>

				</annotation>

			</element>

			<element name="fieldOfficeCode">

				<annotation>

					<documentation xml:lang="en">Field office from where each request

						originated.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="5" />

					</restriction>

				</simpleType>

			</element>

			<element name="caseId">

				<annotation>

					<documentation xml:lang="en">Uniquely identifies the Case associated

						with these Requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<pattern value="\d{1,10}" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestor" type="req:RequestorType">

				<annotation>

					<documentation xml:lang="en">Identifies the user who is submitting

						the requests.</documentation>

				</annotation>

			</element>

			<element name="subject" type="req:PersonType">

				<annotation>

					<documentation xml:lang="en">The name(s), SSN, and address

						of the person under investigation.</documentation>

				</annotation>

			</element>

			<element name="verificationRequest" type="req:VerificationRequestType"

				minOccurs="0" maxOccurs="unbounded">

				<annotation>

					<documentation xml:lang="en">Requests directed at specific

						institutions, listing alleged accounts.  A single response will be

						sent for each verificationRequest.</documentation>

				</annotation>

			</element>

			<element name="detectionRequest" type="req:DetectionRequestType" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">An optional request to detect

						accounts outside of the institutions listed by the

						verificationRequest elements. Zero or more responses will be sent

						for each detectionRequest.</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="RequestorType">

		<sequence>

			<element name="requestorName" type="req:NameType" />

		</sequence>

	</complexType>



	<complexType name="PersonType">

		<sequence>

			<element name="primaryName" type="req:NameType" />

			<element name="otherNames" type="req:NameType" minOccurs="0" maxOccurs="5" />

			<element name="ssn">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{9}" />

					</restriction>

				</simpleType>

			</element>

			<element name="residenceAddr" type="req:AddressType"

				minOccurs="0" />

		</sequence>

	</complexType>



	<complexType name="NameType">

		<sequence>

			<element name="firstName">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,15}" />

					</restriction>

				</simpleType>

			</element>

			<element name="middleName" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,15}" />

					</restriction>

				</simpleType>

			</element>

			<element name="lastName">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,20}" />

					</restriction>

				</simpleType>

			</element>

			<element name="suffix" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AddressType">

		<sequence>

			<element name="address">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="city">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="state">

				<simpleType>

					<restriction base="string">

						<maxLength value="2" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip5">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{5}" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip4" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="VerificationRequestType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">Unique request identifier

						assigned by the client and intended for correlation of responses.

						This ID will be provided in the asynchronous response.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="financialInstitution" type="req:FinancialInstitutionType" />

			<element name="account" type="req:AccountDetailsType"

				minOccurs="0" maxOccurs="unbounded">

				<annotation>

					<documentation xml:lang="en">Optional list of alleged

						accounts.</documentation>

				</annotation>

			</element>

			<element name="interestInfoRequested" type="boolean">

				<annotation>

					<documentation xml:lang="en">Responses include interest

						only if requested.</documentation>

				</annotation>

			</element>

			<element name="dateRange" type="req:DateRangeType" maxOccurs="unbounded" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="250" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="DetectionRequestType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">Unique request identifier

						assigned by the client and intended for correlation of responses.

						This ID will be provided in the asynchronous response.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="guardAddress" type="req:AddressType"

				minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Optional address for use with

						GUARD (Geographic Undisclosed Account Radial Detection)

					</documentation>

				</annotation>

			</element>

			<element name="dateRange" type="req:DateRangeType" maxOccurs="unbounded" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="250" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AccountDetailsType">

		<sequence>

			<element name="accountNumber">

				<simpleType>

					<restriction base="string">

						<maxLength value="28" />

					</restriction>

				</simpleType>

			</element>

			<element name="jointAccount" type="boolean" minOccurs="0" />

		</sequence>

	</complexType>

	<complexType name="DateRangeType">

		<sequence>

			<element name="startDate" type="gYearMonth" />

			<element name="endDate" type="gYearMonth" />

		</sequence>

	</complexType>



	<complexType name="FinancialInstitutionType">

		<choice>

			<element name="routingNumber">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{9}" />

					</restriction>

				</simpleType>

			</element>

			<sequence>

				<element name="locationId">

					<annotation>

						<documentation xml:lang="en">The unique identifier of a

							specific branch location (TFPSYSID).</documentation>

					</annotation>

					<simpleType>

						<restriction base="string">

							<maxLength value="17"></maxLength>

						</restriction>

					</simpleType>

				</element>

				<element name="institutionId">

					<annotation>

						<documentation xml:lang="en">The unique identifier for the

							entire institution (INST_ID).</documentation>

					</annotation>

					<simpleType>

						<restriction base="string">

							<maxLength value="9"></maxLength>

						</restriction>

					</simpleType>

				</element>

			</sequence>

		</choice>

	</complexType>



	<element name="assetVerificationRequest" type="req:AssetVerificationRequestType" />

</schema>
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<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Request Acknowledgment XML Schema -->

<!-- Last Modified Date: 2012-06-08 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

	

	<complexType name="AssetVerificationRequestAckType">

    	<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">The same transmittalId value that was received</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="status">

				<annotation>

					<documentation xml:lang="en">SUCCESS if all requests are successfully accepted, or FAILURE if

						none of them are accepted. PARTIAL if some requests are accepted but others not.  Each

						"requestBundle" element is either entirely accepted or entirely rejected.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="SUCCESS" />

						<enumeration value="FAILURE" />

						<enumeration value="PARTIAL" />

					</restriction>

				</simpleType>

			</element>

    		<element name="error" type="req:ErrorType" minOccurs="0" maxOccurs="unbounded"/>

	 	</sequence>

    </complexType>



	<complexType name="ErrorType">

    	<sequence>

			<element name="bundleId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Identifies the Request Bundle where the error occurred.

						Omitted if the error is above the bundle level.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="clientRequestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Identifies the request where the error occurred. If the error is not

						at the request level, then this element is omitted.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

    		<element name="reason">

				<simpleType>

					<restriction base="string">

						<enumeration value="SCHEMA_VALIDATION"/>

						<enumeration value="INVALID_AGENCY_SYSTEM"/>

						<enumeration value="INVALID_FIELD_OFFICE"/>

						<enumeration value="INVALID_MESSAGE_DATA"/>

						<enumeration value="INVALID_REQUESTOR"/>

						<enumeration value="INVALID_STATE_CODE"/>

						<enumeration value="FI_NOT_FOUND"/>

						<enumeration value="DUPLICATE_FI"/>

						<enumeration value="INVALID_DATE_RANGE"/>

						<enumeration value="DUPLICATE_ACCT_NUM"/>

						<enumeration value="OTHER"/>

					</restriction>

				</simpleType>

    		</element>

			<element name="reasonDescription" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">An optional text description of the error.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="200" />

					</restriction>

				</simpleType>

			</element>

    	</sequence>

    </complexType>

	

	<element name="assetVerificationRequestAck" type="req:AssetVerificationRequestAckType"/>

</schema>
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Descriptions of Key Elements

The table below summarizes the structure of the requests message. For brevity, not all elements are listed. Refer to the XSD for a complete reference.



		Element Name

		Element Type

		Notes/Requirements



		﻿assetVerificationRequest

		﻿AssetVerificationRequestType

		Encloses a set of request bundles.



		﻿agencySystemId

		String

		Identifies the Agency. Constant value assigned by Accuity AVS to each Agency.



		﻿transmittalId

		String

		Should be the next number in a sequence. Each message sent by the Agency shall have a unique transmittal ID.



		transmittalTimestamp

		dateTime

		Date/time when the request was created and sent to Accuity AVS. Primarily used for troubleshooting.



		requestBundle

		﻿RequestBundleType

		Repeated for each Subject and Case ID. Encloses zero or more Verification Requests, and zero or one Detection Requests. There must be at least one request (of either type) per bundle.



		﻿bundleId

		String

		Unique ID of the “requestBundle” element. Should be the next number in a sequence, unique across all transmissions from an Agency. Used for correlation of errors if there are validation problems above the level of an individual request.



		requestDate

		dateTime

		Timestamp when the request was created.



		﻿fieldOfficeCode

		String

		Identifies the field office. Required to be a value that has been configured in the Accuity AVS system.



		caseId

		String

		Identifies the Case that is associated with all requests in the enclosing “requestBundle” element.



		requestor

		﻿RequestorType

		Name of the person who created the requests.



		subject

		﻿PersonType

		Name, Address, SSN of the person under investigation. Optionally includes up to 5 alternate names, which are required if the person’s name has been changed or if the person uses more than one name.



		﻿verificationRequest

		﻿VerificationRequestType

		Zero or more may be contained in each bundle. Identifies a specific institution and date range(s).



		﻿detectionRequest

		﻿DetectionRequestType

		Enables a search for institutions not listed using a “verificationRequest”. Zero or one of these per bundle. May include geographic radial search.



		﻿guardAddress

		AddressType

		Address included in the detectionRequest, used for performing geographic radial account detection (GUARD). For best results, address cleansing should be performed by the Agency in advance of submitting the request.



		﻿clientRequestId

		String

		A unique identifier for either a Verification or Account Detection Request. Should be the next number in a sequence, generated by the Agency. Must be unique across all requests. Used for correlation of requests to responses, and for correlation of requests to errors.



		financialInstitution

		FinancialInstitutionType

		One per “verificationRequest” element.  Identifies an institution using either an ABA number (routing number) or a location/institution identifier.



		account

		AccountDetailsType

		Zero or more per “verificationRequest.” This element provides the account number and joint-account indicator (a true/false value) for each alleged account.



		interestInfoRequested

		Boolean

		True or false, depending on whether or not the FI should provide interest amounts in the response.



		dateRange

		DateRangeType

		A beginning month and year, and an end month and year. Defines the range for which balance/interest values may be provided in the response. The request may include multiple date ranges, but they must not overlap and the start date must be earlier (or the same) as the end date. The range is inclusive—for example: 2012-01 to 2012-03 is a request for January, February, and March.



		remarks

		String

		Optional text, associated with either the verificationRequest or detectionRequest that is presented to the FI.
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Example messages

The listing below provides an example (hypothetical) assetVerificationRequest, which contains two bundles of requests.  

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequest xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:transmittalTimestamp>2012-03-20T18:17:44.058-06:00</req:transmittalTimestamp>

   <!--1 or more repetitions:-->

   <req:requestBundle>

      <req:bundleId>1</req:bundleId>

      <req:requestDate>2012-03-20T11:05:00.050-06:00</req:requestDate>

      <req:fieldOfficeCode>NC001</req:fieldOfficeCode>

      <req:caseId>201</req:caseId>

      <req:requestor>

         <req:requestorName>

            <req:firstName>Jason</req:firstName>

            <!--Optional:-->

            <req:middleName>Lance</req:middleName>

            <req:lastName>Jones</req:lastName>

            <!--Optional:-->

            <req:suffix>II</req:suffix>

         </req:requestorName>

      </req:requestor>

      <req:subject>

         <req:primaryName>

            <req:firstName>Joseph</req:firstName>

            <!--Optional:-->

            <req:middleName>Tomas</req:middleName>

            <req:lastName>Smith</req:lastName>

         </req:primaryName>

         <!--0 to 5 repetitions:-->

         <req:otherNames>

            <req:firstName>Joe</req:firstName>

            <!--Optional:-->

            <req:middleName>Tomas</req:middleName>

            <req:lastName>Smith</req:lastName>

         </req:otherNames>

         <req:ssn>555555555</req:ssn>

         <!--Optional:-->

         <req:residenceAddr>

            <req:address>123 Main St.</req:address>

            <req:city>Sometown</req:city>

            <req:state>NC</req:state>

            <req:zip5>12345</req:zip5>

            <!--Optional:-->

            <req:zip4>1234</req:zip4>

         </req:residenceAddr>

      </req:subject>

      <!--Zero or more repetitions:-->

      <req:verificationRequest>

         <req:clientRequestId>2</req:clientRequestId>

         <req:financialInstitution>

            <req:locationId>3459872</req:locationId>

            <req:institutionId>1298573</req:institutionId>

         </req:financialInstitution>

         <!--Zero or more repetitions:-->

         <req:account>

            <req:accountNumber>0001234</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>true</req:jointAccount>

         </req:account>

         <req:interestInfoRequested>true</req:interestInfoRequested>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2011-01</req:startDate>

            <req:endDate>2011-04</req:endDate>

         </req:dateRange>

         <req:dateRange>

            <req:startDate>2012-02</req:startDate>

            <req:endDate>2012-04</req:endDate>

         </req:dateRange>

         <!--Optional:-->

         <req:remarks>Text field containing remarks that were entered by the requestor.</req:remarks>

      </req:verificationRequest>

      <!--Optional:-->

      <req:detectionRequest>

         <req:clientRequestId>3</req:clientRequestId>

         <!--Optional:-->

         <req:guardAddress>

            <req:address>123 Main St.</req:address>

            <req:city>Sometown</req:city>

            <req:state>NC</req:state>

            <req:zip5>12345</req:zip5>

            <!--Optional:-->

            <req:zip4>1234</req:zip4>

         </req:guardAddress>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2012-01</req:startDate>

            <req:endDate>2012-05</req:endDate>

         </req:dateRange>

         <!--Optional:-->

         <req:remarks>Remarks associated requests created during account detection.</req:remarks>

      </req:detectionRequest>

   </req:requestBundle>

   <req:requestBundle>

      <req:bundleId>4</req:bundleId>

      <req:requestDate>2012-03-20T11:05:10.050-06:00</req:requestDate>

      <req:fieldOfficeCode>NC001</req:fieldOfficeCode>

      <req:caseId>202</req:caseId>

      <req:requestor>

         <req:requestorName>

            <req:firstName>Jason</req:firstName>

            <!--Optional:-->

            <req:middleName>Lance</req:middleName>

            <req:lastName>Jones</req:lastName>

            <!--Optional:-->

            <req:suffix>II</req:suffix>

         </req:requestorName>

      </req:requestor>

      <req:subject>

         <req:primaryName>

            <req:firstName>William</req:firstName>

            <!--Optional:-->

            <req:middleName>Paul</req:middleName>

            <req:lastName>Bartlett</req:lastName>

         </req:primaryName>

         <req:ssn>444444444</req:ssn>

         <!--Optional:-->

         <req:residenceAddr>

            <req:address>500 College Ave.</req:address>

            <req:city>Somecity</req:city>

            <req:state>NC</req:state>

            <req:zip5>65432</req:zip5>

            <!--Optional:-->

            <req:zip4>1000</req:zip4>

         </req:residenceAddr>

      </req:subject>

      <!--Zero or more repetitions:-->

      <req:verificationRequest>

         <req:clientRequestId>5</req:clientRequestId>

         <req:financialInstitution>

            <req:routingNumber>999999999</req:routingNumber>

         </req:financialInstitution>

         <!--Zero or more repetitions:-->

         <req:account>

            <req:accountNumber>65500</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>false</req:jointAccount>

         </req:account>

         <req:account>

            <req:accountNumber>65501</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>false</req:jointAccount>

         </req:account>

         <req:interestInfoRequested>false</req:interestInfoRequested>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2012-01</req:startDate>

            <req:endDate>2012-05</req:endDate>

         </req:dateRange>

      </req:verificationRequest>

      <req:detectionRequest>

         <req:clientRequestId>6</req:clientRequestId>

         <req:guardAddress>

            <req:address>123 Sesame St.</req:address>

            <req:city>Springfield</req:city>

            <req:state>NC</req:state>

            <req:zip5>60001</req:zip5>

            <req:zip4>1100</req:zip4>

         </req:guardAddress>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2011-08</req:startDate>

            <req:endDate>2011-10</req:endDate>

         </req:dateRange>

      </req:detectionRequest>

   </req:requestBundle>

</req:assetVerificationRequest>

Listing 1: Example Request



If the above example is entirely accepted by Accuity AVS, then the following successful acknowledgment is sent to the Agency:

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>SUCCESS</req:status>

</req:assetVerificationRequestAck>

Listing 2: Example Successful Request Acknowledgment



If there is a problem that prevents the entire assetVerificationRequest from being accepted, then the following is an example of a failure acknowledgment sent to the Agency:



﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>FAILURE</req:status>

   <req:error>

      <req:reason>SCHEMA_VALIDATION</req:reason>

   </req:error>

</req:assetVerificationRequestAck>

Listing 3: Example Failure Request Acknowledgment



Lastly, if there is a problem with a specific request bundle, then that entire bundle of requests will be rejected, and all other successful bundles accepted. Even though errors are reported at the request level, the transaction is at the bundle level—so a failure in one request means that none of the requests in the bundle were accepted.



﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>PARTIAL</req:status>

   <req:error>

      <req:bundleId>4</req:bundleId>

      <req:reason>INVALID_FIELD_OFFICE</req:reason>

      <req:reasonDescription>Field office code is unknown</req:reasonDescription>

   </req:error>

   <req:error>

      <req:bundleId>4</req:bundleId>

      <req:clientRequestId>5</req:clientRequestId>

      <req:reason>FI_NOT_FOUND</req:reason>

   </req:error>

</req:assetVerificationRequestAck>

Listing 4: Example Partial Success Request Acknowledgment



The above example demonstrates an example of a bundle-level error (invalid field office) and also an example of a request-level error (the FI, specified in a verificationRequest, was not found).
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The Response Service

As noted above, the ResponseService, hosted by the Agency, is the interface that allows Accuity AVS to deliver asset verification response data to the Agency. An acknowledgement of “Success” indicates that the response was successfully received and stored. This section begins with detailed XML Schema definitions of the request and acknowledgement messages, which are followed by a description of the meanings of the critical fields and samples of messages conforming to the schemas.
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Message Formats
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<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<!-- AVS Response WSDL -->

<!-- Last Modified Date: 2012-05-01 -->

<wsdl:definitions 

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification"

	xmlns:tns="http://avs.accuitysolutions.com/v1.0.0/assetVerification"

	xmlns:ping="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping"

	xmlns:pingAck="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck"

	xmlns:response="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response"

	xmlns:responseAck="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck"

	xmlns:accountSearchListing="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListing"

	xmlns:accountSearchListingAck="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListingAck"

	xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"

	xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"

	xmlns:xsd="http://www.w3.org/2001/XMLSchema"

	name="AssetVerificationResponseService">



	<wsdl:types>

	

		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response"

				schemaLocation="assetVerificationResponse.v1_0.xsd" />

		</xsd:schema>



		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck"

				schemaLocation="assetVerificationResponseAck.v1_0.xsd" />

		</xsd:schema>



		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListing"

				schemaLocation="accountSearchListing.v1_0.xsd" />

		</xsd:schema>



		<xsd:schema>

			<xsd:import namespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListingAck"

				schemaLocation="accountSearchListingAck.v1_0.xsd" />

		</xsd:schema>



		<xsd:schema targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping">

			<xsd:complexType name="PingType">

			</xsd:complexType>

			<xsd:element name="ping" type="ping:PingType"/>

		</xsd:schema>

		<xsd:schema targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck">

			<xsd:complexType name="PingAckType">

				<xsd:sequence>

					<xsd:element name="success" type="xsd:boolean"/>

				</xsd:sequence>

			</xsd:complexType>

			<xsd:element name="pingAck" type="pingAck:PingAckType"/>

		</xsd:schema>

	</wsdl:types>



	<wsdl:message name="ping">

		<wsdl:part element="ping:ping" name="parameters"></wsdl:part>

	</wsdl:message>

	

	<wsdl:message name="pingAck">

		<wsdl:part element="pingAck:pingAck" name="parameters"></wsdl:part>

	</wsdl:message>



	<wsdl:message name="accountSearchListing">

		<wsdl:part element="accountSearchListing:accountSearchListing" name="parameters"></wsdl:part>

	</wsdl:message>

	

	<wsdl:message name="accountSearchListingAck">

 		<wsdl:part element="accountSearchListingAck:accountSearchListingAck" name="parameters"></wsdl:part>

	</wsdl:message>



	<wsdl:message name="assetVerificationResponse">

		<wsdl:part element="response:assetVerificationResponse" name="parameters"></wsdl:part>

	</wsdl:message>

	

	<wsdl:message name="assetVerificationResponseAck">

 		<wsdl:part element="responseAck:assetVerificationResponseAck" name="parameters"></wsdl:part>

	</wsdl:message>



	<wsdl:portType name="ResponseServicesPortType">

	

		<wsdl:operation name="ping">

			<wsdl:input message="tns:ping"></wsdl:input>

			<wsdl:output message="tns:pingAck"></wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAccountSearchListing">

			<wsdl:input message="tns:accountSearchListing"></wsdl:input>

			<wsdl:output message="tns:accountSearchListingAck"></wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAssetVerificationResponse">

			<wsdl:input message="tns:assetVerificationResponse"></wsdl:input>

			<wsdl:output message="tns:assetVerificationResponseAck"></wsdl:output>

		</wsdl:operation>



	</wsdl:portType>





	<wsdl:binding name="ResponseSoapHttpBinding" type="tns:ResponseServicesPortType">

	

		<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http" />

			

		<wsdl:operation name="ping">

			<soap:operation soapAction="ping" style="document" />

			<wsdl:input>

				<soap:body use="literal" />

			</wsdl:input>

			<wsdl:output>

				<soap:body use="literal" />

			</wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAccountSearchListing">

			<soap:operation soapAction="accountSearchListing" style="document" />

			<wsdl:input>

				<soap:body use="literal" />

			</wsdl:input>

			<wsdl:output>

				<soap:body use="literal" />

			</wsdl:output>

		</wsdl:operation>



		<wsdl:operation name="sendAssetVerificationResponse">

			<soap:operation soapAction="assetVerificationResponse" style="document" />

			<wsdl:input>

				<soap:body use="literal" />

			</wsdl:input>

			<wsdl:output>

				<soap:body use="literal" />

			</wsdl:output>

		</wsdl:operation>

	</wsdl:binding>



	<wsdl:service name="ResponseServices">

		<wsdl:port binding="tns:ResponseSoapHttpBinding" name="ResponseServicesPort">

			<soap:address location="http://localhost:8080/responseTestHarness" />

		</wsdl:port>

	</wsdl:service>

	

</wsdl:definitions>







[bookmark: _Toc371652888][bookmark: _Toc431332974]Response Ping and Response Ping Acknowledgement

The WSDL provides the contract information for the messaging exchange for the response and the return response acknowledgement. The WSDL also defines a “ping” message that is used in troubleshooting and testing. Below is a sample response ping soap message followed by the acknowledgement.



<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:ping="http://avs.accuitysolutions.com/v1.0.0/assetVerification/ping">

   <soapenv:Header/>

   <soapenv:Body>

      <ping:ping/>

   </soapenv:Body>

</soapenv:Envelope>



<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:pin="http://avs.accuitysolutions.com/v1.0.0/assetVerification/pingAck">

   <soapenv:Header/>

   <soapenv:Body>

      <pin:pingAck>

         <success>true</success>

      </pin:pingAck>

   </soapenv:Body>

</soapenv:Envelope>

[bookmark: _Toc371652889][bookmark: _Toc431332975]

assetVerificationResponse XSD

<!-- Asset Verification Response XML Schema -->

<!-- Last Modified Date: 2012-06-08 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response">



	<complexType name="AssetVerificationResponseType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for each transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalTimestamp" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Timestamp when the transmission was sent.</documentation>

				</annotation>

			</element>

			<element name="response" type="resp:ResponseType" maxOccurs="99" />

		</sequence>

	</complexType>



	<complexType name="ResponseType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">The identifier that was

						assigned by the client and was provided in the request. This is

						intended for correlation of responses to the original request. In

						the case of Detection Requests, there can be multiple responses for

						the same clientRequestId.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestId">

				<annotation>

					<documentation xml:lang="en">The Accuity Request ID, which

						is unique for each response.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="responseIndicator" type="boolean">

				<annotation>

					<documentation xml:lang="en">This value will be "false" if

						the FI indicated "Will Not Respond". It will be "true" if there's

						a response or if the response is "No Accounts Found".

					</documentation>

				</annotation>

			</element>

			<element name="nonResponseReasonCode" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Required if responseIndicator=false. 

						If "OTHER", then the "remarks" element is used to provide the

						reason.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="DUPLICATE_REQUEST" />

						<enumeration value="INCORRECT_SSN" />

						<enumeration value="INCORRECT_NAME" />

						<enumeration value="OTHER" />

					</restriction>

				</simpleType>

			</element>

			<element name="accounts" type="resp:AccountType" minOccurs="0" maxOccurs="unbounded" />

			<element name="financialInstitution" type="resp:FinancialInstitutionType" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="1000" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AccountType">

		<sequence>

			<element name="jointAccount" type="boolean" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">True if the FI indicated that

						it's a joint account.</documentation>

				</annotation>

			</element>

			<element name="accountNumber">

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="28" />

					</restriction>

				</simpleType>

			</element>

			<element name="accountTypeCode">

				<simpleType>

					<restriction base="string">

						<enumeration value="CHECKING" />

						<enumeration value="SAVINGS" />

						<enumeration value="CD" />

						<enumeration value="XMAS_CLUB" />

						<enumeration value="MONEY_MARKET" />

						<enumeration value="TRUST" />

						<enumeration value="OTHER" />

						<enumeration value="ANNUITY" />

						<enumeration value="BURIAL_FUNERAL" />

						<enumeration value="CUSTODIAL_OTHER" />

						<enumeration value="CUSTODIAL_RETIREMENT" />

						<enumeration value="IRA" />

						<enumeration value="KEOGH" />

						<enumeration value="RENT_SECURITY" />

					</restriction>

				</simpleType>

			</element>

			<element name="accountTypeDesc" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="title">

				<simpleType>

					<restriction base="string">

						<maxLength value="1000" />

					</restriction>

				</simpleType>

			</element>

			<element name="balance" type="resp:AccountBalanceType" maxOccurs="unbounded" />

		</sequence>

	</complexType>

	<complexType name="AccountBalanceType">

		<sequence>

			<element name="date" type="gYearMonth" />

			<element name="value" type="decimal" />

			<element name="interest" type="decimal" minOccurs="0" />

		</sequence>

	</complexType>



	<complexType name="FinancialInstitutionType">

		<sequence>

			<element name="locationId">

				<annotation>

					<documentation xml:lang="en">The unique identifier of a

						specific branch location (TFPSYSID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="17"></maxLength>

					</restriction>

				</simpleType>

			</element>

			<element name="institutionId">

				<annotation>

					<documentation xml:lang="en">The unique identifier for the

						entire institution (INST_ID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="9"></maxLength>

					</restriction>

				</simpleType>

			</element>

			<element name="institutionName">

			  <simpleType>

			    <restriction base="string">

			      <maxLength value="300"/>

			    </restriction>

			  </simpleType>

			</element>

			<element name="headOfficeAddress" type="resp:AddressType" minOccurs="0"/>

		</sequence>

	</complexType>



	<complexType name="AddressType">

		<sequence>

			<element name="addressLine1">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="addressLine2" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="city">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="state">

				<simpleType>

					<restriction base="string">

						<maxLength value="2" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip5">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{5}" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip4" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>

	

	<element name="assetVerificationResponse" type="resp:AssetVerificationResponseType" />

</schema>
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assetVerificationResponseAck XSD

<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Response Acknowledgment XML Schema -->

<!-- Last Modified Date: 2012-06-08 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">



	<complexType name="AssetVerificationResponseAckType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">The same transmittalId value that was received</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="status">

				<annotation>

					<documentation xml:lang="en">SUCCESS if all responses are successfully accepted, FAILURE if

						none are accepted, or PARTIAL if some are successful. If PARTIAL, then reasons must be 

						provided for every response that failed.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="SUCCESS" />

						<enumeration value="FAILURE" />

						<enumeration value="PARTIAL" />

					</restriction>

				</simpleType>

			</element>

			<element name="reason" minOccurs="0" maxOccurs="unbounded" type="resp:FailureReasonType">

				<annotation>

					<documentation xml:lang="en">At least one reason is required unless status is SUCCESS.</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="FailureReasonType">

    	<sequence>

			<element name="clientRequestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Identifies the failed request. If status is PARTIAL, 

						this field is required for all failures.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">The Accuity Request ID, which is unique for each response.

						If status is PARTIAL, this field is required for all failures.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonCode">

				<annotation>

					<documentation xml:lang="en">A code that identifies the type of failure.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="4" />

						<maxLength value="4" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonDescription">

				<annotation>

					<documentation xml:lang="en">A text description that corresponds with the reasonCode.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>

	

	<element name="assetVerificationResponseAck" type="resp:AssetVerificationResponseAckType" />

</schema>
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The table below summarizes the structure of the response message. For brevity, not all elements are listed. Refer to the XSD for a complete reference.

		Element Name

		Element Type

		Notes/Requirements



		assetVerificationResponse

		﻿AssetVerificationResponseType

		Encloses a set of “response” elements.



		agencySystemId

		String

		The same value that was provided in the corresponding request.



		﻿ ﻿transmittalId

		String

		Should be the next number in a sequence. Each file sent by Accuity AVS shall have a unique transmittal ID.



		transmittalTimestamp

		dateTime

		Date/time when the XML file was created and transferred to the Agency.



		response

		﻿ResponseType

		Each response corresponds to either a Verification Request or a Detection Request. Each Detection Request can result in zero or more responses. Responses to any particular Detection Request are typically scattered across different transmittals, because different FIs respond at different times.



		﻿clientRequestId

		String

		The value of the correlation ID that was originally provided in the request.



		﻿requestId

		String

		The ID of the Request in the Accuity AVS system. Unique for each response.



		responseIndicator

		Boolean

		True unless the FI has indicated “Will Not Respond.”



		﻿nonResponseReasonCode

		Enumeration

		Reason why the FI used “Will Not Respond.”



		accounts

		﻿AccountType

		Zero or more accounts, each with: an account number, account title, account type, and list of balance/interest values.



		﻿financialInstitution

		﻿FinancialInstitutionType

		Identifies the institution’s central processor that provided the response.



		﻿remarks

		String

		The remarks from the FI. Can include open/close dates, details if OTHER is used as the “Will Not Respond” reason, or other information.



		jointAccount

		Boolean

		One per AccountType. True if the FI reported that the account was a joint account.



		accountNumber

		String

		One per AccountType. The Account Number, as reported by the FI.



		accountTypeCode

		Enumeration

		The type of account (or “OTHER” if no types in the list are applicable) as reported by the FI.



		accountTypeDesc

		String

		Zero or One per AccountType. Description, provided by the FI, of the account type. Required if the accountTypeCode is OTHER.



		title

		String

		One per AccountType. The title of the account, as provided by the FI.



		balance

		AccountBalanceType

		One or more per AccountType. Each contains a month/year and a balance dollar amount. A dollar amount for interest may be provided if the response is for a Verification Request where interest was requested.



		locationId

		String

		The Accuity AVS (TFPSYS) identifier of the Central Processor that responded to the request.



		institutionId

		String

		The Accuity AVS (TFPSYS) identifier of the institution.



		institutionName

		String

		The name of the responding institution.



		headOfficeAddress

		AddressType

		The address of the responding institution’s head office.








The listing below provides an example response message:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponse xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:transmittalTimestamp>2012-03-21T18:15:34.021-06:00</res:transmittalTimestamp>

   <!--1 or more repetitions:-->

   <res:response>

      <res:clientRequestId>2</res:clientRequestId>

      <res:requestId>6000</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <!--Zero or more repetitions:-->

      <res:accounts>

         <!--Optional:-->

         <res:jointAccount>true</res:jointAccount>

         <res:accountNumber>1234</res:accountNumber>

         <res:accountTypeCode>CHECKING</res:accountTypeCode>

         <res:title>Names of account holders listed here</res:title>

         <!--1 or more repetitions:-->

         <res:balance>

            <res:date>2011-01</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-02</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-03</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-04</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2012-02</res:date>

            <res:value>-10.00</res:value>

            <res:interest>0.00</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2012-03</res:date>

            <res:value>250.50</res:value>

            <res:interest>2.51</res:interest>

         </res:balance>

      </res:accounts>

      <res:financialInstitution>

            <res:locationId>3460000</res:locationId>

            <res:institutionId>1298573</res:institutionId>

            <res:institutionName>Example Institution Name</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>123 Bank St.</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <!--Optional:-->

      <res:remarks>Account was closed 04/2012</res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6001</res:requestId>

      <res:responseIndicator>false</res:responseIndicator>

      <res:nonResponseReasonCode>INCORRECT_NAME</res:nonResponseReasonCode>

      <res:financialInstitution>

            <res:locationId>4357979</res:locationId>

            <res:institutionId>2349876</res:institutionId>

            <res:institutionName>Second Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>5000 E. Bank Ave.</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <res:remarks></res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6002</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <res:financialInstitution>

            <res:locationId>1297979</res:locationId>

            <res:institutionId>2348271</res:institutionId>

            <res:institutionName>Third Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>1000 Main</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <res:remarks>No accounts were found</res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>6</res:clientRequestId>

      <res:requestId>6003</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <res:accounts>

         <res:jointAccount>true</res:jointAccount>

         <res:accountNumber>87766</res:accountNumber>

         <res:accountTypeCode>OTHER</res:accountTypeCode>

         <res:accountTypeDesc>Special Account</res:accountTypeDesc>

         <res:title>Account Title</res:title>

         <res:balance>

            <res:date>2011-08</res:date>

            <res:value>234.20</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-09</res:date>

            <res:value>250.20</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-10</res:date>

            <res:value>431.20</res:value>

         </res:balance>

      </res:accounts>

      <res:accounts>

         <res:jointAccount>false</res:jointAccount>

         <res:accountNumber>023209B</res:accountNumber>

         <res:accountTypeCode>CD</res:accountTypeCode>

         <res:title>List of account holders</res:title>

         <res:balance>

            <res:date>2011-09</res:date>

            <res:value>2500.00</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-10</res:date>

            <res:value>2500.00</res:value>

         </res:balance>

      </res:accounts>

      <res:financialInstitution>

         <res:locationId>7750022</res:locationId>

         <res:institutionId>6662455</res:institutionId>

            <res:institutionName>Fourth Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>200 W. Greenland Pkwy</res:addressLine1>

                <res:city>Nowhere </res:city>

                <res:state>NY</res:state>

                <res:zip5>11111</res:zip5>

            </res:headOfficeAddress>

      </res:financialInstitution>

   </res:response>

</res:assetVerificationResponse>

Listing 5: Example Response



If the above response example is entirely accepted by the Agency, then the following successful acknowledgment is sent to Accuity AVS:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>SUCCESS</res:status>

</res:assetVerificationResponseAck>

Listing 6: Example Successful Response Acknowledgment



If there is a problem that prevents the entire response from being accepted, then the following is an example of a failure acknowledgment sent to Accuity AVS:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>FAILURE</res:status>

   <res:reason>

      <res:reasonCode>0001</res:reasonCode>

      <res:reasonDescription>Invalid XML</res:reasonDescription>

   </res:reason>

</res:assetVerificationResponseAck>

Listing 7: Example Failure Response Acknowledgment



Lastly, if there is a problem with some responses, but not others then the successful responses are accepted and the failed ones are rejected. A particular response must be either entirely accepted or entirely rejected—so that Accuity AVS can correct the problem and resend the failed response in a later transmission.



﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>PARTIAL</res:status>

   <res:reason>

      <res:clientRequestId>2</res:clientRequestId>

      <res:requestId>6000</res:requestId>

      <res:reasonCode>0002</res:reasonCode>

      <res:reasonDescription>Description of reason 0002</res:reasonDescription>

   </res:reason>

   <res:reason>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6001</res:requestId>

      <res:reasonCode>0002</res:reasonCode>

      <res:reasonDescription>Description of reason 0002</res:reasonDescription>

   </res:reason>

   <res:reason>

      <res:clientRequestId>4</res:clientRequestId>

      <res:requestId>6003</res:requestId>

      <res:reasonCode>0003</res:reasonCode>

      <res:reasonDescription>Description of reason 0003</res:reasonDescription>

   </res:reason>

</res:assetVerificationResponseAck>

Listing 8: Example Partial Success Response Acknowledgment

[bookmark: _Toc371652892][bookmark: _Toc431332978]

Connectivity Information

Accuity AVS has an UAT environment available for testing and validation. There are two endpoints created for both message testing and security connectivity testing in UAT. One end point will utilize SSL while the other will utilize mutual authentication. Production connectivity will utilize mutual authentication and some type of IP based firewall restriction.
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Request Service End Point

[bookmark: _Toc371652894][bookmark: _Toc431332980]UAT Request Service

Request can be sent to the test system using the SSL encryption only. 

https://ete.accuityavs.com/RequestService/services/RequestServicesPort?wsdl



To test mutual authentication, another endpoint was created with an associated keystore. 

https://requests-ete.accuityavs.com/RequestService/services/RequestServicesPort



Keystore used for mutual authentication: agency-test.accuityavs.com.keystore.p12
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Each Agency will have a designated endpoint configured for their requests. The specific endpoint information will be provided in the web services specification profile for each Agency. Below is the standard information provided to an Agency.

https://<state abbreviation>.accuityavs.com/RequestService/services/RequestServicesPort



Keystore used for mutual authentication:  agency.accuityavs.com.keystore.p12
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Response Service End Point

Since the Response Service is created by the Agency, this information will be provided after the Agency has created the service along with the associated keystore information.
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There are two XSD’s referenced in the ResponseServices WSDL. These messages for most Agencies will not be utilized but are required for completeness. They will need to be referenced in the implementation of the services but they will not be called upon in most production scenarios. Since they exist in the WSDL, the will need to be available to some degree but not operational.  



[bookmark: _Toc371652898][bookmark: _Toc431332984]AccountSearchListing XSD

<?xml version="1.0" encoding="UTF-8"?>

<!-- Account Search Listing XML Schema -->

<!-- Last Modified Date: 2012-06-08 -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListing"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListing">



	<complexType name="AccountSearchListingType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for each transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalTimestamp" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Date and time when the transmission was sent.</documentation>

				</annotation>

			</element>

			<element name="institutionList" maxOccurs="unbounded"

				type="resp:InstitutionListType" />

		</sequence>

	</complexType>



	<complexType name="InstitutionListType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">Unique request identifier assigned by the client

						and intended for correlation of responses. This is the clientRequestId of

						the corresponding accountDetectionRequest.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestId">

				<annotation>

					<documentation xml:lang="en">The Accuity Request ID, which is unique for each response.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="financialInstitutionType" type="resp:FinancialInstitutionType" 

				minOccurs="0" maxOccurs="unbounded"/>

		</sequence>

	</complexType>



	<complexType name="FinancialInstitutionType">

		<sequence>

			<element name="locationId">

				<annotation>

					<documentation xml:lang="en">The unique identifier of a

						central processor location (TFPSYSID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="17"></maxLength>

					</restriction>

				</simpleType>

			</element>

			<element name="institutionId" nillable="false">

				<annotation>

					<documentation xml:lang="en">The unique identifier for the

						entire institution (INST_ID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="9"></maxLength>

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<element name="accountSearchListing" type="resp:AccountSearchListingType" />



</schema>
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Account Search Listing Acknowledgement XSD

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListingAck"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/accountSearchListingAck">



	<complexType name="AccountSearchListingAckType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Same transmittalId value that was received</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="status">

				<annotation>

					<documentation xml:lang="en">SUCCESS if all responses are successfully accepted, FAILURE if

						none are accepted, or PARTIAL if some are successful. If PARTIAL, then reasons must be 

						provided for every response that failed.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="SUCCESS" />

						<enumeration value="FAILURE" />

						<enumeration value="PARTIAL" />

					</restriction>

				</simpleType>

			</element>

			<element name="reason" minOccurs="0" maxOccurs="unbounded" type="resp:FailureReasonType">

				<annotation>

					<documentation xml:lang="en">At least one reason is required unless status is SUCCESS.</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>

	

	<complexType name="FailureReasonType">

    	<sequence>

			<element name="clientRequestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Identifies the failed request. If status is PARTIAL, 

						this field is required for all failures.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonCode">

				<annotation>

					<documentation xml:lang="en">A code that identifies the type of failure.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="4" />

						<maxLength value="4" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonDescription">

				<annotation>

					<documentation xml:lang="en">A text description that corresponds with the reasonCode.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>

	

	<element name="accountSearchListingAck" type="resp:AccountSearchListingAckType" />

</schema>
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-B: Batch Interface Technical Specifications
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This document specifies the technical requirements of the AVS batch interfaces that allow Agencies to submit requests and receive responses. These interfaces include the following types of transferred files:

· Asset Verification Request – Allows an Agency to send requests to Accuity AVS.

· Asset Verification Request Acknowledgment – Allows Accuity AVS to communicate success/failure status.

· Asset Verification Response – Allows Accuity AVS to send responses to an Agency.

· Asset Verification Response Acknowledgement – Allows the Agency to communicate success/failure status.



The Request file is structured as a sequence of “bundles.” Each bundle consists of one (or more) requests that are all associated with the same person (who is called the “subject”). Within a bundle, there are two types of requests:

1. Verification Request

2. Detection Request



A Verification Request is used to target a specific financial institution, whereas a Detection Request is used to search for accounts.



The acknowledgement files are designed to allow failed requests/responses to be corrected and later retried. 
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Figure 1: Request and Acknowledgment Flow



The process for responses is similar to that for requests, as depicted below in Figure 2. 
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OVERVIEW OF DATA ELEMENTS
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An Agency may send a batch of requests to Accuity AVS by transferring an XML file that conforms to the Asset Verification Request XSD.  



The table below summarizes the structure of the requests file. For brevity, not all elements are listed. Refer to the XSD for a complete reference.

		Element Name

		Element Type

		Notes/Requirements



		﻿assetVerificationRequest

		﻿AssetVerificationRequestType

		One per file. Encloses an unbounded list of request bundles.



		﻿agencySystemId

		string

		One per file. Identifies the Agency.  Constant value assigned by Accuity AVS to each Agency.



		﻿transmittalId

		string

		One per file. Should be the next number in a sequence. Each file sent by the Agency shall have a unique transmittal ID.



		transmittalTimestamp

		dateTime

		Date/time when the XML file was created and transferred to Accuity AVS.



		requestBundle

		﻿RequestBundleType

		Repeated for each Subject and Case ID.  Encloses several Verification Requests, and optionally a Detection Request. There must be at least one request (of either type) per bundle.



		﻿bundleId

		string

		Unique ID of the “requestBundle” element. Should be the next number in a sequence, unique across all transmissions. Used for correlation of errors if there are validation problems above the level of an individual request.



		requestDate

		dateTime

		Timestamp when the request was created.



		﻿fieldOfficeCode

		string

		Identifies the field office. Required to be a value that has been configured in the Accuity AVS system.



		caseId

		string

		Identifies the Case that is associated with all requests in the enclosing “requestBundle” element.



		Requestor

		﻿RequestorType

		Name of the person who created the requests.



		Subject

		﻿PersonType

		Name, Address, SSN of the person under investigation. Optionally includes up to 5 alternate names, which are required if the person’s name has been changed or if the person uses more than one name.



		﻿verificationRequest

		﻿VerificationRequestType

		Zero or more may be contained in each bundle. Identifies a specific institution and date range(s).



		﻿detectionRequest

		﻿DetectionRequestType

		Enables a search for institutions not listed using a “verificationRequest.” Zero or one of these per bundle. May include geographic radial search.



		﻿guardAddress

		AddressType

		Address included in the detectionRequest, used for performing geographic radial account detection (GUARD). For best results, address cleansing should be performed by the Agency in advance of submitting the request.



		﻿clientRequestId

		string

		A unique identifier for either a Verification or Account Detection Request. Should be the next number in a sequence, generated by the Agency. Must be unique across all requests. Used for correlation of requests to responses, and for correlation of requests to errors.



		financialInstitution

		FinancialInstitutionType

		One per “verificationRequest” element.  Identifies an institution using either an ABA number (routing number) or a location/institution identifier.



		Account

		AccountDetailsType

		Zero or more per “verificationRequest.” This element provides the account number and joint-account indicator (a true/false value) for each alleged account.



		interestInfoRequested

		boolean

		True or false, depending on whether or not the FI should provide interest amounts in the response.



		dateRange

		DateRangeType

		A beginning month and year, and an end month and year. Defines the range for which balance/interest values may be provided in the response. The request may include multiple date ranges, but they must not overlap and the start date must be earlier (or the same) as the end date. The range is inclusive—for example: 2012-01 to 2012-03 is a request for January, February, and March.



		Remarks

		string

		Optional text, associated with either the verificationRequest or detectionRequest, that is presented to the financial institution.







The listing below provides an example (hypothetical) file, which contains two bundles of requests.  

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequest xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:transmittalTimestamp>2012-03-20T18:17:44.058-06:00</req:transmittalTimestamp>

   <!--1 or more repetitions:-->

   <req:requestBundle>

      <req:bundleId>1</req:bundleId>

      <req:requestDate>2012-03-20T11:05:00.050-06:00</req:requestDate>

      <req:fieldOfficeCode>FL001</req:fieldOfficeCode>

      <req:caseId>201</req:caseId>

      <req:requestor>

         <req:requestorName>

            <req:firstName>Jason</req:firstName>

            <!--Optional:-->

            <req:middleName>Lance</req:middleName>

            <req:lastName>Jones</req:lastName>

            <!--Optional:-->

            <req:suffix>II</req:suffix>

         </req:requestorName>

      </req:requestor>

      <req:subject>

         <req:primaryName>

            <req:firstName>Joseph</req:firstName>

            <!--Optional:-->

            <req:middleName>Tomas</req:middleName>

            <req:lastName>Smith</req:lastName>

         </req:primaryName>

         <!--0 to 5 repetitions:-->

         <req:otherNames>

            <req:firstName>Joe</req:firstName>

            <!--Optional:-->

            <req:middleName>Tomas</req:middleName>

            <req:lastName>Smith</req:lastName>

         </req:otherNames>

         <req:ssn>555555555</req:ssn>

         <!--Optional:-->

         <req:residenceAddr>

            <req:address>123 Main St.</req:address>

            <req:city>Sometown</req:city>

            <req:state>FL</req:state>

            <req:zip5>12345</req:zip5>

            <!--Optional:-->

            <req:zip4>1234</req:zip4>

         </req:residenceAddr>

      </req:subject>

      <!--Zero or more repetitions:-->

      <req:verificationRequest>

         <req:clientRequestId>2</req:clientRequestId>

         <req:financialInstitution>

            <req:locationId>3459872</req:locationId>

            <req:institutionId>1298573</req:institutionId>

         </req:financialInstitution>

         <!--Zero or more repetitions:-->

         <req:account>

            <req:accountNumber>0001234</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>true</req:jointAccount>

         </req:account>

         <req:interestInfoRequested>true</req:interestInfoRequested>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2011-01</req:startDate>

            <req:endDate>2011-04</req:endDate>

         </req:dateRange>

         <req:dateRange>

            <req:startDate>2012-02</req:startDate>

            <req:endDate>2012-04</req:endDate>

         </req:dateRange>

         <!--Optional:-->

         <req:remarks>Text field containing remarks that were entered by the requestor.</req:remarks>

      </req:verificationRequest>

      <!--Optional:-->

      <req:detectionRequest>

         <req:clientRequestId>3</req:clientRequestId>

         <!--Optional:-->

         <req:guardAddress>

            <req:address>123 Main St.</req:address>

            <req:city>Sometown</req:city>

            <req:state>MA</req:state>

            <req:zip5>12345</req:zip5>

            <!--Optional:-->

            <req:zip4>1234</req:zip4>

         </req:guardAddress>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2012-01</req:startDate>

            <req:endDate>2012-05</req:endDate>

         </req:dateRange>

         <!--Optional:-->

         <req:remarks>Remarks associated requests created during account detection.</req:remarks>

      </req:detectionRequest>

   </req:requestBundle>

   <req:requestBundle>

      <req:bundleId>4</req:bundleId>

      <req:requestDate>2012-03-20T11:05:10.050-06:00</req:requestDate>

      <req:fieldOfficeCode>FL001</req:fieldOfficeCode>

      <req:caseId>202</req:caseId>

      <req:requestor>

         <req:requestorName>

            <req:firstName>Jason</req:firstName>

            <!--Optional:-->

            <req:middleName>Lance</req:middleName>

            <req:lastName>Jones</req:lastName>

            <!--Optional:-->

            <req:suffix>II</req:suffix>

         </req:requestorName>

      </req:requestor>

      <req:subject>

         <req:primaryName>

            <req:firstName>William</req:firstName>

            <!--Optional:-->

            <req:middleName>Paul</req:middleName>

            <req:lastName>Bartlett</req:lastName>

         </req:primaryName>

         <req:ssn>444444444</req:ssn>

         <!--Optional:-->

         <req:residenceAddr>

            <req:address>500 College Ave.</req:address>

            <req:city>Somecity</req:city>

            <req:state>IL</req:state>

            <req:zip5>65432</req:zip5>

            <!--Optional:-->

            <req:zip4>1000</req:zip4>

         </req:residenceAddr>

      </req:subject>

      <!--Zero or more repetitions:-->

      <req:verificationRequest>

         <req:clientRequestId>5</req:clientRequestId>

         <req:financialInstitution>

            <req:routingNumber>999999999</req:routingNumber>

         </req:financialInstitution>

         <!--Zero or more repetitions:-->

         <req:account>

            <req:accountNumber>65500</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>false</req:jointAccount>

         </req:account>

         <req:account>

            <req:accountNumber>65501</req:accountNumber>

            <!--Optional:-->

            <req:jointAccount>false</req:jointAccount>

         </req:account>

         <req:interestInfoRequested>false</req:interestInfoRequested>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2012-01</req:startDate>

            <req:endDate>2012-05</req:endDate>

         </req:dateRange>

      </req:verificationRequest>

      <req:detectionRequest>

         <req:clientRequestId>6</req:clientRequestId>

         <req:guardAddress>

            <req:address>123 Sesame St.</req:address>

            <req:city>Springfield</req:city>

            <req:state>IL</req:state>

            <req:zip5>60001</req:zip5>

            <req:zip4>1100</req:zip4>

         </req:guardAddress>

         <!--1 or more repetitions:-->

         <req:dateRange>

            <req:startDate>2011-08</req:startDate>

            <req:endDate>2011-10</req:endDate>

         </req:dateRange>

      </req:detectionRequest>

   </req:requestBundle>

</req:assetVerificationRequest>

Listing 1: Example Request File



If the above example is entirely accepted by Accuity AVS, then the following successful acknowledgment is sent to the Agency:

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>SUCCESS</req:status>

</req:assetVerificationRequestAck>

Listing 2: Example Successful Request Acknowledgment



If there is a problem that prevents the entire file from being accepted, then the following is an example of a failure acknowledgment sent to the Agency:

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>FAILURE</req:status>

   <req:error>

      <req:reason>SCHEMA_VALIDATION</req:reason>

   </req:error>

</req:assetVerificationRequestAck>

Listing 3: Example Failure Request Acknowledgment



Lastly, if there is a problem with a specific request bundle, then that entire bundle of requests will be rejected, and all other successful bundles accepted. Even though errors are reported at the request level, the transaction is at the bundle level—so a failure in one request means that none of the requests in the bundle were accepted.

﻿<?xml version="1.0" encoding="UTF-8"?>

<req:assetVerificationRequestAck xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

   <req:agencySystemId>ExampleSysId</req:agencySystemId>

   <req:transmittalId>1</req:transmittalId>

   <req:status>PARTIAL</req:status>

   <req:error>

      <req:bundleId>4</req:bundleId>

      <req:reason>INVALID_FIELD_OFFICE</req:reason>

      <req:reasonDescription>Field office code is unknown</req:reasonDescription>

   </req:error>

   <req:error>

      <req:bundleId>4</req:bundleId>

      <req:clientRequestId>5</req:clientRequestId>

      <req:reason>FI_NOT_FOUND</req:reason>

   </req:error>

</req:assetVerificationRequestAck>

Listing 4: Example Partial Success Request Acknowledgment



The above example demonstrates an example of a bundle-level error (invalid field office) and also an example of a request-level error (the FI, specified in a verificationRequest, was not found).
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Asset Verification Response

Accuity AVS may send a batch of responses to the Agency that originated the corresponding requests, by transferring an XML file that conforms to the Asset Verification Response XSD.



The table below summarizes the structure of the responses file. For brevity, not all elements are listed. Refer to the XSD for a complete reference.




		Element Name

		Element Type

		Notes/Requirements



		assetVerificationResponse

		﻿AssetVerificationResponseType

		One per file. Encloses an unbounded list of “response” elements.



		agencySystemId

		string

		The same value that was provided in the corresponding request.



		﻿ ﻿transmittalId

		string

		One per file. Should be the next number in a sequence. Each file sent by Accuity AVS shall have a unique transmittal ID.



		transmittalTimestamp

		dateTime

		Date/time when the XML file was created and transferred to the Agency.



		Response

		﻿ResponseType

		One or more per file. Each response corresponds to either a Verification Request or a Detection Request. Each Detection Request can result in zero or more responses. Responses to any particular Detection Request are typically scattered across different transmittals, because different FIs respond at different times.



		﻿clientRequestId

		string

		The value of the correlation ID that was originally provided in the request.



		﻿requested

		string

		The ID of the Request in the Accuity AVS system. Unique for each response.



		responseIndicator

		boolean

		True unless the FI has indicated “Will Not Respond.”



		﻿nonResponseReasonCode

		enumeration

		Reason why the FI used “Will Not Respond”



		Accounts

		﻿AccountType

		Zero or more accounts, each with: an account number, account title, account type, and list of balance/interest values.



		﻿financialInstitution

		﻿FinancialInstitutionType

		Identifies the institution’s central processor that provided the response.



		﻿Remarks

		string

		The remarks from the FI. Can include open/close dates, details if OTHER is used as the “Will Not Respond” reason, or other information.



		jointAccount

		boolean

		One per AccountType. True if the FI reported that the account was a joint account.



		accountNumber

		string

		One per AccountType. The Account Number, as reported by the FI.



		accountTypeCode

		enumeration

		The type of account (or “OTHER” if no types in the list are applicable) as reported by the FI.



		accountTypeDesc

		string

		Zero or One per AccountType. Description, provided by the FI, of the account type. Required if the accountTypeCode is OTHER.



		Title

		string

		One per AccountType. The title of the account, as provided by the FI.



		Balance

		AccountBalanceType

		One or more per AccountType. Each contains a month/year and a balance dollar amount. A dollar amount for interest may be provided if the response is for a Verification Request where interest was requested.



		locationId

		string

		The Accuity (TFPSYS) identifier of the Central Processor that responded to the request.



		institutionId

		string

		The Accuity (TFPSYS) identifier of the institution.



		institutionName

		string

		The name of the responding institution.



		headOfficeAddress

		AddressType

		The address of the responding institution’s head office.







The listing below provides an example response file:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponse xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:transmittalTimestamp>2012-03-21T18:15:34.021-06:00</res:transmittalTimestamp>

   <!--1 or more repetitions:-->

   <res:response>

      <res:clientRequestId>2</res:clientRequestId>

      <res:requestId>6000</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <!--Zero or more repetitions:-->

      <res:accounts>

         <!--Optional:-->

         <res:jointAccount>true</res:jointAccount>

         <res:accountNumber>1234</res:accountNumber>

         <res:accountTypeCode>CHECKING</res:accountTypeCode>

         <res:title>Names of account holders listed here</res:title>

         <!--1 or more repetitions:-->

         <res:balance>

            <res:date>2011-01</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-02</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-03</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2011-04</res:date>

            <res:value>20.00</res:value>

            <res:interest>0.03</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2012-02</res:date>

            <res:value>-10.00</res:value>

            <res:interest>0.00</res:interest>

         </res:balance>

         <res:balance>

            <res:date>2012-03</res:date>

            <res:value>250.50</res:value>

            <res:interest>2.51</res:interest>

         </res:balance>

      </res:accounts>

      <res:financialInstitution>

            <res:locationId>3460000</res:locationId>

            <res:institutionId>1298573</res:institutionId>

            <res:institutionName>Example Institution Name</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>123 Bank St.</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <!--Optional:-->

      <res:remarks>Account was closed 04/2012</res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6001</res:requestId>

      <res:responseIndicator>false</res:responseIndicator>

      <res:nonResponseReasonCode>INCORRECT_NAME</res:nonResponseReasonCode>

      <res:financialInstitution>

            <res:locationId>4357979</res:locationId>

            <res:institutionId>2349876</res:institutionId>

            <res:institutionName>Second Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>5000 E. Bank Ave.</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <res:remarks></res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6002</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <res:financialInstitution>

            <res:locationId>1297979</res:locationId>

            <res:institutionId>2348271</res:institutionId>

            <res:institutionName>Third Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>1000 Main</res:addressLine1>

                <res:city>Example City</res:city>

                <res:state>FL</res:state>

                <res:zip5>55555</res:zip5>

                <res:zip4>4444</res:zip4>

            </res:headOfficeAddress>

      </res:financialInstitution>

      <res:remarks>No accounts were found</res:remarks>

   </res:response>

   <res:response>

      <res:clientRequestId>6</res:clientRequestId>

      <res:requestId>6003</res:requestId>

      <res:responseIndicator>true</res:responseIndicator>

      <res:accounts>

         <res:jointAccount>true</res:jointAccount>

         <res:accountNumber>87766</res:accountNumber>

         <res:accountTypeCode>OTHER</res:accountTypeCode>

         <res:accountTypeDesc>Special Account</res:accountTypeDesc>

         <res:title>Account Title</res:title>

         <res:balance>

            <res:date>2011-08</res:date>

            <res:value>234.20</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-09</res:date>

            <res:value>250.20</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-10</res:date>

            <res:value>431.20</res:value>

         </res:balance>

      </res:accounts>

      <res:accounts>

         <res:jointAccount>false</res:jointAccount>

         <res:accountNumber>023209B</res:accountNumber>

         <res:accountTypeCode>CD</res:accountTypeCode>

         <res:title>List of account holders</res:title>

         <res:balance>

            <res:date>2011-09</res:date>

            <res:value>2500.00</res:value>

         </res:balance>

         <res:balance>

            <res:date>2011-10</res:date>

            <res:value>2500.00</res:value>

         </res:balance>

      </res:accounts>

      <res:financialInstitution>

         <res:locationId>7750022</res:locationId>

         <res:institutionId>6662455</res:institutionId>

            <res:institutionName>Fourth Example Institution</res:institutionName>

            <res:headOfficeAddress>

                <res:addressLine1>200 W. Greenland Pkwy</res:addressLine1>

                <res:city>Nowhere </res:city>

                <res:state>NY</res:state>

                <res:zip5>11111</res:zip5>

            </res:headOfficeAddress>

      </res:financialInstitution>

   </res:response>

</res:assetVerificationResponse>

Listing 5: Example Response



If the above response example is entirely accepted by the Agency, then the following successful acknowledgment is sent to Accuity AVS:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>SUCCESS</res:status>

</res:assetVerificationResponseAck>

Listing 6: Example Successful Response Acknowledgment



If there is a problem that prevents the entire file from being accepted, then the following is an example of a failure acknowledgment sent to Accuity AVS:

﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>FAILURE</res:status>

   <res:reason>

      <res:reasonCode>0001</res:reasonCode>

      <res:reasonDescription>Invalid XML</res:reasonDescription>

   </res:reason>

</res:assetVerificationResponseAck>

Listing 7: Example Failure Response Acknowledgment



Lastly, if there is a problem with some responses, but not others then the successful responses are accepted and the failed ones are rejected. A particular response must be either entirely accepted or entirely rejected—so that Accuity AVS can correct the problem and resend the failed response in a later transmission.



﻿<?xml version="1.0" encoding="UTF-8"?>

<res:assetVerificationResponseAck xmlns:res="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">

   <res:agencySystemId>ExampleSysId</res:agencySystemId>

   <res:transmittalId>1540</res:transmittalId>

   <res:status>PARTIAL</res:status>

   <res:reason>

      <res:clientRequestId>2</res:clientRequestId>

      <res:requestId>6000</res:requestId>

      <res:reasonCode>0002</res:reasonCode>

      <res:reasonDescription>Description of reason 0002</res:reasonDescription>

   </res:reason>

   <res:reason>

      <res:clientRequestId>3</res:clientRequestId>

      <res:requestId>6001</res:requestId>

      <res:reasonCode>0002</res:reasonCode>

      <res:reasonDescription>Description of reason 0002</res:reasonDescription>

   </res:reason>

   <res:reason>

      <res:clientRequestId>4</res:clientRequestId>

      <res:requestId>6003</res:requestId>

      <res:reasonCode>0003</res:reasonCode>

      <res:reasonDescription>Description of reason 0003</res:reasonDescription>

   </res:reason>

</res:assetVerificationResponseAck>

Listing 8: Example Partial Success Response Acknowledgment
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TRANSFER REQUIREMENTS

[bookmark: _Toc335756806][bookmark: _Toc431334518]Client Identification

· Each Agency is assigned a unique identifier that shall be passed as the value of the “agencySystemId” field for every transferred file. Even though a particular Agency always sends the same value for this field, the field is needed as a means of tracking a request’s originating system. 

· The agencySystemId should be validated when a response file is received.

[bookmark: _Toc335756807][bookmark: _Toc431334519]

File Transfer

All files are transferred using SFTP over SSH. Authentication is performed using an SSH key-pair, where the Agency provides Accuity AVS with the public key (during initial set-up of the SFTP account). The Agency is responsible for connecting to Accuity’s server to do the following:

1.) Add files that contain new requests or requests that are being retried. 

2.) Receive and remove request acknowledgement files.

3.) Receive and remove response files.

4.) Add response acknowledgement files. Exactly one acknowledgment file per response file—and the transmittalIds of the response and corresponding acknowledgment should match.

Accuity AVS is responsible for the following:

1.) Receive and remove request files.

2.) Add request acknowledgment files. Exactly one acknowledgment file per request file—and the transmittalIds of the request and corresponding acknowledgment should match.

3.) Add files that contain new responses or responses that are being retried.

4.) Receive and remove response acknowledgement files.

[bookmark: _Toc335756808][bookmark: _Toc431334520]

File Format Requirements

· Prior to encryption, each file shall be in valid XML format using UTF-8 character encoding. Therefore the file should start with: ﻿<?xml version="1.0" encoding="UTF-8"?>.

· The file is required to conform to the corresponding XSD.

· Special characters must be properly escaped according to XML standards. An example is appropriate use of CDATA sections for text fields that might otherwise cause invalid XML.

· All transferred files shall be encrypted using 256-bit AES encryption with a shared secret password. The value of the shared secret password shall be separately configurable for each environment (dev, qa, production, etc.).

· After having been encrypted, all file names shall end in “.aes.” For example, if the unencrypted file is called “req34017.xml,” the encrypted file should be named “req34017.xml.aes.”

· Each file shall be placed into one of 4 subdirectories, so that the files are organized by type.  The names of the subdirectories are: “Request,” “RequestAck,” “Response,” “ResponseAck.”

· The file names shall conform to the following convention, which uses the transmittal ID to guarantee uniqueness of the name. This is the Accuity AVS preferred filename convention, however an alternate convention is allowed for Agencies that prefer to use date/time instead. Refer to the second table for the alternate convention.



 Preferred Filename Convention:

		Type

		Filename

		Example (after encryption)



		Request

		req<transmittalId>.xml

		req34017.xml.aes



		Request Acknowledgment

		reqAck<transmittalId>.xml

		reqAck34017.xml.aes



		Response

		resp<transmittalId>.xml

		resp34018.xml.aes



		Response Acknowledgment

		respAck<transmittalId>.xml

		respAck34018.xml.aes







Alternate Filename Convention:

		Type

		Filename

		Example (after encryption)



		Request

		prod.req.YYYYMMDD.HHMMSS.xml

Note: prefix can be prod, acpt, or test

		prod.req.YYYYMMDD.HHMMSS.xml.aes



		Request Acknowledgment

		prod.reqAck.YYYYMMDD.HHMMSS.xml

		prod.reqAck.YYYYMMDD.HHMMSS.xml.aes



		Response

		prod.resp.YYYYMMDD.HHMMSS.xml

Note: prefix can be prod, acpt, or test

		prod.resp.YYYYMMDD.HHMMSS.xml.aes



		Response Acknowledgment

		prod.respAck.YYYYMMDD.HHMMSS.xml

		prod.respAck.YYYYMMDD.HHMMSS.xml.aes







· Implementation note: There is an open-source AES implementation called AESCrypt (http://www.aescrypt.com/) that could be used to implement the encryption; although use of this particular implementation is not required.

· If there is a schema validation error (invalid XML transmitted) that results in the system’s inability to parse the Transmittal ID or Agency System ID from the XML, then the word “MISSING” is used for the Transmittal ID or Agency System ID in the acknowledgment XML. In this way, it is still possible to report an error even though it was not possible to obtain those values from the request file (or response file). 
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FILE VALIDATION AND ERROR HANDLING

Each type of transferred file has a corresponding XML schema definition (XSD) that should be used for automated validation prior to the file being accepted. In addition to XSD validation, there may be other validations performed prior to acceptance of requests or responses. Errors that are the result of invalid data or malformed XML may be reported as failures in the acknowledgment file. Errors that are the result of transient/correctable system issues (such as temporary inability to connect to back-end services) should be automatically retried, and only acknowledged as failures if the maximum retry count (or retry time period) is exceeded.



If Accuity AVS detects an error and sends an unsuccessful acknowledgment to the Agency, the Agency may correct the problem and retry the failed Request bundles. Likewise, Accuity AVS may retry responses that the agency has acknowledged as unsuccessful. A unique transmittalId shall be assigned (and used in the filename, if the preferred filename convention is being used) any time a Request or Response file is transferred, even when the file contains requests/responses that were previously unsuccessful and are therefore being retried.



The clientRequestId must be unique for every request, but may be resent in a subsequent transmittal if the request had been rejected by Accuity AVS. The Response Acknowledgement schema contains a 4-character “reasonCode” element, which is intended to indicate the failure reason. Each failure mode needs to be assigned a unique code. Accuity AVS requires the Agency to provide the list of codes and their meanings, in advance of production deployment.
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XML SCHEMA DEFINITIONS

This section lists the XML Schema Definition (XSD) for each message.



[bookmark: _Toc335756811][bookmark: _Toc431334523]Files Transferred to Accuity AVS

[bookmark: _Asset_Verification_Request][bookmark: _Ref327201760][bookmark: _Toc335756812][bookmark: _Toc431334524]Asset Verification Request XSD

﻿<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Request XML Schema -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/request">

	

	<complexType name="AssetVerificationRequestType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that is sending the transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for each transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalTimestamp" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Timestamp when the transmission was sent.</documentation>

				</annotation>

			</element>

			<element name="requestBundle" type="req:RequestBundleType" maxOccurs="unbounded">

				<annotation>

					<documentation xml:lang="en">The Subject and Requests associated with the Case.

					</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="RequestBundleType">

		<sequence>

			<element name="bundleId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for this grouping of requests. This ID is assigned by the client and intended for correlation of errors in the acknowledgment.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestDate" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Date and time when the requests were created.</documentation>

				</annotation>

			</element>

			<element name="fieldOfficeCode">

				<annotation>

					<documentation xml:lang="en">Field office from where each request originated.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="5" />

					</restriction>

				</simpleType>

			</element>

			<element name="caseId">

				<annotation>

					<documentation xml:lang="en">Uniquely identifies the Case associated with these Requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<pattern value="\d{1,10}" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestor" type="req:RequestorType">

				<annotation>

					<documentation xml:lang="en">Identifies the user who is submitting the requests.</documentation>

				</annotation>

			</element>

			<element name="subject" type="req:PersonType">

				<annotation>

					<documentation xml:lang="en">The name(s), SSN, and address of the person under investigation.</documentation>

				</annotation>

			</element>

			<element name="verificationRequest" type="req:VerificationRequestType"

				minOccurs="0" maxOccurs="unbounded">

				<annotation>

					<documentation xml:lang="en">Requests directed at specific institutions, listing alleged accounts. A single response will be sent for each verificationRequest.</documentation>

				</annotation>

			</element>

			<element name="detectionRequest" type="req:DetectionRequestType" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">An optional request to detect accounts outside of the institutions listed by the verificationRequest elements. Zero or more responses will be sent for each detectionRequest.</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="RequestorType">

		<sequence>

			<element name="requestorName" type="req:NameType" />

		</sequence>

	</complexType>



	<complexType name="PersonType">

		<sequence>

			<element name="primaryName" type="req:NameType" />

			<element name="otherNames" type="req:NameType" minOccurs="0" maxOccurs="5" />

			<element name="ssn">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{9}" />

					</restriction>

				</simpleType>

			</element>

			<element name="residenceAddr" type="req:AddressType"

				minOccurs="0" />

		</sequence>

	</complexType>



	<complexType name="NameType">

		<sequence>

			<element name="firstName">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,15}" />

					</restriction>

				</simpleType>

			</element>

			<element name="middleName" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,15}" />

					</restriction>

				</simpleType>

			</element>

			<element name="lastName">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,20}" />

					</restriction>

				</simpleType>

			</element>

			<element name="suffix" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="[\p{IsBasicLatin}]{1,4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AddressType">

		<sequence>

			<element name="address">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="city">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="state">

				<simpleType>

					<restriction base="string">

						<maxLength value="2" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip5">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{5}" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip4" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="VerificationRequestType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">Unique request identifier assigned by the client and intended for correlation of responses. This ID will be provided in the asynchronous response.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="financialInstitution" type="req:FinancialInstitutionType" />

			<element name="account" type="req:AccountDetailsType"

				minOccurs="0" maxOccurs="unbounded">

				<annotation>

					<documentation xml:lang="en">Optional list of alleged accounts.</documentation>

				</annotation>

			</element>

			<element name="interestInfoRequested" type="boolean">

				<annotation>

					<documentation xml:lang="en">Responses include interest only if requested.</documentation>

				</annotation>

			</element>

			<element name="dateRange" type="req:DateRangeType" maxOccurs="unbounded" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="250" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="DetectionRequestType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">Unique request identifier assigned by the client and intended for correlation of responses. This ID will be provided in the asynchronous response.

					</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="guardAddress" type="req:AddressType"

				minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Optional address for use with GUARD (Geographic Undisclosed Account Radial Detection)

					</documentation>

				</annotation>

			</element>

			<element name="dateRange" type="req:DateRangeType" maxOccurs="unbounded" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="250" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AccountDetailsType">

		<sequence>

			<element name="accountNumber">

				<simpleType>

					<restriction base="string">

						<maxLength value="28" />

					</restriction>

				</simpleType>

			</element>

			<element name="jointAccount" type="boolean" minOccurs="0" />

		</sequence>

	</complexType>

	<complexType name="DateRangeType">

		<sequence>

			<element name="startDate" type="gYearMonth" />

			<element name="endDate" type="gYearMonth" />

		</sequence>

	</complexType>



	<complexType name="FinancialInstitutionType">

		<choice>

			<element name="routingNumber">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{9}" />

					</restriction>

				</simpleType>

			</element>

			<sequence>

				<element name="locationId">

					<annotation>

						<documentation xml:lang="en">The unique identifier of a specific branch location (TFPSYSID).</documentation>

					</annotation>

					<simpleType>

						<restriction base="string">

							<maxLength value="17"></maxLength>

						</restriction>

					</simpleType>

				</element>

				<element name="institutionId">

					<annotation>

						<documentation xml:lang="en">The unique identifier for the entire institution (INST_ID).</documentation>

					</annotation>

					<simpleType>

						<restriction base="string">

							<maxLength value="9"></maxLength>

						</restriction>

					</simpleType>

				</element>

			</sequence>

		</choice>

	</complexType>



	<element name="assetVerificationRequest" type="req:AssetVerificationRequestType" />

</schema>

Listing 9: Asset Verification Request XSD
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Asset Verification Response Acknowledgment XSD

<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Response Acknowledgment XML Schema -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/responseAck">



	<complexType name="AssetVerificationResponseAckType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">The same transmittalId value that was received</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="status">

				<annotation>

					<documentation xml:lang="en">SUCCESS if all responses are successfully accepted, FAILURE if none are accepted, or PARTIAL if some are successful. If PARTIAL, then reasons must be provided for every response that failed.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="SUCCESS" />

						<enumeration value="FAILURE" />

						<enumeration value="PARTIAL" />

					</restriction>

				</simpleType>

			</element>

			<element name="reason" minOccurs="0" maxOccurs="unbounded" type="resp:FailureReasonType">

				<annotation>

					<documentation xml:lang="en">At least one reason is required unless status is SUCCESS.</documentation>

				</annotation>

			</element>

		</sequence>

	</complexType>



	<complexType name="FailureReasonType">

    	<sequence>

			<element name="clientRequestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Identifies the failed request. If status is PARTIAL, this field is required for all failures.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestId" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">The Accuity Request ID, which is unique for each response. If status is PARTIAL, this field is required for all failures.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonCode">

				<annotation>

					<documentation xml:lang="en">A code that identifies the type of failure.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="4" />

						<maxLength value="4" />

					</restriction>

				</simpleType>

			</element>

			<element name="reasonDescription">

				<annotation>

					<documentation xml:lang="en">A text description that corresponds with the reasonCode.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>

	

	<element name="assetVerificationResponseAck" type="resp:AssetVerificationResponseAckType" />

</schema>

Listing 10: Asset Verification Response Acknowledgment XSD
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Files Transferred to the Agency

[bookmark: _Asset_Verification_Response][bookmark: _Toc335756815][bookmark: _Toc431334527]Asset Verification Response XSD

<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Response XML Schema -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:resp="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/response">



	<complexType name="AssetVerificationResponseType">

		<sequence>

			<element name="agencySystemId">

				<annotation>

					<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalId">

				<annotation>

					<documentation xml:lang="en">Unique identifier for each transmission.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="transmittalTimestamp" type="dateTime">

				<annotation>

					<documentation xml:lang="en">Timestamp when the transmission was sent.</documentation>

				</annotation>

			</element>

			<element name="response" type="resp:ResponseType" maxOccurs="unbounded" />

		</sequence>

	</complexType>



	<complexType name="ResponseType">

		<sequence>

			<element name="clientRequestId">

				<annotation>

					<documentation xml:lang="en">The identifier that was assigned by the client and was provided in the request. This is intended for correlation of responses to the original request. In the case of Account Detection, there can be multiple responses for the same clientRequestId.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="requestId">

				<annotation>

					<documentation xml:lang="en">The Accuity Request ID, which is unique for each response.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="18" />

					</restriction>

				</simpleType>

			</element>

			<element name="responseIndicator" type="boolean">

				<annotation>

					<documentation xml:lang="en">This value will be "false" if the FI indicated "Will Not Respond". It will be "true" if there's a response or if the response is "No Accounts Found".

					</documentation>

				</annotation>

			</element>

			<element name="nonResponseReasonCode" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">Required if responseIndicator=false. If "OTHER", then the "remarks" element is used to provide the reason.</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<enumeration value="DUPLICATE_REQUEST" />

						<enumeration value="INCORRECT_SSN" />

						<enumeration value="INCORRECT_NAME" />

						<enumeration value="OTHER" />

					</restriction>

				</simpleType>

			</element>

			<element name="accounts" type="resp:AccountType" minOccurs="0" maxOccurs="unbounded" />

			<element name="financialInstitution" type="resp:FinancialInstitutionType" />

			<element name="remarks" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="1000" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>



	<complexType name="AccountType">

		<sequence>

			<element name="jointAccount" type="boolean" minOccurs="0">

				<annotation>

					<documentation xml:lang="en">True if the FI indicated that it's a joint account.</documentation>

				</annotation>

			</element>

			<element name="accountNumber">

				<simpleType>

					<restriction base="string">

						<minLength value="1" />

						<maxLength value="28" />

					</restriction>

				</simpleType>

			</element>

			<element name="accountTypeCode">

				<simpleType>

					<restriction base="string">

						<enumeration value="CHECKING" />

						<enumeration value="SAVINGS" />

						<enumeration value="CD" />

						<enumeration value="XMAS_CLUB" />

						<enumeration value="MONEY_MARKET" />

						<enumeration value="TRUST" />

						<enumeration value="OTHER" />

						<enumeration value="ANNUITY" />

						<enumeration value="BURIAL_FUNERAL" />

						<enumeration value="CUSTODIAL_OTHER" />

						<enumeration value="CUSTODIAL_RETIREMENT" />

						<enumeration value="IRA" />

						<enumeration value="KEOGH" />

						<enumeration value="RENT_SECURITY" />

					</restriction>

				</simpleType>

			</element>

			<element name="accountTypeDesc" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="title">

				<simpleType>

					<restriction base="string">

						<maxLength value="1000" />

					</restriction>

				</simpleType>

			</element>

			<element name="balances" type="resp:AccountBalanceType" maxOccurs="unbounded" />

		</sequence>

	</complexType>

	<complexType name="AccountBalanceType">

		<sequence>

			<element name="date" type="gYearMonth" />

			<element name="value" type="decimal" />

			<element name="interest" type="decimal" minOccurs="0" />

		</sequence>

	</complexType>



	<complexType name="FinancialInstitutionType">

		<sequence>

			<element name="locationId">

				<annotation>

					<documentation xml:lang="en">The unique identifier of a specific branch location (TFPSYSID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="17"></maxLength>

					</restriction>

				</simpleType>

			</element>

			<element name="institutionId">

				<annotation>

					<documentation xml:lang="en">The unique identifier for the entire institution (INST_ID).</documentation>

				</annotation>

				<simpleType>

					<restriction base="string">

						<maxLength value="9"></maxLength>

					</restriction>

				</simpleType>

			</element>

			<element name="institutionName">

			  <simpleType>

			    <restriction base="string">

			      <maxLength value="300"/>

			    </restriction>

			  </simpleType>

			</element>

			<element name="headOfficeAddress" type="resp:AddressType" minOccurs="0"/>

		</sequence>

	</complexType>



	<complexType name="AddressType">

		<sequence>

			<element name="addressLine1">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="addressLine2" minOccurs=0>

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="city">

				<simpleType>

					<restriction base="string">

						<maxLength value="100" />

					</restriction>

				</simpleType>

			</element>

			<element name="state">

				<simpleType>

					<restriction base="string">

						<maxLength value="2" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip5">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{5}" />

					</restriction>

				</simpleType>

			</element>

			<element name="zip4" minOccurs="0">

				<simpleType>

					<restriction base="string">

						<pattern value="\d{4}" />

					</restriction>

				</simpleType>

			</element>

		</sequence>

	</complexType>

	

	<element name="assetVerificationResponse" type="resp:AssetVerificationResponseType" />

</schema>

Listing 11: Asset Verification Response XSD
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Asset Verification Request Acknowledgment XSD

﻿<?xml version="1.0" encoding="UTF-8"?>

<!-- Asset Verification Request Acknowledgment XML Schema -->

<schema xmlns="http://www.w3.org/2001/XMLSchema"

	xmlns:req="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck"

	elementFormDefault="qualified"

	targetNamespace="http://avs.accuitysolutions.com/v1.0.0/assetVerification/requestAck">

	

<complexType name="AssetVerificationRequestAckType">

    	<sequence>

		<element name="agencySystemId">

			<annotation>

				<documentation xml:lang="en">Identifies the system that originated the requests.</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<minLength value="1" />

					<maxLength value="18" />

				</restriction>

			</simpleType>

		</element>

		<element name="transmittalId">

			<annotation>

				<documentation xml:lang="en">The same transmittalId value that was received</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<minLength value="1" />

					<maxLength value="18" />

				</restriction>

			</simpleType>

		</element>

		<element name="status">

			<annotation>

				<documentation xml:lang="en">SUCCESS if all requests are successfully accepted, or FAILURE if none of them are accepted. PARTIAL if some requests are accepted but others not.  Each "requestBundle" element is either entirely accepted or entirely rejected.</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<enumeration value="SUCCESS" />

					<enumeration value="FAILURE" />

					<enumeration value="PARTIAL" />

				</restriction>

			</simpleType>

		</element>

    		<element name="error" type="req:ErrorType" minOccurs="0" maxOccurs="unbounded"/>

 	</sequence>

</complexType>



<complexType name="ErrorType">

    	<sequence>

		<element name="bundleId" minOccurs="0">

			<annotation>

				<documentation xml:lang="en">Identifies the bundle of requests where the error occurred. Omitted if the error is above the Request Bundle level.</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<minLength value="1" />

					<maxLength value="18" />

				</restriction>

			</simpleType>

		</element>

		<element name="clientRequestId" minOccurs="0">

			<annotation>

				<documentation xml:lang="en">Identifies the request where the error occurred. If the error is not at the request level, then this element is omitted.

				</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<minLength value="1" />

					<maxLength value="18" />

				</restriction>

			</simpleType>

		</element>

    		<element name="reason">

			<simpleType>

				<restriction base="string">

				<enumeration value="SCHEMA_VALIDATION"/>

				<enumeration value="INVALID_AGENCY_SYSTEM"/>

				<enumeration value="INVALID_FIELD_OFFICE"/>

				<enumeration value="INVALID_MESSAGE_DATA"/>

				<enumeration value="INVALID_REQUESTOR"/>

				<enumeration value="INVALID_STATE_CODE"/>

				<enumeration value="FI_NOT_FOUND"/>

				<enumeration value="DUPLICATE_FI"/>

				<enumeration value="INVALID_DATE_RANGE"/>

				<enumeration value="DUPLICATE_ACCT_NUM"/>

				<enumeration value="OTHER"/>

				</restriction>

			</simpleType>

    		</element>

		<element name="reasonDescription" minOccurs="0">

			<annotation>

				<documentation xml:lang="en">An optional text description of the error.</documentation>

			</annotation>

			<simpleType>

				<restriction base="string">

					<minLength value="1" />

					<maxLength value="200" />

				</restriction>

			</simpleType>

		</element>

</sequence>

</complexType>

	

<element name="assetVerificationRequestAck" type="req:AssetVerificationRequestAckType"/>



</schema>

Listing 12: Asset Verification Request Acknowledgment XSD
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Version History

		Version

		Date

		Name

		Comments



		1.0

		

		

		Baseline Version



		1.1

		6/6/2012

		

		Request Schema Changes: renamed SubjectAndRequestsType to RequestBundleType, renamed corporateId to institutionId, changed maxLength of the AccountType’s title to 1000, renamed AccountDetectionRequestType to DetectionRequestType, renamed geographicAddress to guardAddress, changed minimum length of caseId to 1, added validation to NameType

Response Schema Changes: added Institution Name, added Head Office Address, renamed corporateId to institutionId

Updated the XML examples and tables of data elements.

Revised overview and added flowcharts of request/response process.

Updated the section on transfer requirements.



		1.2

		8/29/2012

		

		Added an alternate filename convention table in section “File Format Requirements”. Added a new bullet point at the end of the “File Format Requirements” section, to describe how the system reports schema validation errors when it is not possible to obtain the Transmittal ID or Agency System ID from the XML (due to the XML being invalid).  Updated the Request XSD so that caseId has max length of 10 (rather than 9) and so that first, middle, and last name elements allow numeric characters 0-9.



		1.3

		10/29/2012

		Eric Chua 

Paul Soczynski

		Relaxed character constraints on name elements (first, middle, last, suffix) to allow any lower-ASCII character. Increased maximum length of response remarks field from 250 to 1000 to accommodate longer remarks that FIs occasionally provide.



		1.4

		5/21/2014

		Eric Chua

Jessica Eder

Paul Soczynski

		Changed XSD to accept no occurrences of addressLine2.



		1.5

		9/29/2015

		Eric Chua

Jessica Eder

Paul Soczynski

		Reformatted document.
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Tab XI-Other Informational Material



Tab XI-C: List of FIs Participating in the Nevada AVS Network 

See the enclosed Excel Spreadsheet of FIs.
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-D: FI Network Maintenance Plan



1. Objectives:

The on-going financial institution participation effort has the following objectives:

A. Build on the established and committed base of financial institutions currently participating in the Accuity AVS Asset Verification Financial Institution Network nationally.

B. Contact banking organizations as follows:

1) Inform the contact that Accuity Asset Verification Services Inc. intends to provide asset verification services for the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services.

2) Review procedures for accessing the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services specific asset verification requests.

3) Confirm the current information stored in Accuity Inc.’s Financial Institution Database and make necessary revisions.



The Accuity AVS FI Management Approach that Supports an Effective Asset Verification Service:

The core elements of Accuity Asset Verification Services Inc.’s successful FI Network Management strategy are as follows:

1) Participation through the head office or processing center for the financial institution.

2) Maintain a centralized processing workflow for all branch and subsidiary locations associated with the financial institutions or processing center.

3) Maintain a relationship with the decision maker and Primary/Secondary Contacts at financial institutions for problem solving as the asset verification service is implemented and maintained.

4) Encourage conversion to Web-based and and/or automated processing.



Introduction:

Accuity Asset Verification Services Inc. will achieve maximum participation in the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services Asset Verification Service by financial institutions in Nevada, in the Border States around Nevada and throughout the United States through all segments of the depository Financial Institution Community. This Financial Institution Network Management Plan provides the components and methods used to ensure its successful execution. The Financial Institution Network Management Plan is based on Accuity Inc.’s long-standing relationships with the banking industry as the Registrar of the American Bankers Association routing numbers. Accuity, Inc. maintains an ongoing relationship with every financial institution in the United States. Early Warning Services (EWS) also adds to the Financial Institution Network Management Plan thanks to its relationship with the largest financial institutions participating in its consortium of banks.



Since financial institutions in the United States are already involved in asset verification services with Accuity Asset Verification Services Inc., the following process indicates the ease in which we can prepare the Financial Institution Community to participate in the Nevada Department of Health and Human Services Asset Verification Service.



The Financial Institution Network framework is as follows:



A. FI Participation Today: 

Accuity Asset Verification Services Inc. engages our current Financial Institution Network participants in the Accuity Asset Verification Service that is part of the network for the State of Nevada in the following table:



		A full list of these Financial Institutions is provided in Tab XI-C.







		Location

		Total Financial Institutions

		Financial Institutions in  Accuity’s AVS Network

		Percent Coverage



		Nevada

		599

		599

		100%



		Total as of 1/19/2016

		8,405

		12,800

		65.7







		Location

		Total Branches

		Branches in Accuity’s AVS

		Percent Coverage



		Within Nevada

		599

		599

		100%



		Border & Regional States: California, Oregon, Idaho, Utah, Arizona

		13,160

		13,160

		100%



		Outside Nevada and border and regional states

		84,500

		100,241

		84.3%



		Total as of 1/19/2016

		98,259

		114,000

		86.0%







B. FI Notice Phase: 

All financial institutions already participating in the Accuity AVS Financial Institution Network will be contacted and informed that the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services has contracted with Accuity Asset Verification Services Inc. to conduct asset verification searches. The letter provided in Tab XI-D-2 will be provided to these financial institutions.  We have asked agencies to provide Accuity AVS with a letter of confirmation to share with the financial institutions to demonstrate the legitimacy of the contract.  An example of such a letter from the Virginia Department of Social Services is provided in Tab XI-D-3.



Upon initial enrollment in the Accuity Asset Verification Service, these financial institutions agreed to participate knowing that additional states would be added. Accuity AVS expects that all of the financial institutions currently in the Financial Institution Network will participate in the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services Asset Verification Service.



The 68 financial institutions referenced in the table above are already participating in the Accuity Asset Verification Service. There are 68 financial institutions with branches in Nevada; Accuity AVS currently has all of those financial institutions participating. As referenced in the table for those 68 financial institutions, all of the 599 branches are participating in the Accuity AVS Financial Institution Network for the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services Asset Verification Service. 



Accuity AVS staff will inform these financial institutions that Accuity AVS will begin to process asset verification requests for the State of Nevada effective on July 1, 2016. 



For those financial institutions using manual methods to respond to requests (Fax and Mail), Accuity AVS staff encourage use of more automated methods including the Web application and/or Batch.  



C. Financial Institution Training Phase: 

Every new participating financial institution was trained on the correct procedures for responding to requests for account balance information. User manuals and User credentials (User ID and temporary password) are distributed in preparation for the launch of their active participation. For those financial institutions already participating in the Accuity AVS Financial Institution Network, Accuity AVS staff will update instructions on how to access the requests specifically for the Nevada Department of Health and Human Services, Division of Welfare and Supportive Services Asset Verification Service.



		e  The Financial Institution User Manual is provided for reference as Tab XI-D-4.







D. AVS Operations Phase: 

The financial institution’s information is loaded into the production environment, enabling its access to the Asset Verification Service. This information is updated on an on-going basis to assist Accuity AVS and the financial institution in the timely and completion of requests for account balance information.



Tools Supporting Participation Success:

Accuity Inc.’s National Financial Institution Database is a comprehensive database of financial institutions that allows for making direct and timely contact with the correct resource. Using this Database on an on-going basis allows Accuity AVS to maintain the service with all financial institutions in the country and maintain the ability for the financial institutions to respond to request on a timely basis.



Methods of Financial Institution Participation:

	The five response methods for financial institutions to participate in Accuity AVS’ Asset Verification Service are described below:



Batch Processing: Facilitates system to system data transmission eliminating manual intervention.



Early Warning Services: A form of batch processing where Early Warning serves as an outsourcing resource for major banking institutions across the country.



Secure Internet: Financial institutions are trained to access the Asset Verification Service and process requests directly and electronically into the System.



Automated Fax: Accuity Asset Verification Services Inc. registers the financial institution’s fax information in the Asset Verification Service which allows the system to automatically send requests to the designated contact. The financial institution faxes the response back to a dedicated, secure fax at Accuity Asset Verification Services Inc. where the response information is entered into the Asset Verification System by Accuity Asset Verification Services Inc. Specialists and sent to the Nevada Department of Health and Human Services – Division of Welfare and Supportive Services.



Mail: Accuity AVS registers the financial institution’s mailing address information in the Asset Verification Service which allows the Asset Verification Service Application to automatically print requests to be mailed to the designated financial institution contact. The financial institution mails the responses to a dedicated Accuity Asset Verification Services Inc. address. The response information is then entered into the Asset Verification Service by Accuity AVS Specialists and sent to the Nevada Department of Health and Human Services – Division of Welfare and Supportive Services.



Performance Monitoring:

Accuity AVS has established performance standards based on its experience with SSA and other Medicaid agencies. Based on this experience, the following performance measures included to evaluate the effectiveness of this Enrollment Plan.



For Financial Institutions with branches in the State of Nevada:



		Financial Institutions with Branches in Nevada

 Compliance Standard = 85%



		Total Financial Institution Branches in Nevada = 599



		85% of Branches = 509



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016










For Financial Institutions with branches in the border states of California, Oregon, Idaho, Utah and Arizona:



		Financial Institutions with Branches in CA, OR, ID, UT, AR

Compliance Standard = 85%



		Total Financial Institution Branches in 13,160



		85% of Branches = 11,186



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016







For Financial Institutions with branches outside Nevada and the Border States and Region:



		Financial Institutions with Branches outside Nevada, Border States and the Region

Compliance Standard = 85%



		Total Financial Institution Branches Outside Nevada, Border States and the Region = 84,500



		85% of Branches = 71,825



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016







For All Financial Institutions in the Nevada Department of Health and Human Services Division of Welfare and Supportive Services FI Network:



		Compliance Standard = 85%



		All Financial Institutions in the Nevada FI Network = 98,259



		85% of Branches = 83,520



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016
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Tab XI-Other Informational Material



Tab XI-D-2 - Draft Letter to Nevada Financial Institutions
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Asset Verification Services Inc.					July 1, 2016

1007 Church Street

Floor 6

Evanston, Illinois 60201



Hello:



We are writing to advise you that Accuity Asset Verification Services Inc. has been awarded a contract with the Department of Health and Human Services, Division of Welfare and Supportive Services to conduct asset verification services.  Asset verification searches will begin for the residents of State of Nevada on July 1, 2016.  Accuity Asset Verification Services Inc. is a division of Accuity Inc.  You may know Accuity Inc. as the Registrar for the American Banking Association.  In the role of Registrar, Accuity Inc. maintains the routing numbers for all of the financial institutions in the United States.  Accuity Inc. has served as the Registrar for the routing numbers since 1911.  A link to the American Banking Association outlining Accuity's role as registrar is provided here:



www.aba.com/Products/Pages/PS98_Routing.aspx.  A PDF copy of the information is also attached.



Department of Health and Human Services, Division of Welfare and Supportive Services is conducting asset verification services to determine the eligibility of citizens in the Commonwealth of Virginia as required by Section 1940 of the Social Security Act.  A PDF copy of Section 1940 is attached.  The link to the Social Security web site providing the entire Act is:



https://www.ssa.gov/OP_Home/ssact/title19/1940.htm



As excerpt from Section 1940 is provided here for your reference:



		(1) In general.—For purposes of this section, an asset verification program means a program described in paragraph (2) under which a State—

(A) requires each applicant for, or recipient of, medical assistance under the State plan under this title on the basis of being aged, blind, or disabled to provide authorization by such applicant or recipient (and any other person whose resources are required by law to be disclosed to determine the eligibility of the applicant or recipient for such assistance) for the State to obtain (subject to the cost reimbursement requirements of section 1115(a) of the Right to Financial Privacy Act but at no cost to the applicant or recipient) from any financial institution (within the meaning of section 1101(1) of such Act) any financial record (within the meaning of section 1101(2) of such Act) held by the institution with respect to the applicant or recipient (and such other person, as applicable), whenever the State determines the record is needed in connection with a determination with respect to such eligibility for (or the amount or extent of) such medical assistance; and

(B) uses the authorization provided under subparagraph (A) to verify the financial resources of such applicant or recipient (and such other person, as applicable), in order to determine or redetermine the eligibility of such applicant or recipient for medical assistance under the State plan.

(2) Program described.—A program described in this paragraph is a program for verifying individual assets in a manner consistent with the approach used by the Commissioner of Social Security under section 1631(e)(1)(B)(ii).





 

Section 1940 provides Medicaid applicants and beneficiaries with privacy protection as guaranteed by the Right to Financial Privacy Act of 1974.  As a result, you can feel comfortable releasing bank account information to Accuity Asset Verification Services Inc.  An excerpt from the legislation is provided here for your reference:



		(c) Duration of Authorization.—Notwithstanding section 1104(a)(1) of the Right to Financial Privacy Act, an authorization provided to a State under subsection (b)(1) shall remain effective until the earliest of—

(1)  the rendering of a final adverse decision on the applicant’s application for medical assistance under the State’s plan under this title;

(2)  the cessation of the recipient’s eligibility for such medical assistance; or

(3) the express revocation by the applicant or recipient (or such other person described in subsection (b)(1), as applicable) of the authorization, in a written notification to the State.

(d)Treatment of Right to Financial Privacy Act Requirements.—

(1) An authorization obtained by the State under subsection (b)(1) shall be considered to meet   the requirements of the Right to Financial Privacy Act for purposes of section 1103(a) of such Act, and need not be furnished to the financial institution, notwithstanding section 1104(a) of such Act.

(2) The certification requirements of section 1103(b) of the Right to Financial Privacy Act shall not apply to requests by the State pursuant to an authorization provided under subsection (b)(1).

(3) A request by the State pursuant to an authorization provided under subsection (b)(1) is deemed to meet the requirements of section 1104(a)(3) of the Right to Financial Privacy Act and of section 1102 of such Act, relating to a reasonable description of financial records.

(e) Required Disclosure.—The State shall inform any person who provides authorization pursuant to subsection (b)(1)(A) of the duration and scope of the authorization.

(f) Refusal or Revocation of Authorization.—If an applicant for, or recipient of, medical assistance under the State plan under this title (or such other person described in subsection (b)(1), as applicable) refuses to provide, or revokes, any authorization made by the applicant or recipient (or such other person, as applicable) under subsection (b)(1)(A) for the State to obtain from any financial institution any financial record, the State may, on that basis, determine that the applicant or recipient is ineligible for medical assistance.







Your financial institution is currently listed on our data base as providing account balance information using the United States Postal Service.  With your help and cooperation, applicants and beneficiaries will either receive the benefits they are entitled to on a timely basis or will be advised that their financial circumstances require them to maintain self-sufficiency without assistance from State of Nevada.



Since you are processing responses by mail we would encourage you to seriously consider using our web application to provide account balance information.  The web application is easier and more efficient for your fulfillment employees and would afford more timely an eligibility decision for your customers and neighbors.  A registration form to convert from mail submission to the web application is attached.



We have attached a letter from Department of Health and Human Services, Division of Welfare and Supportive Services regarding our contract to provide asset verification services to the State of Nevada.

We have also been in touch with the Nevada Banking Association.

We understand that you may have questions about the validity of this program or want to confer with us on the most effective way to provide account information.  Please contact either:

Tim O’Reilly

Medicaid Specialist

847-933-5016

Timothy.oreilly@accuity.com



or



Accuity Asset Verification Services Inc.

Customer Services Help Desk

1-855-807-9822

avs.support@accuity.com



We look forward to continuing the 114 year tradition of working with the banking industry and working with you to assist the Department of Social Services in determining Medicaid eligibility of citizens in the State of Nevada.



Best regards,



Jason Balaban						Paul F. Soczynski



Jason Balaban						Paul F. Soczynski

Associate Director, AVS Operations			Sr. Director, Government Services

jason.balaban@accuity.com					paul.soczynski@accuity.com
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COMMONWEALTH of VIRGINIA

DEPARTMENT OF SOCIAL SERVICES



November 10, 2015



To Whom It May Concern:



This letter is to confirm that the Virginia Department of Social Services has entered into a five-year contract with Accuity Asset Verification Services, Inc. to provide asset verification services.  The period of contract is October 1, 2015 to August 31, 2020.



Please contact me at for any inquiries. 

Best regards,[image: ]













Robert Earley 

Contract Officer 

(804) 726-7182

robert.earley@dss.virginia.gov
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-D-4 FI User Manual



Definition of Terms

For the purposes of this document, the following terms will have these associated definitions:

Agency – The Government Agency (Medicaid) utilizing the Asset Verification Service to send asset verification requests to the Financial Institution Community.

Asset Verification Service (AVS) – The program developed by Accuity AVS and participating Medicaid agencies that facilitates the secure, efficient and accurate exchange of applicant/customer information used to determine the eligibility of individuals applying for Medicaid benefits.

AVS Request – The asset verification request submitted by the Medicaid agency via the System to the financial institution.

AVS Request ID – A unique number assigned to each request.

AVS System – The AVS System (System) was developed by Accuity AVS to provide financial institutions (FIs) the ability to respond to asset verification requests from any participating state Medicaid Agency. The System facilitates the secure electronic exchange of financial information between Medicaid agencies and the FI for the purposes of determining eligibility for individuals applying for Medicaid benefits. 

FI – Financial Institution – Any depository financial institution (bank, S&L, savings, credit union, etc.) possessing a Routing Transit Number (RTN) and capable of providing depository account services to a customer.

FI User – An authorized person at an FI that has access to the AVS to respond to requests sent to their Financial Institution by a state Medicaid Agency.

FI Administrator – An FI Administrator has all of the same permissions as an FI User, but can also assign a response to a specific FI User within their Financial Institution, submit invoices, inactivate User accounts and “promote” FI Users to FI Administrators.

WebForm – The web-based data entry application that allows the electronic entry and submission of request-related information.

[bookmark: _Toc423608179]Accessing the AVS System

[bookmark: _Toc423608180]Internet Access

The login page of the AVS can be reached by clicking on the following link or by typing the URL into the address line of his or her browser window.

https://www.accuityavs.com

[bookmark: _Toc423608181]FI User profile information

[bookmark: _Toc176646832][bookmark: _Toc423608182]FI User Account

An FI User’s profile information (name, phone, email, User type, etc.) has been added to the AVS and a User Account has been created by an authorized AVS Administrator. The FI User’s Account is associated with his or her Financial Institution’s account, and the FI User’s institution’s profile information (title and address) is automatically associated with the User as the User operates within the AVS. This relationship is critical as it determines which requests will be in the FI User’s Request Inbox, which responses the FI User can edit, which email notifications the FI User should receive and so on. 

[bookmark: _Toc176646833][bookmark: _Toc423608183]Maintaining an FI User Account

An FI User’s Account is created and maintained by the AVS Administrators. If there is a change in the User’s profile information (last name, phone number, etc.), the FI User can simply contact an AVS Administrator to request an update. Contact information for the AVS Administrators is provided within this document, but the most efficient method of reaching all AVS Administrators simultaneously is to send an email to the following address:

avs.support@accuity.com

[bookmark: _Toc176646834][bookmark: _Toc423608184]FI User Credentials

Each FI User is assigned login credentials which consist of a User ID and password. These credentials will allow the FI User access to the AVS, identify the FI User to the AVS and connect the FI User’s personal information to the FI User’s operations within the AVS. The credentials must be created following strict guidelines and protected from compromise at all times. The following sections provide general information regarding the FI User’s credentials and the guidelines the FI User must follow to protect and maintain the integrity of the financial institution’s  identity.

[bookmark: _Toc423608185]FI User ID

The FI User ID is a unique series of characters assigned by an authorized AVS Administrator at the time the FI User’s Account is created. This User ID is the FI User’s identity within the AVS and is tied directly to the profile (access rights, role, FI Account, etc.) established for that FI User during the registration process. Every action the FI User takes within the AVS is logged and associated with this User ID. This allows the AVS to automatically populate the FI User’s profile information where it is necessary or required.  

The format in which the FI User ID is created is confidential. The FI User is not able to change, exchange or activate his or her User ID. The AVS Administrator will provide the FI User with the User ID prior to his or her account being activated. 

The FI User should never share his or her User ID or write his or her User ID down in combination with the password. 

[bookmark: _Toc175992918][bookmark: _Toc175993119][bookmark: _Toc175993196][bookmark: _Toc176077306][bookmark: _Toc176080586][bookmark: _Toc176136628][bookmark: _Toc176140492][bookmark: _Toc176157500][bookmark: _Toc176164964][bookmark: _Toc176218251][bookmark: _Toc176233385][bookmark: _Toc176233680][bookmark: _Toc176233918][bookmark: _Toc176234976][bookmark: _Toc176271635][bookmark: _Toc176282718][bookmark: _Toc176336462][bookmark: _Toc176547771]Forgotten FI User ID

Unlike passwords, User IDs are not easy to replace. If the FI User has forgotten his or her User ID, the FI User can contact AVS Support and they will provide the FI User with his or her User ID.

[bookmark: _Toc176646835][bookmark: _Toc423608186]Temporary Password

When the FI User’s credentials are first issued, the FI User will be emailed a temporary password. The purpose of a temporary password is to permit the FI User to access the AVS for the first time. The FI User will be immediately asked to create a personal password that will be known only by that FI User. Once the FI User creates his or her personal password, the temporary password automatically becomes invalid.

This process allows the FI User to control the second element of the login. This eliminates the threat of passwords being compromised during transit and limits the knowledge of the password to the FI User only.

Temporary passwords are also issued by AVS Administrators if FI Users forget their password. 

Temporary Password Tips

Anytime the FI User is emailed a temporary password, it is always recommended that the FI User copy the temporary password from the email and paste it into the password field of the login page. This will prevent any misreads of characters, such as zero and “O,” one and “I,” etc. The FI User should be sure that he or she does not inadvertently copy any blank spaces when copying the password, because a space is considered a character by the AVS and it will reject the FI User’s login attempt. All letters included in a temporary password are always capitalized. 

[bookmark: _Ref176448434][bookmark: _Toc176646836][bookmark: _Toc423608187]Personal Passwords

The FI User creates his or her own personal password and the FI User is the only person that should ever know what that password is. Personal passwords are created when the FI User logs into the AVS with his or her User ID and a temporary password. This occurs when the FI User first accesses the AVS as a new FI User or if he or she has forgotten his or her password. Passwords must be created following these specific guidelines:

Passwords must contain:

· 6 to 10 characters

· At least one alpha and one numeric character

· No special characters (!, #, %, etc.)

· The FI User’s previous four (4) passwords cannot be reused

· At least 1 character difference from the previous password

· Passwords cannot contain more than one set of repeated characters

· Passwords must be changed every 200 days

[bookmark: _Toc93342371][bookmark: _Toc176646837][bookmark: _Toc423608188]Failed Login Attempts – Locked Accounts

If the FI User fails to login in three consecutive attempts within a 24 hour period, the FI User’s account will automatically be locked out by the AVS and the FI User will not be able to login until it is unlocked by an AVS Administrator. If the FI User believes his or her account has been locked, the FI User should contact an AVS Administrator and request for it to be unlocked. 

Note: A locked account does not mean that the FI User’s password is invalid. These are two separate issues. If an FI User’s account is locked because he or she has forgotten the password, then the FI User can follow the instructions in Section 2.2.6. Forgotten Password.

[bookmark: _Toc176646838][bookmark: _Toc423608189]Change Password

At any time, for any reason, an FI User may change his or her password by using the “Change Password” function accessed from the Home Page. The FI User will be required to enter his or her current password, followed by the new password twice. The FI User can refer to the password requirements defined in Section  2.2.3. Personal Passwords.

[bookmark: _Toc176646839][bookmark: _Toc423608190]Forgotten Password 

If the FI User has forgotten his or her password, the FI User can contact the AVS Administrator and a new temporary password will be generated for the FI User. When the FI User receives the email containing his or her temporary password, the FI User can copy and paste those characters into the password field of the login page. The FI User will have to create a new personal password immediately after accessing the AVS.

[bookmark: _Toc176646840][bookmark: _Toc423608191]Maintaining User Account

All issues, questions or concerns related to the FI User Account should be addressed directly with an AVS Administrator. 

Contacting AVS Administrators

Use either of the following to contact the AVS Administrators for Account Administration Support:

avs.support@accuity.com or 855-807-9822

[bookmark: _Toc423608192]FI User Support Resources

[bookmark: _Toc176646842][bookmark: _Toc423608193]Introduction to Support

A primary purpose of the AVS Program is to dramatically improve the support structure for the Financial Institution Community to provide responses to requests for financial information for applicants and beneficiaries of governmental programs. The AVS Program provides Financial Institutions with a single point of contact for all issues related to asset verification as opposed to having to identify a specific office or an Agency representative’s contact information. All issues are funneled through the same point of contact and addressed accordingly. This support structure enables a streamlined and standardized action plan designed to minimize confusion and expedite achieving resolution.

[bookmark: _Ref176328365][bookmark: _Toc176646843][bookmark: _Toc423608194]Where to Go for Help

The following lists the general areas of expertise that comprise the AVS Program. Contact avs.support@accuity.com for resolution.

· Financial Institution Account

· Technical Issue with AVS 

· Using the AVS 

· AVS Policy

· Questions on AVS Requests

· [bookmark: _Ref176328541][bookmark: _Toc176646844]Questions on AVS Responses

[bookmark: _Toc423608195]Support Summaries

The following summaries expand on the areas of expertise identified in the list above and address any policy and procedures associated with each.

[bookmark: _Toc176646845][bookmark: _Toc423608196]Help Topic: All Matters Involving Agency Offices

FI Users should not contact a participating Agency’s office directly for electronic requests as the support structure within the AVS Program has eliminated the need to address issues with each specific Agency office that might send a request.  

AVS Program Contact Information: avs.support@accuity.com or 855-807-9822

[bookmark: _Toc176646846][bookmark: _Toc423608197]Help Topic: AVS Technical Support

AVS Program Contact Information: avs.support@accuity.com or 855-807-9822

Whenever there is a technical issue related to the AVS, the FI User should contact the AVS Administrators immediately. The FI User should provide his or her name, phone number and a detailed description of the problem. The FI User should include the following information in the notification email or phone conversation:

· Name, phone number and email

· Financial Institution

· The area of the site the issue occurred (i.e. Request WebForm, login, reports, etc.)

· Description of the issue and what the FI User was doing when the issue occurred

· Any other relevant information

· Request ID if necessary 

[bookmark: _Toc423608198][bookmark: _Toc176646847]Help Topic: How to Use the AVS 

Regardless of how many preparation activities the FI User completes prior to using the AVS for the first time or how experienced the FI User is, he or she may, at some point, require assistance with operating the applications. When it is a question of how to, the FI User is never encouraged to guess or attempt to work the issue out by trial and error in the AVS as the FI User is dealing with live information that is transmitted to other communities and can result in breach of legislation or acceptable use.

AVS Program Contact Information: avs.support@accuity.com or 855-807-9822

[bookmark: _Toc176646848][bookmark: _Toc423608199]Help Topic: AVS Policy/Requirements

Issues pertaining to what the response requirements are or what is appropriate within Agency Policy contact avs.support@accuity.com or 855-807-9822.

[bookmark: _Toc176646849][bookmark: _Toc423608200]Help Topic: Questions on AVS Asset Verification Requests

Responses become overdue 16 calendar days after the request was sent. For web-based FI Users, electronic reminder messages are sent to Financial Institutions. AVS Administrators  will also follow-up directly with the FI staff to facilitate responses.

For mail and fax-based Users, AVS Administrators will follow-up directly with the FI staff to facilitate responses.  

[bookmark: _Toc423608201][bookmark: _Toc176646853]Help Topic: User Account Maintenance

Only the AVS Administrator can create a new FI User Account and can assign a User ID. Therefore, anyone requesting a new FI User account must notify the AVS Administrator for assistance. AVS Administrators are only permitted to create new accounts on specific occasions:

· When a new FI User account is needed for a new staff member

· When a User account is believed to be compromised

· When a User ID must be replaced

[bookmark: _Toc423608202]Help Topic: Maintenance of User Account Information                                                                    

AVS Administrators are the only resources that can provide the User assistance with account information, including the following needs:

· Forgotten User ID 

· Temporary Password Creation (Forgotten or Compromised Personal Password)

· Unlock Account (User Failed to Login After Three Attempts in a 24 Hour Period)

· Change in User Information (Phone, Fax, Email, Etc.)

· Inactivation of a User

· Adding a User

[bookmark: _Toc423608203]AVS Support Tools

[bookmark: _Toc176646855][bookmark: _Toc423608204]Overview

To allow an FI User instant access to support, the AVS provides multiple support tools and resources to assist an FI User in working through a variety of issues. The following sections provide general information about the tools and resources as well as instructions for how to best utilize them.

[bookmark: _Toc176646856][bookmark: _Toc423608205]Contact Support Email Submission Tool

In addition to the direct, personal administrative and technical support provided by the AVS Administrators, the AVS will provide the FI User with the ability to request support online via the Contact Support Tool where the FI User can specify a support topic and a description of the FI User’s specific problem:

· Technical Support Needed

· Information on a Request

· Guidance on AVS Policy Needed

· Other

[bookmark: _Toc176646857][bookmark: _Toc423608206]Accessing the Support Email Submission Tool

Simply access the Contact Support Page by selecting the option on the navigation menu. The FI User will find FI User account information provided at the top, followed by the submission tool, and then the contact information for the AVS Administrators.

[image: Med_contact_support]

Figure 1: Contact Support Email Submission Tool

[bookmark: _Toc176646858][bookmark: _Toc423608207]What to Use the Tool For

All support emails go to the AVS Administrators. Topics are provided in a drop-down menu to help classify the FI User’s need, all of which are issues the AVS Administrators can assist with. 

[bookmark: _Toc176646859][bookmark: _Toc423608208]How to Use Submission Tool

The FI User can simply select the type of support he or she needs from the Subject menu and then enter a description of his or her need. There are guidelines for the FI User for what information is necessary depending on the issue he or she is working through. 

[bookmark: _Toc176646860][bookmark: _Toc423608209]FI User Support Information Page

[bookmark: _Toc176646861][bookmark: _Toc423608210]Purpose of the FI User Support Information Page

The purpose of the FI User Support Information Page is to allow Accuity AVS to communicate information related to the AVS Program that impacts the entire FI User Community. Updates, news or alerts can be posted in this area of the secure site that can only be accessed and viewed by authorized FI Users, allowing AVS Program specific information to be included in the messages. 

[image: User support info]

Figure 2: User Support Information Page

[bookmark: _Toc176646862][bookmark: _Toc423608211]Accessing the FI User Support Information Page

The User Support Information Page is accessed from the Home Page. If a new message has been posted in the folder, a notification will appear under the FI User Support Information link on the Home Page that indicates there is new information in the folder and how many new messages have been posted. The notification will disappear once the page is accessed by the FI User. All FI Users have access to this page.

[bookmark: _Toc423608212]Other Response Management Tools

[bookmark: _Toc423608213]Assign Notification Preferences

The FI User can choose to have email notifications sent to him or her when a request has been sent to the FI by an Agency or when a response is Overdue by clicking Edit Your Email Notifications on the Home Page. It is recommended that the FI User use the New Request email notification to eliminate the need for an FI User to continuously check the Request Inbox, sometimes unnecessarily.

[image: fi notifications]

Figure 3: Edit Email Notifications Page

The FI User should put a check next to the options he or she would like to enable, and click the Submit Email Notification Edits.

[bookmark: _Toc423608214]Site Composition

[bookmark: _Toc423608215][bookmark: _Toc62891981]Site Format

The AVS site is designed to allow the FI User to access any function within the AVS from any page on the site. All options are provided in the menu bar on the left hand side of every page. The content of each function is provided in the body of the page to the right.

[bookmark: _Toc423608216]User Sessions

The AVS automatically logs an FI User out when he or she has been inactive (on the same page) on the site for more than 30 minutes. To prevent an FI User from unknowingly being logged out, the AVS will warn the FI User when his or her session has reached 28 minutes of inactivity, so that the FI User may save his or her work and prevent being logged out of the AVS.

It is recommended that an FI User save his or her work after being on the same page in the site for more than 15 minutes, rather than waiting for the Session Timeout Warning to appear. In addition, an FI User should never leave his or her session open when he or she is not working on the site. The FI User can simply click on the Log out menu option to close his or her session.

[bookmark: _Toc423608217]FI User Home Page

The Home Page provides quick access to management features that will allow the FI User to process all requests and responses associated with his or her office. The components included on the Home Page are:

[image: homepage]

Figure 4: FI User Homepage

FI Request Inbox

When the FI receives a request, it is deposited in the Request Inbox accessed from the link on the Home Page or in the navigation pane. An alert message will be displayed underneath the link indicating that a specific number of unviewed requests are in the Inbox. All FI Users within the FI have access to the Request Inbox.

[image: Request Inbox]

Figure 5: FI Request Inbox

My Responses Folder

The My Responses Folder is the FI User’s personal work management folder. Only those requests the FI User has personally responded to will appear in this folder. This eliminates the need for the FI User to search for his or her work in other areas of the AVS.

[image: fi my resp]

Figure 6: FI User’s My Responses Folder

[bookmark: _Toc423608218]Response WebForm Overview

[bookmark: _Toc423608219]Introduction to Response WebForm

The AVS allows the FI User to efficiently respond to a request submitted to his or her Financial Institution from any participating Medicaid Agency by using the response WebForm. The response WebForm is designed similarly to a workflow wizard that takes the FI User step by step through the response creation process, and ensures that all required fields are populated in the appropriate format. Overall, there are two main components to a response that the FI is responsible for providing: 

· Account Profile Information: Includes the type of account and the owners/beneficiaries of the account. All accounts associated with the customer should be provided.

· Account Balances: The first-of-the-month account balances for all accounts associated with the applicant.

All other information related to the response is either handled automatically by the AVS based on preloaded profile data or the information was provided by the Agency in the request. Once the FI has provided the necessary account and balance information, the response is ready to be returned to the Agency.

[bookmark: _Toc423608220]What An FI User Needs To Know Before Using the AVS 

Although, it is straightforward responding to a request where the FI User’s customer is correctly identified by name and SSN and the accounts present are clearly associated with the customer as an owner or beneficiary, there are other scenarios and other aspects of the process that the FI User should be familiar with as he or she prepares to respond to requests.

[bookmark: _Toc423608221]All Accounts

Regardless if an account is identified on the request sent to the FI User’s institution by the Agency, the FI User is asked to provide ALL accounts associated with the customer’s Social Security Number.

[bookmark: _Toc423608222]No Accounts Found

There is a “No Accounts Found Response” option provided for each response. This feature is used somewhat frequently in the FI User’s experience with responding to Asset Verification requests from the Agency. Part of the Agency’s responsibility in performing eligibility assessments on applicants includes performing additional searches at Financial Institutions not disclosed by the applicant. Therefore, the FI User’s institution will most likely receive requests for individuals that the Financial Institution has no account relationship with. In these cases, where the FI User has clearly established that the individual does not have a depository account with the FI User’s institution, the FI User can use the No Accounts Found feature which allows the FI User to respond to the Agency almost immediately after accessing the request from the Request Inbox. 

NOTE: The FI User should be sure to read any comments the Agency may have entered in the Remarks section or Customer Other Names section as there may be an explanation as to how to better perform the FI User’s search for the individual in question.

[bookmark: _Ref181689058][bookmark: _Toc423608223]Will Not Respond

As with the No Accounts Found response option, the “Will Not Respond” option is also provided for each response, but it must be used for specific scenarios that distinguish it from any other type of case. Please be sure to only use the Will Not Respond option when any of the following conditions are met:

· During the search the FI User has discovered a connection between the customer and an account at his or her Financial Institution, but information provided on the request is inaccurate (i.e. correct SSN with wrong last name, wrong SSN with correct name, etc.), or

· The FI User has determined that he or she has already provided the exact information for the same customer in a previous request, or

· Any other reason that the FI User cannot provide the information requested, though there is a connection between the customer and the Financial Institution.

[bookmark: _Toc423608224]Closed Account

If an account was closed by the customer on the request, but was open at any point during the timeframe identified by the “Date From” to “Date To” months provided on the request, the FI User is still asked to provide the monthly balances for that account from or up to the time the account was closed. Please provide the open or close date in the Remarks section. Request periods may be for 26 months or longer.

[bookmark: _Toc423608225]First of the Month Balances

Per Agency asset verification requirements, the balances provided in the response should be as of the first moment of the first day of the month.

[bookmark: _Toc423608226]Responding to a Request 

Any new requests can be viewed from the Request Inbox on the Home Page. To eliminate the need to check the AVS for new requests, the FI User can choose to have an email notification sent to him or her whenever a new Request has been sent to the FI User’s institution by the Agency. Notification preferences are discussed earlier in this document, under Section 4.4.1 Assign Notification Preferences.

[bookmark: _Toc423608227]Step 1: Assigning the Request & Reviewing Request Information

A request must be assigned to an FI User before the FI User is able to complete the response. A request can be assigned one of two ways depending on the User Type assigned to the User in the AVS:

Option 1: If the FI User is an FI Administrator, he or she has the ability to assign the request to any of the authorized FI Users within his or her Financial Institution, including him or herself. After accessing the Request Inbox and clicking on the Request ID to view the details of the Request, the FI User will see a drop-down menu box in the section titled Request Assigned To. Simply use the drop down box to select the FI User to respond to the request and then select Assign Request. That FI User is now able to respond to the request. 

NOTE: If the FI User that originated a response cannot complete the response for whatever reason, the Administrator will need to assign the request to another FI User before the new FI User is able to complete it.

Option 2: If the FI User is not an Administrator, he or she has the ability to assign the response only to him or herself, if an FI Administrator within the Financial Institution has not already done so.

[image: assign user]

Figure 7: Response WebForm: Assigning a Request

[bookmark: _Toc423608228]Request Information

[image: Request info]

Figure 8: Response WebForm: Request Information From the Agency

The first page the FI User sees when he or she selects the Request ID from the Request Inbox will be a functional information page that includes all of the information entered into the Request by the Agency. The Customer information, account information, date range of balances needed and any remarks added by the Agency are displayed in the section titled “Request Data from the Agency.” Be sure to review this information before proceeding. 

Do not contact the Agency Field Office. Contact the AVS Administrators at the phone numbers and email addresses provided in this document with any questions related to the request.

[bookmark: _Toc423608229]Continue to Account Information Page

If the FI User has searched for the Customer and located account records associated with that Customer, select the Enter Account Information option at the bottom of the page.

[image: ]

[bookmark: _Toc423608230]Unable to Supply Requested Information

[image: no accounts]

Figure 9: Response WebForm: No Accounts Found or Will Not Respond Options

No Accounts Found

If the FI User has searched his or her account records for the Customer on the request, and has clearly established that no connection exists between the Customer and an account at his or her Financial Institution, the FI User can use the No Accounts Found response option. 

All that is required is that the FI User select the radio button labeled No Accounts Found and select the Send To Agency option directly below the text box in that section.

Will Not Respond

If an FI User has a case that meets the criteria for using the Will Not Respond option, simply select the radio button and then select a reason for using the Will Not Respond option. Reasons include:

· Duplicate Request

· Name Correct; SSN Incorrect

· SSN Correct; Name Incorrect

· Other Explanation



NOTE: If the FI User selects Other Explanation, the FI User is asked to provide a description of the reason for selecting the option in the text box provided.

When the FI User has provided the necessary information, simply select Send To Agency and the FI User will be taken to a confirmation page.

[bookmark: _Toc423608231]Step 2: Enter Account Information

[image: acct info]

Figure 10: Response WebForm: Account Information Page

[bookmark: _Toc423608232]Accounts Provided on Request

If the request identified accounts for the Customer, then that account will appear in its own account information section with the account number already populated. If the account has been identified by the Agency as a Joint Account, then that information will also be populated.

If no accounts have been provided on the request, then the input fields for the account information will be blank and the FI User will enter the necessary information. To add additional accounts, select the Add Additional Accounts option and additional sections will appear.

[bookmark: _Toc423608233]Complete Account Information

Provide all of the following information if it applies to the account identified:

Account Number (Required): Enter the account number or identifier for the account. If the account numbers provided are inaccurate, simply enter the correct account number in the field provided or select the Add Additional Accounts option and enter the correct account number. If the FI User chooses to overwrite the account number provided by the Agency, a note will automatically be inserted into the Remarks field on the printed form indicating the correction.

Type of Account (Required): Select the type of account from the list provided or select the Other option if the type is not listed. If the User selects Other, please provide a description in the text field provided.

Joint Account: If the account identified has joint ownership, select Yes.

Account Title (formerly Names on & Exact Account Designation) - (Required): Provide the full name of each account holder and any other supporting information related to the account’s entitlement. For instance, if an account is held in trust and is payable to an individual upon reaching a specific age, then that information should also be entered into this field. To ensure clarity of the information entered, please separate the names of account holders and any other supporting statements regarding the account with a semicolon (;).

IMPORTANT: The FI User will not be required to enter information related to any account that does not exist or was entered incorrectly. In these instances, please enter a supporting statement in the Remarks text area.

[bookmark: _Toc423608234]Continue to Enter Account Balances

Click Enter Account Balances.

[bookmark: _Toc423608235]Step 3: Account Balances

The AVS will automatically display entry fields for the months identified by the date range on the request by the Agency. Provide the balance amounts for the months indicated in the required currency format (0.00). If the Agency is requesting account interest, those entry fields will be enabled. If interest is not required, “Not Requested” will appear in place of an entry field. 

IMPORTANT: Please note that the FI User will enter the account information starting with the most current date.

1. Opening Balance(s) As Of the First Day of the Month for Each Account. 

2. The Amount of Interest Paid or Credited During Each Month (If Requested).



[image: ]

Figure 11: Response WebForm: Account Balance Entry Page

IMPORTANT: If an account opened or closed during the timeframe identified by the date range on the request, please enter balances for all months the account was opened. To prevent confusion, please also provide the date the account opened or closed.

Additional Information or Remarks

Supply any information that may be helpful to the Agency in the text area provided. If an account opened or closed during the timeframe identified by the date range on the request, please enter balances for all months the account was opened. To prevent confusion, please also provide the date the account opened or closed.

[bookmark: _Toc423608236]Step 4: Review Data

This screen allows the FI User to verify and edit the FI account information that the FI User provided.

If the FI User needs to edit any of the information, the FI User can simply click the Edit Account Information button on the bottom of the screen or can use the page navigation at the top. 

Once the FI User has verified that everything is correct, click the Send to Agency button at the bottom of the page.

[bookmark: _Toc423608237]Confirmation Page

If the response was successfully submitted to the Agency, the FI User will be taken to a Confirmation Page, which provides all the information related to the response. From this page, the FI User may elect to remove the response from his or her personal “My Responses Folder” by selecting Remove from My Responses. This option will remove the response from the My Responses Folder. The FI User can choose not to remove the Request from My Responses until the request has been closed. A request will be closed once the Agency accesses the FI User’s response. All responses associated with the FI User’s account can be retrieved either from the Quick Search function or can be viewed via the Reports function accessible from the navigation pane.

[image: remove from my resp]

Figure 12: Response WebForm: Response Confirmation Page (Remove from My Responses option)

[bookmark: _Toc423608238]Saving a Response

At any point while creating a response, the FI User may save the response to the My Responses Folder for completion at a later time, by clicking the Save To My Responses button at the bottom of any page. An FI User can access the response at any time from the My Responses Folder, by clicking on the Request ID associated with the request. 

[bookmark: _Toc423608239]Retrieving Responses

To retrieve a request that is assigned, click on the My Responses link from the Home Page. The FI User will be provided with a list of all open responses starting with the most recent. The FI User can view the details or continue to submit the response, if he or she has not already done so, by clicking on the appropriate Request ID.

[bookmark: _Toc423608240]Closing a Response

Once an the Agency User views your response, a status of Closed will be assigned to the request. The FI User may remove the response from the My Responses Folder by accessing the detail of the response then clicking the Remove From My Responses button at the top of the page.

[bookmark: _Toc423608241]Edit Users

[bookmark: _Toc423608242]FI Administrator Edit User Utility

Only the FI Administrator has the ability to edit the Type or Status for any of the Users assigned to an FI location by following these steps:

1. From the menu on the left-hand side, click Edit Users.

2. Choose which User Account to edit.

3. To change User Type, use the drop down box to assign the role of FI User or FI Administrative User.

4. To change the Status, use the drop down box to Activate or Inactivate a User.



[image: FI User edit]

Figure 13: FI Administrator Edit FI User Page

[bookmark: _Toc423608243]
Reports

[bookmark: _Toc423608244]Historical Reports Overview

All information requested by the Agency and entered by the FI User’s institution will be captured in the AVS and will be made accessible to appropriate FI Users. The reporting mechanism of the AVS will incorporate standard searches, including the ability to search on a variety of fields. 

A separate searchable report can be created based on the type (criteria) of search that the FI User wishes to perform. The reports will only contain requests and/or responses that have at least achieved a status of Sent.

The FI User will have access to all requests and responses associated with the FI he or she is assigned. 

The results of each search are displayed in the same format – a summary report that drills down into the detail of the request or response. The content of the response or request is not editable.

Where appropriate a wildcard can be used in a search. Searches applicable for a wildcard search option are identified in following sections. The wildcard character for these searches is “%” (percent symbol without the quotes).

[bookmark: _Toc423608245]Types of Searches 

Reports will be defined by the type of search the FI User wishes to conduct. The AVS provides a series of preset search options. 

The search options include:

· Request ID

· Responses

· Person: Customer, Applicant or Recipient

· Request/Response Date

· Social Security Number

· Date Range 

· Status of Request/Response



[image: Reports main]

Figure 14: Reports Selection Page

Request ID (Quick Search)

The Request ID Search is found in the header of every page within the site, and can be used at any time by entering the Request ID of the Request or Response the FI User would like to view. 

[image: quick search]

Figure 15: Request ID Quick Search

Responses 

The FI User can perform a search on requests associated with his or her Financial Institution accounts that have been responded to. The FI User can narrow their search by entering a date in the “Date From” and/or “Date To” fields in the required format (MM/DD/YYYY).

[image: responses]

Figure 16: Search by Responses

Person: Customer, Applicant or Legal Representative 

The FI User will be able to search on the Customer, Applicant or Legal Representative’s first and/or last name. The FI User will only be able to search on one type of individual at a time. The FI User can select the individual he or she would like to search on and enter the first and/or last name of the person. If the FI User would like to enter a date range, enter dates in the appropriate format (MM/DD/YYYY) in the Date From and Date To fields.

[image: person search]

Figure 17: Search by Person

Request or Response Date 

The FI User may elect to search on either the request or Response Date. To perform a search on a range of dates, simply enter the desired dates in the Date From and Date To fields in the required format (MM/DD/YYYY).

[image: reqresp search]

Figure 18: Search by Request/Response Date

Search by Social Security Number (SSN)

To search by Customer SSN, the FI User must enter the SSN in the required format – xxx-xx-xxxx. The FI User can narrow their search by entering a date in the “Date From” and/or “Date To” fields in the required format (MM/DD/YYYY). 

[image: ssn search]

Figure 19: Search by Social Security Number

Search by Response Status

The FI User can select one status from a drop-down list provided. Every status that can be assigned to a Request and/or Response is searchable. The FI User can narrow their search by entering a date in the “Date From” and/or “Date To” fields in the required format (MM/DD/YYYY).

[image: status search]

Figure 20: Search by Response Status
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-E: GUARD Geo-Logic Document



[bookmark: _Toc385937089]Introduction

The Geographic Undisclosed Account Radial Detection component, or GUARD, in Accuity’s Asset Verification Service is the mechanism that determines logic by which asset verification requests are to be distributed to financial institutions. It utilizes various financial institution databases (including the Account Detection database) and proprietary logic to optimize the probability of identifying financial institutions specific to a search for financial assets owned by an individual benefits applicant/recipient.   

[bookmark: _Toc70319944][bookmark: _Toc385937090]Overview

The following diagram depicts the workflow of the Account Detected GUARD application and is initiated for all transactions sent by the Medicaid agency regardless of whether a verification request is sent for disclosed assets.






		Medicaid Agency

		ACCUITY ASSET VERIFICATION SERVICES INC. (AVS)

		EARLY WARNING

		FIs





Accuity verification requests to FIs

Accuity AVS receives request

Agency sends request



The Account Detection Database is searched to identify accounts

Accuity AVS sends all requests for account detection search





Accuity AVS generates ranked list of FIs using GUARD logic



Accuity AVS receives account detection search results 

Account Detection results are sent to Accuity AVS





		

Accuity AVS correlates the results of the account detection search with additional GUARD logic to finalize FI searches *







Receive search results:

"No Accounts Found"



_______





Receive account balances, no account found or will not respond

1. Send "No Accounts Found for each FI identified in the Account Detection Database where this is applicable



Provide account balances to Accuity AVS 

_______________

Provide account balances, no account found or will not respond to Accuity AVS



2. Send request to each FI where the Account Detection search results found an account





3. Send requests based on GUARD logic probability to selected FIs







Send search results to the Agency















*The correlation process uses the list of FIs ranked by GUARD and compares it to the results from the account detection database search to determine further FI search request parameters. 

[bookmark: _Toc385937091]




Criteria for Guard Selection

The GUARD application provides a means to identify the financial institutions most likely holding assets for Medicaid claimants and beneficiaries. In part, by focusing on FIs with offices closest to the customer, the GUARD application provides a reasonable approximation of the likelihood that a customer would have undisclosed accounts with a particular FI. 



The operational efficiency of GUARD searches involves several factors. The following data elements are the criteria which affect GUARD selection.



		Element

		Description

		GUARD Selection



		Distance

		Physical distance from the customer’s address to the FI’s location.

		Smaller values are ranked higher



		Presence

		The number of branches the FI has in the same zip code as the customer. Calculated from Accuity Asset Verification Services Inc.’s information for each zip code.

		Smaller values are ranked lower



		Branches

		The FI’s number of Branches across the US. Indicator of the national size of the FI.

		Smaller values are ranked lower



		Direct Deposit

		The FI’s number of SSI Direct Deposit Accounts as an indicator of national ABD population of accounts.

		Smaller values are ranked lower







Accuity Asset Verification Services Inc. uses multipliers which cause each of the criteria to get weighted differently. The search elements are the criteria that cause the ranking to be weighted higher for the financial institutions with larger branch location networks.



The GUARD application consists of geocoding the customer’s address followed by performing a search for nearby FI locations utilizing Accuity Asset Verification Services Inc.’s geographic coded FI location database.



Figure 2: Conceptual GUARD Search

A conceptual display of a GUARD search is shown above. GUARD takes a geocoded point and searches for locations within a defined radius. Among the locations in the search radius, the closest one for each FI location is used to assign the distance to that specific FI. 



The distance is specified as the straight-line distance between the geocoded FI office and the geocoded customer’s address. Accuity Asset Verification Services Inc. captures and retains the distance data used for request searches.  

[bookmark: _Toc385937092]Center Point

The Center Point is the geocoded customer address, which is provided as part of the request information provided to Accuity Asset Verification Services Inc.

[bookmark: _Toc385937093]Geocoding

Geocoding is the processing in which street addresses are converted to latitude and longitude coordinates. Accuity Asset Verification Services Inc. uses a combination of geo-coding application logic and our U.S. Financial Institutions database (derived from more than 100 years as the Official Registrar of ABA routing codes) to perform the geocoding function.





The Accuity Asset Verification Services Inc. applied system provides four precision levels.

· Building

· Street

· City

· Zip Code



The GUARD application uses these levels to determine the most accurate depiction of location.

[bookmark: _Ref283288671][bookmark: _Ref283288674][bookmark: _Ref286745850][bookmark: _Toc385937094]GUARD Selection Overview

The following steps describe the geographic logic portion of the GUARD selection process



Determine the maximum radius based on the population density for a specific Zip Code. GUARD uses the information from the Census Zip Code Tabulation Area (ZCTA) as the data source for population density.

· Above 18,000 = 15 miles

· 10,000–18,000 = 25 miles

· 5,000–10,000 = 30 miles

· 3,000–5,000 = 45 miles

· 1,000–3,000 = 55 miles

· Less than 1,000 = 65 miles



Rank the active participating FI locations based on the following criteria and identify the distinct FIs based on the applications algorithm score. If there are multiple locations from the same FI available based on the criteria, only the first location per institution is used and the rest are ignored.



The ordering function is a weighted linear combination of normalized values.



		Attribute

		Abbreviation

		Possible Range

		Normalization

		Weight



		Distance

		D

		0–65 miles

		(10 – D/10)

		5



		Presence

		P

		1–5

		P

		4



		Number of Branches

		NB

		1–1000

		NB / 100

		1



		SSI Direct Deposit (as proxy for National ABD account population)

		DD

		0–100

101–1000

1001–10000

10001–100000

Above 100000

		2

4

6

8

10

		1







Accuity Asset Verification Services Inc. reviews and refines the parameters periodically.

[bookmark: _Toc385937095]Data Source

The data source for the financial institutions is Accuity Asset Verification Services Inc.'s comprehensive proprietary database of financial institutions. Accuity Asset Verification Services Inc.'s Account Detected GUARD feature correlates findings from the GUARD Logic with the search results from the Account Detection Database to optimize overall search results.  

[bookmark: _Toc385937096]Version History
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material

	

Tab XI-F: Security and Privacy Plan

[bookmark: _Toc270057557][bookmark: _Toc297028358][bookmark: _Toc431927398]

Overview



[bookmark: _Toc269978422][bookmark: _Toc270057558][bookmark: _Toc297028359][bookmark: _Toc431927399]Information System Name

This AVS Security and Privacy Plan is for Accuity Asset Verification Services Inc.’s (AVS) Asset Verification System.



[bookmark: _Toc269978423][bookmark: _Toc270057559][bookmark: _Toc297028360][bookmark: _Toc431927400]Information System Categorization

Based on the FIPS 199 security categorization, the AVS Asset Verification System is categorized as moderate.



[bookmark: _Toc269978426][bookmark: _Toc270057562][bookmark: _Toc297028363][bookmark: _Toc431927401]Designated Contacts:

 Name:		Brent Newman

	Title:	President, Accuity Asset Verification Services Inc.

	Company:	Accuity, Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Brent.Newman@Accuity.com

	Phone:	(847) 933-5072



Name: 		Paul F. Soczynski

	Title:	Sr. Director of Government Services

	Company:	Accuity Asset Verification Services Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Paul.Soczynski@Accuity.com

	Phone:	(847) 933-5126



Name: 	Jason Balaban

	Title:	Associate Director, AVS Operations

	Company:	Accuity Asset Verification Services Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Jason.Balaban@Accuity.com

	Phone:	(847) 933-5076



Name: 		Jason Bonhard

	Title:	Associate Director, Product Management

	Company:	Accuity Asset Verification Services Inc.

	Address:	1007 Church Street Evanston, Illinois 60201	

	Email:	Jason.Bonhard@Accuity.com

	Phone:	(847) 933-5194



	Name:	Chris Ehrlich

	Title:	Sr. Information Security Consultant

	Company:	Reed Business Information

	Address:	10089 Willow Creek Road, Suite 120, San Diego, CA 92131

	Email:	Chris.Ehrlich@reedbusiness.com

	Phone:	(619) 517-4658



	Name:	Jessica Eder

	Title:	Compliance Officer

	Company:	Accuity Asset Verification Services Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Jessica.Eder@Accuity.com

	Phone:	(847) 933-5115



	Name:	Eric Chua

	Title:	IT Development Manager

	Company:	Accuity Asset Verification Services Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Eric.Chua@Accuity.com

	Phone:	(847) 933-5192



Name:	 	Jerome Snell

	Title:	Executive Vice President of Technology Services

	Company:	Accuity Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Jerome.Snell@Accuity.com

	Phone:	(847) 933-5155



	Name:	Phil Majewski

	Title:	Director of Technology Operations

	Company:	Reed Business Information

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Phillip.Majewski@Accuity.com

	Phone:	(847) 933-8106



	Name:	Graham O’Brien

	Title:	Sr. Director of Infrastructure Operations

	Company:	Reed Business Information

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Graham.OBrien@Accuity.com

	Phone:	(847) 933-8081



	Name:	Hitesh Patel

	Title:	Sr. Director of IT

	Company:	Accuity Inc.

	Address:	1007 Church Street Evanston, Illinois 60201

	Email:	Hitesh.Patel@Accuity.com

	Phone:	(847) 933-5153



[bookmark: _Toc269978428][bookmark: _Toc270057564][bookmark: _Toc297028365][bookmark: _Toc431927402]Information System Operational Status

The AVS Service is continuously being modified and developed. Accuity Asset Verification Services Inc. (also known as Accuity AVS) ensures that the sensitive information stored in the AVS Service is maintained in a secure environment that meets all necessary requirements for a moderate risk system. The AVS Service’s access control has been designed for providing the least privilege necessary for users to perform their jobs. All private and confidential data is encrypted at rest and in motion. Both the primary and secondary (Disaster Recovery) data centers are hosted in geographically diverse facilities. Both facilities are Tier III and SAE-16 Type II certified.



[bookmark: _Toc269978429][bookmark: _Toc270057565][bookmark: _Toc297028366][bookmark: _Toc431927403]Information System Type

The AVS Service is a General Support System.



[bookmark: _Toc269978430][bookmark: _Toc270057566][bookmark: _Toc297028367][bookmark: _Toc431927404][bookmark: N10058]General Description/Purpose 

[bookmark: _Toc269978431][bookmark: _Toc270057567]The AVS Service uses a secure Internet-based system known as “AVS” to enable Agency field office (FO) personnel to complete automated asset verification requests, regardless of whether the requests are sent to financial institutions (FIs) via web, file transfer, fax or mail. The creation of the verification requests and the receipt of the FI responses are automated, identical and transparent to the FOs. FIs receive verification requests immediately and the FI responses are in turn received immediately by the FOs. For FIs receiving and sending the verification requests via fax or mail, Accuity Asset Verification Services Inc. acts as an intermediary to convert fax and mail to automated, secure transmissions to the Agency.



[bookmark: _Toc297028368][bookmark: _Toc431927405]System Environment

The AVS Service is a managed system with its primary data center located in a facility in Alpharetta, GA, operated by LexisNexis Risk (LNR), a sister company of Accuity, Inc. The AVS Service runs on a VMWare vSphere 5.5 environment on Dell R720 servers dedicated to the AVS Service. Data is stored on Hitachi Unified Storage platform to provide data redundancy. Applications run on VMWare virtual servers to provide High Availability. The primary database server is Oracle 11g with the Advanced Security Module to provide encryption for data at rest. Access to the AVS website is through TLS with AES 256 bit encryption using a SHA-1 hash and is only available to authenticated users from the public Internet. All systems supporting the AVS Service are located in a private network separated from Accuity Inc.’s internal network and from the Internet by a firewall. A Disaster Recovery facility is located in Boca Raton, FL (an LNR operated facility) and is continuously updated from the primary facility through an encrypted VPN. If the primary facility were to become unavailable, the Disaster Recovery facility has the capacity to handle the full load.



[bookmark: _Toc269978432][bookmark: _Toc270057568][bookmark: _Toc297028369][bookmark: _Toc431927406]System Interconnections

The AVS Service has the following connection with other information systems as of the release of the system on October 8, 2012:

	System Name:	Florida Medicaid System

	Organization:	Florida Medicaid

	Description:	File Transfer interface to submit requests and receive responses to the AVS Service through a SFTP connection where it is validated and submitted to the AVS Service.

	Date:	8 October 2012



	System Name:	PCG/PayRight

	Organization:	Oklahoma Health Care Authority

	Description:	File Transfer interface to submit requests and receive responses to the AVS Service through a SFTP connection where it is validated and submitted to the AVS Service.

	Date:	July 15, 2015

	

	System Name:	PCG/PayRight

	Organization:	New York Upstate/City Department of Health

	Description:	File Transfer interface to submit requests and receive responses to the AVS Service through a SFTP connection where it is validated and submitted to the AVS Service.

	Date:	Estimate – Q1 2016



	System Name:	Westchester County Agency System

	Organization:	Westchester County Medicaid

	Description:	File Transfer interface to submit requests and receive responses to the AVS Service through a SFTP connection where it is validated and submitted to the AVS Service.

	Date:	June 1, 2014



	System Name:	NC Fast

	Organization:	North Carolina Medicaid Division

	Description:	Web Service interface to submit requests and receive responses to the AVS Service through an SSL connection where it is validated and submitted to the AVS Service.

	Date:	December 31, 2013



	System Name:	Arkansas Medicaid System

	Organization:	Arkansas Department of Human Services

	Description:	File Transfer interface to submit requests and receive responses to the AVS Service through a SFTP connection where it is validated and submitted to the AVS Service.

	Date:	Estimate - January 2016



	System Name:	AVS File Transfer

	Organization:	Accuity AVS

	Description:	Requests are transferred from an AVS to the financial institutions through a SFTP and responses imported into the AVS Service.

	Date:	8 October 2012



	System Name:	Account Balance System

	Organization:	Early Warning

	Description:	Requests are transferred from an AVS to the Account Balance System through a HTTPS web service and responses imported into the AVS Service.

	Date:	8 October 2012



[bookmark: _Toc269978433][bookmark: _Toc270057569][bookmark: _Toc297028370][bookmark: _Toc431927407]Applicable Laws or Regulations Affecting the AVS Service 

The following laws and regulations apply to and affect the AVS Service:

· Privacy Act of 1974;

· The Computer Security Act of 1987;

· OMB Circular A-130;

· The Financial Modernization Act of 1999 (Gramm-Leach Bliley Act);

· Right to Financial Privacy Act of 1978.

[bookmark: _Toc270057570][bookmark: _Toc297028371][bookmark: _Toc431927408]

AVS Security and Privacy Plan and Program Management Controls (PM)

[bookmark: _Toc431927409]

AVS Security and Privacy Plan (PM-1)

[bookmark: _Toc315684195]Accuity Asset Verification Services Inc. will at all times maintain the AVS Security and Privacy Plan. The Sr. Information Security Consultant is the owner of the AVS Security and Privacy Plan and is responsible for its approval. This plan demonstrates management’s commitment to security and sets out Accuity Asset Verification Services Inc.’s approach to managing information security. This document shall be published and communicated to all Accuity AVS and to others whom these plans apply, in a form that is relevant, accessible, and understandable to the intended reader.



The AVS Security and Privacy Plan will be revised for the information system as necessary, in response to organizational changes such as significant evolution of industry best practices, changing security threat landscape, new regulatory requirements or changes to the AVS Service or its technical infrastructure. The parties listed below will review the AVS Security and Privacy Plan:

· Senior Director of Government Services: Paul Soczynski

· Associate Director, AVS Operations: Jason Balaban

· Associate Director, Product Management: Jason Bonhard

· Sr. Information Security Consultant: Chris Ehrlich

· Compliance Officer: Jessica Eder

· IT Development Manager: Eric Chua

· Director of Technology Operations: Phil Majewski

· Sr. Director of IT: Hitesh Patel



To ensure the ongoing relevance of this plan, the Sr. Information Security Consultant will periodically reassess:

· The effectiveness of the policies, as demonstrated by security logs, internal reviews and external security risk assessments;

· The cost and impact of controls on business efficiency; and

· Effects of changes to technology.



Program Management controls are mainly addressed within the Accuity Security and Privacy Policy document. 
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Enterprise Architecture (PM-7)  

Accuity Asset Verification Services Inc. documents its high-level planning and responsibilities in the Accuity Security and Privacy Policy. The AVS Service was designed to be a separate architecture from the rest of Accuity Asset Verification Services Inc.’s infrastructure.  
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Insider Threat Program (PM-12)

Accuity Asset Verification Services Inc. maintains insider threat monitoring via the logging and monitoring systems continually documenting actions completed within the AVS Service. The AVS Incident Response Plan would be followed to address any insider threat discovered.
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Information Security Workforce (PM-13)

Accuity Asset Verification Services Inc. maintains workforce and improvement programs through the Human Resources and Talent Development Group (Human Resources) and career development planning processes. This process allows the individual employee and their manager to customize development for the specific needs of the employee.
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Testing, Training, and Monitoring (PM-14)

The Sr. Information Security Consultant and the Human Resources and Talent Development Group are responsible for ensuring testing, training and monitoring of security related to organizational information systems security, the organizational risk management strategy and risk response actions.
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Contacts with Security Groups and Associations (PM-15)

Accuity Asset Verification Services Inc., through its’ information security staff, maintains contact and involvement with industry groups for:

· Risk Management;

· Data Privacy;

· IT Security;

· IT Auditing;

· Physical Security;

· Business Continuity;

· Disaster Recovery;

· Critical Infrastructure Protection;

· US CERT.
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Threat Awareness Program (PM-16)

Accuity, Inc. maintains membership on the Reed Elsevier Information Security Council and Operational Security Council RE ISC and RE OSC). The goal of these organizational councils is to share information across the entire organization with an emphasis on ensuring threats are appropriately recognized and addressed.



The RE ISC is comprised of senior information security staff within the corporation and the RE ISC is responsible for enterprise policy making and risk management, while the RE OSC is comprised of information security staff responsible for implementing appropriate controls within the information networks and systems.
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Risk Assessment (RA)

[bookmark: _Toc431927417]Risk Assessment Policy and Procedures (RA-1)

The risk assessment (RA) policies and procedures developed for the AVS Service are defined in accordance with the requirements of the contract between Accuity Asset Verification Services Inc. and the Agency, and, where appropriate, with guidance from NIST-800-30, Guide for Conducting Risk Assessments.



Assessing risk to the AVS Service is a continuous function of Accuity Asset Verification Services Inc.’s overall administrative and operational responsibilities. All personnel associated with the AVS Service are responsible for identifying and elevating existing or potential risks to any aspect of the AVS Service, whether it is operational or system-based. Risk assessment controls and mechanisms (i.e. vulnerability scanning) coincide with activities such as the ongoing evaluation of policy, procedure and function by AVS Service management. 
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Assessing Security Risks (RA-2)

The AVS Service stores, processes, and transmits personal financial information of applicants for and recipients of Government benefits. This information includes Social Security Numbers, financial institution account numbers, financial account information such as balances and interest payments, and personal information such as addresses. This information is considered non-public personal information and is protected by law against improper disclosure.



The criteria for determining information sensitivity are used in accordance with the following guidelines.
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Confidentiality 

“Preserving authorized restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information...” [44 U.S.C., Sec. 3542] 

The AVS Service stores and processes personal, non-public information. This information is covered by several privacy laws, including the Privacy Act of 1974 and the Right to Financial Privacy Act of 1978. The improper disclosure of this information would cause a loss of privacy for the affected person or persons. In addition, the information in the AVS Service could provide a portion of the materials necessary to commit identity theft, which could cause financial loss to individuals. However, the loss of confidentiality of the information would not critically impair the functioning of either the Government Agency or Accuity Asset Verification Services Inc., nor would such loss pose a threat to human life. Therefore, the requirement for confidentiality is moderate.
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Integrity 

“Guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity...” [44 U.S.C., Sec. 3542] 

The information stored, transmitted, and processed by the AVS Service will be used in making the determination of the qualification of individuals who apply for and receive Government benefits. Significant, but non-life-threatening, financial loss to an individual can occur if the data in the AVS Service is modified or deleted improperly. However, the improper modification or destruction of information would not critically impair the functioning of either the Government Agency or Accuity Asset Verification Services Inc. Therefore, the requirement for integrity is moderate.
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Availability 

“Ensuring timely and reliable access to and use of information...” [44 U.S.C., Sec. 3542] 

The classification rating of moderate corresponds with the U.S. Government standards for classification. Accuity Asset Verification Services Inc. regards the security, integrity, and availability of the AVS Service and data as an important priority and makes significant efforts to ensure the continued security of the system.



The AVS Service is not a national security system in the sense defined in FISMA. [44 U.S.C., Sec. 3542] and elaborated in NIST publication 800-59, Guideline for Identifying an Information System as a National Security System. No intelligence information, command and control of military forces, cryptologic activities related to national security, or any other classified or military use is intended or supported by the AVS Service.

[bookmark: _Toc269734982][bookmark: _Toc297028377][bookmark: _Toc431927422][bookmark: _Toc268762515]

Risk Assessment (RA-3)

The Government Agency, in cooperation with the Sr. Director of Government Services, can conduct risk assessments for the AVS Service in accordance with the NIST SP 800-30, Guide for Conducting Risk Assessments.
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Personnel Security (PS)

[bookmark: _Ref269404265][bookmark: _Ref269404342][bookmark: _Toc269734986][bookmark: _Toc297028381][bookmark: _Toc431927424]Personnel Security Policy and Procedures (PS-1)

Security responsibilities are addressed prior to employment in adequate job descriptions and in terms and conditions of employment. All candidates for employment, contractors and third party users are adequately screened, especially for sensitive jobs.



Employees, contractors and third party users of information processing facilities sign appropriate Acceptable Use Agreements and consent to being bound by all necessary legal agreements in order to support the AVS Service.
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Position Risk Designation (PS-2)

Security roles and responsibilities of employees, contractors and third party users are to be defined and documented in accordance with Accuity Asset Verification Services Inc.’s policies.



Employees requiring access into secure systems are categorized as follows:



		Security Category

		Description

		Authorized Staff



		Low

		Staff who do not have access to AVS confidential data

		Human Resources and Talent Development Group





		Moderate

		Staff who administer AVS Services where confidential data may reside or who have access to AVS confidential data

		Executive Vice President of Technology Services

Sr. Information Security Consultant Director of Technology Operations

Senior Director of Government Services

Director, AVS Product Management 

Data Specialist 

Manager 

LAN Network Administrator

Application Development Manager

System Administrator

Deployment Engineer

Developers

Quality Assurance Specialists
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Personnel Screening (PS-3)

Background verification checks on all candidates for employment and contractors, are carried out in accordance with relevant laws, regulations and ethics, and is proportional to the business requirements, the classification of the information to be accessed, and the perceived risks.
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Personnel Termination (PS-4)

It is the responsibility of the Human Resources and Talent Development Group to ensure an employee’s, contractor’s or third party user’s exit from Accuity Inc. is managed, and that the return of all equipment and the removal of all access rights are completed.
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Termination Responsibilities (PS-4)

The communication of termination responsibilities include ongoing security requirements and legal responsibilities and, where appropriate, responsibilities contained within any confidentiality agreement and the terms and conditions of employment continuing for a defined period after the end of the employee’s, contractor’s or third party user’s employment.



Responsibilities and duties still valid after termination of employment are contained in the employee’s, contractor’s or third party user’s contracts.



Change of responsibility or employment is managed as the termination of the respective responsibility or employment, and the new responsibility or employment is controlled.

The Human Resources and Talent Development Group is generally responsible for the overall termination process and works together with the supervising manager of the person leaving to manage the security aspects of the relevant procedures. In the case of a contractor, this termination responsibility process may be undertaken by the department responsible for the contractor.
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Return of Assets (PS-4)

Upon separation of employment with Accuity, Inc., arrangements must be made for the return of all property (e.g., laptop/notebook, Blackberry, office keys, employee identification card and client information) and settlement of all outstanding cash travel expenses (if any).



Moreover, upon the termination with Accuity Inc., whether by Accuity Inc. or by the employee, regardless of the reason, the employee shall return to Accuity, Inc. retaining no copies, any and all files, correspondence, documents including this Handbook, drawings, specifications, computer printouts, disks and other writings which relate to or reflect Accuity Inc.’s business, including but not limited to operations, members, employees and suppliers, regardless of where such files, correspondence, documents, drawings, specifications, computer printouts, disks and other writings were kept and whether they were created by the employee.
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Removal of Access Rights (PS-4; PS-5)

On the same day of the employee’s termination, the access rights of an individual to assets associated with the AVS Service is removed.



Changes of employment are reflected in the removal of all access rights that were not approved for the new employment. The access rights that are removed or adapted include physical and logical access, keys, identification cards, information processing facilities, subscriptions, and removal of any documentation that identifies them as a current member of Accuity, Inc. If a departing employee, contractor or third party user has known passwords for accounts remaining active, these are changed upon termination or change of employment, contract or agreement.



Access rights for information assets and information processing facilities are removed before the employment terminates or changes.
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Terms and Conditions of Employment (PS-6)

At the time they are hired, each employee shall receive and acknowledge receipt of, the Accuity Code of Business Conduct and Ethics, which reviews their specific obligations/responsibilities under their hiring letter, Accuity’s standard Confidentiality Agreement, any Non-Compete Agreements, and Assignment of Invention Agreements they have signed as part of their hiring process. 
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Confidentiality Agreements (PS-7)

All employees and affiliated third parties shall be required to sign or otherwise be subject to a company standard confidentiality agreement and, where appropriate, sign an assignment of an inventions agreement, prior to beginning work for Accuity, Inc. Confidentiality agreements are reviewed when there are changes to terms of employment or a contract with a third party.



Accuity, Inc. employees will undergo a Security Awareness Training session which reviews the necessary information to manage sensitive, non-public information. All employees are made aware of their responsibility and obligation in maintaining a secure environment.



A review of the employees’ or affiliated third parties’ responsibilities under these agreements are part of Accuity Inc.’s standard procedures at the termination of employment or upon termination of a contract. Confidentiality agreements are retained as evidence of compliance.

[bookmark: _Toc268762548][bookmark: _Toc269734991][bookmark: _Toc297028386][bookmark: _Toc431927433]
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Management Responsibilities

Management responsibilities ensure that employees, contractors and third party users:

· Are properly briefed on their information security roles and responsibilities prior to being granted access to sensitive information or information systems;

· Are provided with guidelines to state security expectations of their role within Accuity, Inc.;

· Are motivated to fulfill the policies of Accuity, Inc.;

· Achieve a level of awareness on security relevant to their roles and responsibilities within Accuity, Inc.;

· Conform to the terms and conditions of employment, which includes Accuity Security and Privacy Policy and appropriate methods of working;

· Continue to have the appropriate skills and qualifications.
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Responding to Security Incidents and Malfunctions

[bookmark: _Toc425344217]Security incidents are reported through appropriate management channels according to the AVS Incident Response Plan. This plan defines an incident response procedure, setting out the action to be taken on receipt of an incident report.
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Personnel Transfer (PS-5)

Personnel transferred into the Accuity AVS Government Services Group shall undergo screening comparable to new hire into the organization. Personnel transferring out of the Accuity AVS Government Services Group shall be processed through the Human Resources procedures to remove physical access to restricted areas while the Accuity Technology Group shall maintain processes to de-provision access to any network share, system or network storing or processing data or storing AVS Service documentation.
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Access Agreements (PS-6)

Accuity, Inc. shall maintain sign-on banners which will serve as access agreements with each user. A condition of access to the network, Accuity, Inc. equipment and AVS Service is that the user will acknowledge the terms of use and handling of the data. 
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Third-Party Personnel Security (PS-7)

Accuity, Inc. shall ensure third party personnel security through contractual requirement, internal security assessment questionnaire process and review of independent audit reports for the third party. Additional monitoring is completed as the third parties employed to provide data to Accuity, Inc. must pass rigorous standards monitored by federal regulators.
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Personnel Sanctions (PS-8)

The Human Resources and Talent Development Group shall maintain disciplinary processes to appropriately sanction staff members who fail to comply with organizational policies relating to use of technology and handling of data. The Sr. Director, Government Services will notify the Agency as soon as reasonably possible of such sanction. 
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Physical and Environmental Security (PE)

This section covers the security of the physical facilities that house the AVS Service.
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There are two data centers where the AVS Service information is housed:

		Primary Facility

		Disaster Recovery Facility



		LexisNexis Risk

1000 Alderman Drive

Alpharetta, GA 30005

		LexisNexis Risk

6601 Park of Commerce Blvd.

Boca Raton, FL 33487
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Primary Facility, Alpharetta, GA
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The primary data center in Alpharetta, GA is not publicly accessible and is protected by the following controls:

· LexisNexis Risk, in coordination with Accuity’s Director of Technology Operations, maintains and approves the access list to the facility.

· LexisNexis Risk ensures that lists of personnel authorized to access the facilities are current. The Director of Technology Operations shall coordinate with LexisNexis Risk to promptly remove access for personnel no longer needing access.

· The Director of Technology Operations shall annually review the list of authorized personnel and coordinate with LexisNexis Risk any necessary updates.
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Physical Access Controls (PE-3)

It is important to ensure that physical access to a facility is based on the list of authorized individuals. This is one of the controls to be implemented to protect the physical access to the facility; physical access is one layer of defense in protecting the information assets.



First Layer

The first layer is a security perimeter which begins at the exterior wall of the building containing the facility.

· Physically sound with no gaps where break-ins could easily occur.

· Has appropriate physical entry controls on all ingress and egress points.

· Has manned reception by a security guard to control physical access to the building.



Second Layer

The second layer shall be a security perimeter, which begins at the interior wall of the information processing facility. The information processing facility may share an exterior wall with the building.

· All entrances to the second layer remain locked at all times. Access is gained by authorized personnel through the use of proximity cards administered by LexisNexis Risk. Biometrics devices are used to validate identity.

· Physically sound with no gaps where break-ins could easily occur.

· Physical barriers of the security perimeter shall extend from real floor to real ceiling to prevent unauthorized entry and environmental contamination, such as that caused by fire and flooding.
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Access Control for Transmission Medium (PE-4)

Telecommunications cabling carrying data or supporting information services is protected from unauthorized interception or damage.

The following general controls are implemented for the facility:

· Only wall jacks that are in regular use will be connected to the network.

· Power and telecommunications lines into the facilities are underground, where possible, or subject to adequate alternative protection; and

· Network cabling is protected from unauthorized interception or damage, by using conduit and by avoiding routes through public areas
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Access Control for Output Devices (PE-5)

Physical access to devices displaying information is controlled. Sensitive information is not visible to those that should not have access.
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Monitoring System Access (PE-6)

The organization monitors physical access to information systems to detect and respond to incidents.

· The use of Closed-Circuit TV (CCTV) is used at all entry, exit and secure points within the facility.

· The CCTV monitors are reviewable by on-site physical security staff and enable physical security staff to see all CCTV images being recorded and respond to incidents.

· All facility entry/exit doors have physical entry alarms to identify unauthorized entry. The physical entry alarm is audible and reported to on-site physical security staff.
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Visitor Control and Access Logs (PE-7, PE-8)

Authenticating visitors before authorizing access to the facility is a physical control, which provides protections against external threats to the information assets. 

· Visitors shall only be granted access for specific purposes and visitors are issued instructions on the security requirements of the area.

· The Access Control List is reviewed by the LexisNexis Risk Compliance Manager.

· LexisNexis Risk implements visitor control procedures that include all of the following features:

· Visitor log is maintained and reviewed.

· Sign-in/sign-out procedures with name and organization of the visitor, time of entry and departure recorded, along with the purpose of the visit. Visitors are required to provide government issued identification prior to being admitted.

· A temporary badge with tracking number properly displayed.

· Visitors are escorted at all times.
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Power Equipment and Power Cabling (PE-9, PE-10, PE-11, PE-12)

Power equipment and cabling are protected from damage and destruction. Emergency power switches are located near emergency exits in equipment rooms to facilitate rapid power down in case of an emergency. Emergency lighting is provided in case of main power failure.



Equipment is protected from power failures and other electrical anomalies. In the event of a power outage, the primary facility has a UPS and diesel generator in place. UPS will take initial load after power feed failure. Back-up power is provided by diesel generators, with automatic transfer switches that provide for unattended switchover from utility to generator power within minutes of a power failure. These generators and switches are serviced and exercised regularly to ensure that they are in an operational condition when needed. The facility operators are alerted when UPS systems are engaged.



The wiring closets, telecommunications rooms, emergency power switches, UPS systems, battery backups and diesel generators are monitored by appropriate access controls. Only authorized personnel have access to these zones.



The facility contains emergency equipment (e.g., emergency lighting, fire extinguishers) to establish an adequate level of safety for those working within the facility. This equipment is inspected as required by governing regulations but at least annually to ensure its operational capabilities. The facility has automatic emergency lighting systems that activate in the event of a power outage or disruption and cover emergency exits and evacuation routes.
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Fire Suppression (PE-13)

The primary facility in Alpharetta, GA has a fire detection and alarm system that is monitored 24x7x365. A dry pipe fire suppression system is in place which notifies the Fire Department and facility operators when system is in phase one alarm (heads charged). Carbon dioxide fire extinguishers are located throughout the data center.

[bookmark: _Toc431927451][bookmark: _Toc269735007][bookmark: _Toc297028403]

Protecting Against External and Environmental Threats (PE-14)

Controls for environmental exposures in the facility protect both personnel and assets by implementing controls that will protect the environment from hazards. These controls include: temperature and humidity controls, smoke detectors and fire suppression systems.
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Water Damage Protection (PE-15)

All necessary steps shall be taken to ensure that the building plumbing does not endanger the AVS Service. Procedures are in place to reduce the potential damage from plumbing leaks.
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Public Access, Delivery, and Loading Areas (PE-16)

Procedures are in place to control the flow of information system-related items into and out of the facility. Appropriate officials shall authorize the delivery or removal of Accuity, Inc. information system-related items.



To avoid unauthorized access, delivery and removal controls exist to isolate delivery areas from sensitive facilities and restricted/controlled areas containing Accuity, Inc. information, information systems, and media libraries.
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Location of Information System Components (PE-18)
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· Our planning of information systems facilities outside of the likely area of an act of terror.

· Identification of data processing facilities that are powered by disparate power substations on disparate paths from different regions.

· Verifying that our data processing facilities are sufficiently inland to avoid impacts of hurricanes and tsunamis.

· Avoidance of locations that may present a biohazard or hazmat incident due to significant rail traffic and transport of toxins.

· Selection of facilities that are resistant to Electromagnetic Interference (EMI) and that have controls in place to prevent power fluctuations, spikes, brownouts or telecommunications failures.
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Disaster Recovery Facility, Boca Raton, FL

[bookmark: _Toc431927457]Physical Access Authorization (PE-2)

The Disaster Recovery data center in Boca Raton, FL is not publicly accessible and is protected by the following controls:

· The LexisNexis Risk Director of Technology Operations maintains and approves the access control list to the data center.

· The LexisNexis Risk Director of Technology Operations ensures that lists of personnel authorized to access the facilities are current. The Director of Technology Operations shall promptly remove access for personnel no longer needing it.

· The LexisNexis Risk Director of Technology Operations shall annually review the list of authorized personnel and make any necessary updates.
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Physical Access Controls (PE-3)

It is important to ensure that physical access to a facility is based on the list of authorized individuals. This is one of the controls to be implemented to protect the physical access to the facility; physical access is one layer of defense in protecting the information assets.



First Layer

The first layer is a security perimeter which begins at the exterior wall of the building containing the facility.

· Physically sound with no gaps where break-ins could easily occur.

· Has appropriate physical entry controls on all ingress and egress points.

· Has manned reception by a security guard to control physical access to the building.



Second Layer

The second layer shall be a security perimeter, which begins at the interior wall of the information processing facility. The information processing facility may share an exterior wall with the building.

· All entrances to the second layer remain locked at all times. Access is gained by authorized personnel through the use of proximity cards administered by the LexisNexis Risk Director of Technology Operations.

· Physically sound with no gaps where break-ins could easily occur.

· Physical barriers of the security perimeter shall extend from real floor to real ceiling to prevent unauthorized entry and environmental contamination such as that caused by fire and flooding.
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Access Control for Transmission Medium (PE-4)

Telecommunications cabling carrying data or supporting information services is protected from unauthorized interception or damage. The following general controls are implemented for the facility:

· Power and telecommunications lines into the facilities is underground, where possible, or subject to adequate alternative protection; and

· Network cabling is protected from unauthorized interception or damage, by using conduit and by avoiding routes through public areas.
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Access Control for Output Devices (PE-5)

Physical access to devices displaying information is controlled. Sensitive information is not visible to those that should not have access.
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Monitoring System Access (PE-6)

The organization monitors physical access to information systems to detect and respond to incidents.

· The use of Closed-Circuit TV (CCTV) is used at all entry, exit and secure points within the facility.

· The CCTV monitors are reviewable by on-site staff and enable staff to see all CCTV images being recorded and respond to incidents.

· All emergency entry/exit doors have physical entry alarms to identify unauthorized entry. The physical entry alarm is audible and reported to on-site physical security staff.
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Visitor Control and Access Logs (PE-7, PE-8)

Authenticating visitors before authorizing access to the facility is a physical control that will provide protections against external threats to the information assets.

· Visitors shall only be granted access for specific purposes and visitors are issued instructions on the security requirements of the area.

· The Access Log is reviewed by Human Resources.

· Accuity, Inc. implements visitor control procedures that include all of the following features:

· Visitor log maintained and reviewed.

· Sign-in/sign-out procedures record the name and organization of the visitor, time of entry and departure and purpose of visit. 

· Visitors are required to provide government issued identification prior to being admitted.

· Temporary badge with tracking number properly displayed.

· Visitors are escorted at all times.
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Lock and Key Change Frequency

Mechanical locks on doors within the secure area are logged and maintained by Human Resources, which includes the enforcement of change requirements. Regardless of electronic access control, mechanical locks on facility entry/exit doors shall be maintained and re-keyed annually or sooner if turnover exceeds 50% of employees working within the secure area.   
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Power Equipment and Power Cabling (PE-9, PE-10, PE-11, PE-12)

Power equipment and cabling are protected from damage and destruction. Emergency power switches are located near emergency exits in the data center to facilitate rapid power down in case of an emergency. Emergency lighting is provided in case of main power failure.

Equipment is protected from power failures and other electrical anomalies. In the event of a power outage, the primary facility has an uninterruptible power supply (UPS). A diesel generator is on standby. UPS will take initial load after power feed failure. Back-up power is provided by a diesel generator. These generators and switches are serviced and exercised annually to ensure that they are in an operational condition when needed. The facility operators are alerted when UPS is engaged.



The wiring closets, telecommunications rooms, emergency power switches, UPS systems and battery backups are monitored by appropriate access controls. Only authorized personnel have access to these zones.



The facility contains emergency equipment (e.g., emergency lighting, fire extinguishers) to establish an adequate level of safety for those working within the facility. This equipment is inspected annually to ensure its operational capabilities. The facility has automatic emergency lighting systems that activate in the event of a power outage or disruption and cover emergency exits and evacuation routes.
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Fire Suppression (PE-13)

[bookmark: _Toc269735020][bookmark: _Toc297028416]The facility in Boca Raton, FL has VESDA systems, pre-action sprinkler systems and FM-200 suppression systems. Carbon dioxide fire extinguishers are located throughout the data center.
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Protecting Against External and Environmental Threats (PE-14)

Controls for environmental exposures in the facility protect both personnel and assets by implementing controls that will protect the environment from environmental hazards. These controls include: temperature and humidity controls that are set to manufacturer recommended settings for cooling and humidity by HVAC maintenance firm. Those controls are also automatically monitored to issue automated alerts should those control guidelines not be met. 
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Water Damage Protection (PE-15)

All necessary steps shall be taken to ensure that the building plumbing does not endanger the AVS Service. Procedures are in place to reduce the potential damage from plumbing leaks.
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Public Access, Delivery, and Loading Areas (PE-16)

Procedures are in place to control the flow of information system-related items into and out of the facility. Appropriate officials shall authorize the delivery or removal of Accuity, Inc. information system-related items.



To avoid unauthorized access, delivery and removal controls shall be implemented to isolate delivery areas from sensitive facilities and restricted/controlled areas containing Accuity, Inc. information, information systems, and media libraries.
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Alternate Work Site (PE-17)

Procedures are documented in the Continuity of Operations Plan to effectively control information system security at alternate work sites.
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Media Protection (MP-1)

Media protection must be consistent with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance. Where applicable, the media protection policy and procedures will refer to the references by the associated reference description or number, so that these policies are not repeating the reference.
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Media Access (MP-2)

For the handing of sensitive material by the Accuity AVS Operational Staff, see AVS Operational Policies and Procedures. The list of media that may contain sensitive information and require restricted access includes: 



		Media Type

		Authorized Staff

		Description



		Paper

		Data Specialist 

Manager 

Director 

		AVS Forms that have been submitted via standard mail.



		PDF

		Data Specialist 

Manager 

Director 

		AVS Forms that have been converted to images.



		DVD

		Data Specialist 

Manager 

Director 

		AVS Form images archived and ready for destruction.







For the handling of sensitive material for backups by the Accuity Technology Operations Staff, see the Accuity Technology Operations Policies and Procedures.



		Media Type

		Authorized Staff

		Description



		SAN Storage

		LAN Network Administrator

Director of Technology Operations

System Administrator

		Encrypted data for maintaining the AVS Service and database.



		Data Domain Storage

		LAN Network Administrator

Director of Technology Operations

System Administrator

		Back-up disk-based system for the SAN Storage device.



		DVD

		LAN Network Administrator

Director of Technology Operations

Manager, Computer Operations

		Video surveillance record.





[bookmark: _Toc431927472]

Media Marketing (MP-3)

In order to protect the information on stored media, the media should be appropriately labeled with its sensitivity so that individuals handling the media or information understand the level of protection that must be provided. See the Accuity Technology Operations Policies and Procedures.. 



Policies and Procedures.

Accuity Asset Verification Services Inc. does not label sensitive material, but Accuity Asset Verification Services Inc. enforces “chain-of-custody” policy for all sensitive material. Sensitive material does not leave controlled environment, with the exception of paper that is eligible for destruction. It remains in chain-of-custody until delivered.



Accuity Asset Verification Services Inc. labels DVDs and contents are identified on media type. No other removable media is permitted by Accuity Asset Verification Services Inc.
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Media Storage (MP-4)

For the purposes of the AVS Service, there is absolutely no removable media. Therefore, this section is not relevant. 



For Accuity, Inc. processes at large not related to the AVS Service, the Director of Technology Operations, the Associate Director of Operations, and authorized staff shall control access to and securely store all information system media (i.e., both paper and digital) containing moderate- or high-impact sensitive information, including back-up and removable media, in a secure location when not in use. All information stored in the AVS Service is backed up to disk on a Data Domain storage device. No magnetic tapes or other media are used for the back-up and recovery process of the AVS Service.   
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Media Transport (MP-5)

Media for the AVS Service is not authorized to be transported out of the control areas of the Accuity Asset Verification Services Inc. Data Centers or Operations Centers. In case of emergency and to prevent a possible compromise to information and the media storing the information, transported media will be protected during transport outside of the controlled area as described in the Accuity Technology Operations Policies and Procedures.



Accuity Asset Verification Services Inc. utilizes a document destruction service (R4) for all sensitive paper. Chain of custody is maintained between authorized Accuity Asset Verification Services Inc. resources up until the locked bin is loaded on the vendor’s truck for destruction. The document destruction company will come once a month or more as needed by Accuity Asset Verification Services Inc. R4 provides Accuity Asset Verification Services Inc. with a document destruction certificate and bin receipts after the removal of bins. 
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Disposal of Media (MP-6)

When media has reached its end of life, it must be disposed securely. See the Accuity Technology Operations Policies and Procedures and the AVS Operational Policies and Procedures. The only removable media that Accuity Asset Verification Services Inc. utilizes is DVD. Accuity Asset Verification Services Inc. does not currently have DVDs that are eligible for disposal; however, when the DVDs are eligible for destruction, Accuity Asset Verification Services Inc. will be following the policies found in the AVS Operational Policies and Procedures document.
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Media Use (MP-7)

For the purposes of the AVS Service, there is absolutely no removable media present. Therefore, this section is not relevant. 
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Access Controls (AC)

Access control addresses user authorization to utilize an information system. It also addresses the processes and types of transactions that are allowed. The following policies ensure that there are limitations on who can access a system and the mechanisms for verifying a user’s need to access the system.
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Account Management (AC-2)

[bookmark: _Toc269978490][bookmark: _Toc270057627][bookmark: _Toc297028428][bookmark: _Toc431927479]The AVS Service

The following policy provides guidance for the management of accounts on the AVS Service. This includes account creation, auditing, modifying and disabling. The Associate Director of Operations shall ensure that:

· Users of the AVS Service have a validated requirement to access the AVS Service.

· Access privileges are processed solely through the AVS Service’s account management system.

· Users have approved access requests prior to granting access to the AVS Service.

· Temporary and emergency accounts are not created.

· Guest/anonymous accounts are not created.

· Shared/Group account credentials are not used.

· User access is reviewed once a year.

· User IDs are automatically disabled after a period of inactivity of more than 30 days for SSA and Accuity Asset Verification Services Inc. Users.

· The AVS Service implements access control measures that provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.

· Account creation, disabling, and termination are audited and reviewed by Product Owners, the TechOps Group, and a Security Specialist.

· An automated account creation has been created to define a single control point for new accounts.

· The minimum timeframe for a user to change their password is 30 days.

· Users are made inactive after 90 days of inactivity on the AVS Service. 
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Access Enforcement (AC-3)

Each user in the AVS Service is required to have a specific role when the user account is created. Each role has been assigned access controls to ensure that the user is only granted the minimum access to the AVS Service necessary to perform their task in conformance with the philosophy of least privilege.



The Sr. Information Security Consultant ensures access control policies (e.g., identity-based policies, role-based policies, rule-based policies) and associated access enforcement mechanisms (e.g., Access Control Lists, access control matrices, cryptography) are used throughout Accuity Asset Verification Services Inc. to control access between users (or process acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains) in the systems that support the AVS Service.
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Information Flow Enforcement (AC-4)

Information flow enforcement is the capability of a system to control the flow of information between sources and destinations between interconnected systems.

Accuity AVS identifies and documents all (internal and external) interconnections outside of the AVS Service’s accreditation boundary. Information systems that require an external connection (interconnection outside of Accuity Inc.’s infrastructure) shall be documented. Information systems that require an external connection (interconnection outside of Accuity Asset Verification Services Inc.’s infrastructure) shall be documented with an Interconnection Security Agreement (ISA) in accordance with NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems. Accuity Asset Verification Services Inc. does not currently have any current relationships with external systems. The Sr. Information Security Consultant enforces that the flow control of information is documented, certified, and approved before access is granted.
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Least Privilege and Authorized Access to Security Functions (AC-5) (AC-6)

The AVS Service has implemented segregation and separation of duties on critical information system functions to minimize the possibility that any one individual would have the necessary authority or systems access to be able to engage in fraudulent or criminal activity. Separation of duties is designed to prevent a single individual from being able to disrupt or corrupt a critical security process. This separation is desirable for adequate internal control of sensitive information systems.



The AVS Service ensures access control follows the principle of least privilege and separation of duties and shall require that a user use unique identifiers on a system. The principle of least privilege requires that users be granted the most restrictive set of privileges (or lowest clearance) needed to perform authorized tasks (i.e., users are able to access only the system resources needed to fulfill their job responsibilities).



The AVS Service has an appropriate role-based access control system installed. Each individual with a user account is required to use a unique User-ID and password to gain access to the AVS Service.



Roles that can be assigned to Financial Institution Users are:



		Role

Function

		FI Admin

		FI User



		Response Form & Image Attachment

		X

		X



		Reports & Search by Request ID

		X

		X



		Create Invoices & Reimbursement Folder

		X

		



		User Support Info View

		X

		X



		FI User Admin

		X

		



		Email Notifications

		X

		X



		Batch Request File Folder & Response File Folder

		X

		



		Contact Support, Change Password, Logout

		X

		X







Roles that can be assigned to Accuity Asset Verification Services Inc. Users are:



		Role

Function

		Accuity Invoice Admin

		Accuity Admin

		Accuity User



		FI Participation Status Control & Central Processor Configuration

		X

		

		



		FI Contact & User Support Info Creation

		X

		X

		



		Reports, Search by Request ID & Excess Resources Alerts

		X

		X

		X



		Enter Invoices & Reimbursement Folder 

		X

		X

		X



		Automated Invoice Creation Tool

		X

		

		



		Manual Responses & Image Attachment

		X

		X

		X



		Case Management & HUN Search

		X

		X

		X



		Over due Folder, Mail Queue, Fax Queue & Print Queue

		X

		X

		X



		Statistical & Activity Reports

		X

		X

		



		TFPSYS Data Updates

		X

		

		



		Batch Request File Folder & Response File Folder

		X

		X

		



		Accuity User Admin

		X

		X

		



		SubRequest Limiter Configuration

		X

		

		



		Contact Support, Change Password, Logout

		X

		X

		X







[bookmark: _Toc431927483]Least Privilege and Authorized Access to Security Functions (AC-6) – Application

Least-privilege principles are enforced for all functions within the AVS Service (application), including those related to security. Restricted functionality of specific user account types enforce the separation of privileges between normal users and those with access to information and functions associated with security. Only the Accuity AVS and Agency User communities have security related functions. The FI Community has neither account creation capability nor any access to security-related information within the AVS Service.  



The following tables identify the roles that possess privileged access to security-related information and functions within the AVS Service. All of the information and functions identified require explicit authorization to access:



Accuity AVS User Access to Security Information and Function:



		Role

Security Function

		Accuity Invoice Admin

		Accuity Admin



		Display of User Information (User ID, name and contact information)

		X

		X



		User Account Administration (unlock account, inactivate account, reset temporary password)

		X

		X



		User Account Creation (account creation and account-type assignment)

		X

		







[bookmark: _Toc431927484]Least Privilege and Authorized Access to Security Functions (AC-6) – Information Systems

Access to security functions involving the hardware or firmware supporting the operation of the AVS Service requires explicit authorization and is limited to only those individuals and roles responsible for security administration. Further separation is enforced by restricting access to only those functions necessary to fulfill the security obligations associated with each role. Security functions within the AVS information systems are entirely serviced by Accuity AVS and the LNR Alpharetta, GA data center. 



The following table provides information regarding the specific security functions served by each of the roles identified:



		Role







Security Function

		System Administrator

		LNR Network Administrator

		Security Consultant



		System Account Creation

		X

		X

		



		System Account Configuration

		X

		X

		



		Setting Firewall Rules

		

		X

		



		Setting Audit Parameters

		X

		X

		



		Running Audit Reports

		X

		X

		X



		Monitoring Tool Configuration

		X

		X
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Unsuccessful Log-on Attempts (AC-7)

The AVS Service locks out accounts after three unsuccessful login attempts and shall remain locked out for 24 hours before further log-on attempts are allowed or until manually reset by the Accuity AVS Support Staff for FI Users.



Failed logins are recorded by the AVS Service with the audit codes that correspond to different failure causes. Attempts to access nonexistent accounts, repeated attempts to access an active account with an invalid password, and attempts to access the system outside of business hours or from unregistered networks can all be distinguished in the authentication server’s audit log. The audit logs also record the address of the web server that made the call to allow for reconciliation.

[bookmark: _Toc269132802][bookmark: _Toc269314422][bookmark: _Toc269735038][bookmark: _Toc297028434][bookmark: _Toc431927486]

System Use Notification (AC-8)

The AVS website displays an approved system use notification message before granting system access informing potential users:

Unauthorized attempts to access, upload, or otherwise alter data, programming language, or any other part of this system is strictly prohibited and will be subject to disciplinary and/or civil action or criminal prosecution. Anyone using this system expressly consents to monitoring and is advised that if such monitoring reveals possible evidence of criminal activity, Accuity AVS may provide the evidence of such monitoring to law enforcement officials. This system is only to be used for processing asset verification workloads. 



There is no expectation of user privacy in this system including, but not limited to, electronic mail messages. All servers supporting the AVS Service display the following notification before granting access:

Unauthorized attempts to access, upload, or otherwise alter data, programming language, or any other part of this system is strictly prohibited and will be subject to disciplinary and/or civil action or criminal prosecution. Anyone using this system expressly consents to monitoring and is advised that if such monitoring reveals possible evidence of criminal activity, Accuity may provide the evidence of such monitoring to law enforcement officials. This system is only to be used for processing asset verification workloads. 



There is no expectation of user privacy in this system including, but not limited to, electronic mail messages.

[bookmark: _Toc269132803][bookmark: _Toc269314423][bookmark: _Toc269735039][bookmark: _Toc297028435][bookmark: _Toc431927487]

Session Lock (AC-11)

The AVS Service is configured to deactivate any user session immediately and automatically following a 30 minute period of inactivity, in such a way that will require the user to re-authenticate the user’s identity before resuming interaction with the AVS Service. Prior to a session lock, the user will be notified that the session is about to timeout.  

Concurrent log-ins to the same account are logged by the authentication server and both sessions are terminated when concurrency is detected. 



Accuity AVS and FI accounts must be unlocked by contacting an Accuity Asset Verification Services Inc. Administrator.

[bookmark: _Toc431927488]

Session Termination (AC-12)

The AVS Service application is configured with a timeout period of 30 minutes. The timeout is triggered when 30 minutes of idleness has been detected. Other events that result in session termination, include:

· Instance of service interruption

· User logout

· Termination of the client application (browser session).  



Login access at the operating system level is limited to 5 minutes. When an idle period of 5 minutes is detected, the login session will be terminated. This will prevent accessibility of the system by users who unknowingly leave an open session for long periods of time. Once the session is terminated, access will require authentication by the user. These terminations prevent unauthorized users from acquiring access to the application or system when the original user is no longer utilizing the AVS Service.
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Supervision and Review-Access Control (AC-13)

The Sr. Information Security Consultant periodically reviews audit records for the systems supporting the AVS Service for inappropriate or unusual activity, investigates suspicious activity or suspected violations, and report findings to the appropriate officials. Audit records related to activities of users with significant information systems roles and responsibilities are reviewed more frequently.

[bookmark: _Toc269132805][bookmark: _Toc269314425][bookmark: _Toc269735041][bookmark: _Toc297028437][bookmark: _Toc431927490]

Permitted Actions without Identification or Authentication (AC-14)

[bookmark: _Toc269132806][bookmark: _Toc269314426]The AVS Service does not permit access to the public. All users must first go through the registration process before they may use the site as an authorized user.
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Remote Access (AC-17)

For the AVS Service, access to Accuity Asset Verification Services Inc. accounts are constrained with restrictions on the IP address that a user may utilize to connect to the website.

[bookmark: _Toc269132807][bookmark: _Toc269314427]

Accuity Asset Verification Services Inc. restricts access achieved through its WAN and VPN environment to protect against unauthorized connections or subversion of authorized connections. Access to the AVS Service is restricted to within Accuity Asset Verification Services Inc.’s controlled boundary.

· Accuity Asset Verification Services Inc.’s VPN and WAN are centrally managed, monitored, and protected by strong authentication. The VPN and WAN utilize strong cryptographic mechanisms which facilitate the protection of sensitive information during transmission. Sessions are encrypted and access is controlled through a limited number of managed access control points.

· Annually or upon issuance of mobile computing equipment and in cooperation with Accuity Infrastructure Operations Group, the Sr. Information Security Consultant authorizes and approves remote access methods for Accuity Asset Verification Services Inc. The remote access methods only use mechanisms authorized by the Sr. Information Security Consultant.

· Remote access is limited to official use by individuals authorized by the Executive Vice President of Technology Services and Director of Technology Operations to work at home, or other non-Accuity Asset Verification Services Inc. worksite, (e.g., maintenance ports and system and device administration) only for compelling operational needs and during emergencies.

· The Sr. Information Security Consultant, and Director of Technology Operations as appropriate, shall authorize in writing users requiring remote access, including remote access for privileged functions. The Sr. Information Security Consultant, and Director of Technology Operations document the rationale for such access in the AVS Security and Privacy Plan.

· Accuity Asset Verification Services Inc. utilizes encryption to implement the following controls: 

· Remote access 

· Transmission integrity and confidentiality 

· In the event that an unauthorized connection is discovered, the connection will be immediately terminated and an incident response investigation launched following the requirements as set out in Section 9, Incident Management of this document.



The Sr. Information Security Consultant prohibits users from copying Accuity Asset Verification Services Inc. and related documents to the removable drives of personally-owned or privately-owned computers. Accuity Asset Verification Services Inc. staff is strictly prohibited from having an open peer-to-peer software connection (e.g., LimeWire, Napster, BitTorrent, etc.) that enables internet file sharing, commonly used in the sharing of media files with the Internet community at large.
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Wireless Access (AC-18)

Although Accuity Asset Verification Services Inc.’s Wireless Local Area Networks (WLAN) are located in the corporate headquarters in Skokie, IL, connection to the AVS Service is not possible via wireless connection. Connection to the AVS application is solely completed via personal computers physically located in the Accuity Asset Verification Services Inc. – Skokie office. User authentication is controlled by B2B credentials. All Accuity Asset Verification Services Inc. devices have a soft token that authenticates the machine to the network.

[bookmark: _Toc431927493]

Access Control for Mobile Devices (AC-19)
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Laptop computers shall be issued only to authorized office personnel who shall be responsible for both the physical security and the information stored on the device. All laptops are inventoried with a property tag or barcode and shall be password protected to limit access to its authorized user, and meet the Accuity Desktop and Laptop Security Standard and Accuity Acceptable Use of Information Systems Policy. The Sr. Information Security Consultant has developed and maintains enterprise-wide standards and procedures for implementing laptop security. Any use of PDAs and other mobile computing devices must meet the required security standards and be approved by a manager. The use of PDAs or smart phones, etc. to access and log personally-identifiable information at Accuity Asset Verification Services Inc. is restricted and access is granted only under approved circumstances. The users are responsible for seeking authorization from their manager and notifying their manager of any changes in use of or type of equipment. The Sr. Information Security Consultant, in consultation with the Director of Technology Operations, maintains enterprise-wide procedures for implementing PDA security. The Sr. Information Security Consultant ensures that all laptops use encryption to protect information.
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Removable Storage Devices (AC-19) 

The use of removable storage devices or external devices (e.g.; USB Flash Drives) is restricted to authorized personnel in order to safeguard and protect confidential data and information technology assets. Authorization for the use of removable storage devices must be granted by the user’s supervisor in writing and the request must specify the intended use of the device for annual or first-issuance approval by the Sr. Information Security Consultant. The Sr. Information Security Consultant maintains documentation on who has requested removable storage that contains: identification of staff, identification of job functions requiring the use of a removable storage device, type of device utilized, knowledge of standards and policies, signatures of authorized staff and supervisor, and acceptance of conditions.
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Use of External Information Systems (AC-20)

The following policy provides guidance regarding the use of external or personal information systems. Users shall not use personally owned equipment (e.g., laptop computers or personal digital devices (PDA)) or software to process, access, or store sensitive information. Such equipment also includes plug-in and wireless peripherals (e.g., Blackberry) that may employ removable media (e.g., CDs, DVDs, compact flash, secure digital or other similar technologies), Universal Serial Bus (USB) flash (thumb) drives, external drives, and diskettes.



The Sr. Director of Government Services prohibits users from using personally-owned or privately-owned equipment and software (e.g., laptop computers, Blackberries, Universal Serial Bus (USB) flash drives, external drives, diskettes, removable media, or personal digital devices) to process, access, or store information for AVS-related work except through approved remote access or email without prior written approval from the Sr. Director of Government Services.



Employees and contractors shall not connect equipment not owned by Accuity, Inc. to Accuity, Inc. equipment or networks without prior written approval from the Sr. Information Security Consultant. The written approval shall include a terms and conditions statement that addresses at a minimum the types of applications that can be accessed from personally-owned information systems, the minimum security standards for the implementation and an explicit scope of proliferation and use.
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Information Sharing (AC-21)

Sharing sensitive information with personnel with access privileges that are considered less than that of the information owner is prohibited. Resources with access to sensitive information are separated by function and secure workspace from individuals with lessor access privileges and/or those that access information for a different function. Sensitive information is not permitted to leave the controlled workspace without direct custody being maintained by authorized personnel and at no time may the information be shared except in serving a purpose authorized by the Sr. Director of Government Services.   
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Publicly Accessible Content (AC-22)

Except for the System Use Notification message, the AVS Service does not post information onto a publicly accessible information system. If any nonpublic information is discovered on the publicly accessible information system, it will be removed by the Sr. Director of Government Services of Associate Director of Operations.
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Configuration Management (CM-1)

[bookmark: _Toc228526171][bookmark: _Toc228604775][bookmark: _Toc228605338][bookmark: _Toc269484243]In order to maintain operational information systems, it is important that changes are documented tested and approved. All changes made to the AVS Service must be made in a controlled fashion to preserve the confidentiality, integrity and availability of the AVS Service. In order to facilitate the changes, a configuration change control process has been implemented for the AVS Service.
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Baseline Configurations (CM-2)

All servers for the AVS Service have Server Build Sheets to define the baseline configuration for the server which have been approved by the Director of Technology Operations. Policies and procedures for creating and maintaining the baseline configurations are defined in the Accuity Technology Operations Policies and Procedures. For the AVS Service, VMWare images of each baseline system are maintained as follows:

· N4641BW10

· N4641BS10

· N4641BF10



The naming convention is:

· System Name (N4641)

· B-Baseline Image

· W/S/F – Windows/Solaris/Fedora

· 10 – Version 1.0 



For the AVS Service, the baseline configurations will be reviewed and updated at least every 6 months by the Deployment Engineer and the Director of Technology Operations. During the process of upgrades to the AVS Service, the Deployment Engineer will review any new configurations required and update the build sheets and virtual image baselines accordingly. The Director of Technology Operations will ensure that at least one previous version of the server build sheet and virtual image baseline is maintained in case a rollback is required.
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Change Control Procedures (CM-3, CM-4, CM-5, CM-9)

The AVS Service has an established and maintained change control process.

Please reference the Accuity Security and Privacy Policy for more information.
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Approval Prior to the Start of Program Change Lifecycle

All requested changes to the AVS Service are documented and approved by the Associate Director of Operations prior to the start of the program change lifecycle.
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Notification that a Change to the AVS Service is Being Requested

The IT Development Manager is notified that a pending change to the AVS Service is being requested. The Manager coordinates with the Director of Technology Operations and QA Manager to identify the potential timeline of the project.
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Review of the Project and Rollout Plans 

The IT Development Manager, in coordination with a project manager, initiates a project, using the process defined in the Accuity Software Development Policies & Procedures. This process ensures that there is minimal business disruption to the AVS Service during the program change lifecycle.
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Pre-Operational Security Review

After the requirements of the project have been fully defined and the design and QA test plans have been finalized, a pre-operation security review is performed to assess the impact of the changes to the AVS Service. 
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Approval Process

The Associate Director of Operations provides written approval to the IT Development Manager that the changes can be made.
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Version Control Maintained for All Software Updates

As part of the software development lifecycle, all changes are versioned in the source code control system.
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System Documentation

All system documentation will be updated prior to completion of the changes. Old documentation will be archived.
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A designated Quality Assurance Specialist will provide sign-off approval for the changes after they have completed a formal QA process on the AVS internal test system.
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Deployment to UAT

The Deployment Engineer coordinates with the IT Development Manager and the Director of Technology Operations to schedule a time to release the change to the UAT environment. Before deployment, a back-up image of each virtual server affected by the change is created.

On initial deployment, the baseline image containing the changes to the virtual servers is deployed. On subsequent deployments, the image is updated to reflect the needed changes to the virtual servers. Deployments are scripted to provide automation to the deployment process. If any of the deployments fail, the servers will be rolled back from the back-up images to its original state.
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Production System Deployment

At a scheduled and agreed upon date and time that will minimize the impact to end users, the Deployment Engineer will begin the deployment process.

· Before deployment, a back-up image of each virtual server affected by the change is created.

· On initial deployment, the baseline image containing the changes to the virtual servers is deployed. On subsequent deployments, the image is updated to reflect the needed changes to the virtual servers. Deployments are scripted to provide automation to the deployment process.

· If any of the deployments fail, the servers will be rolled back from the back-up images to its original state.

· All documents generated by the change process are retained in the event that further review of the changes is required.

· All server build sheets and configuration documents are archived and then updated.
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Security Impact Analysis

Even though the changes to systems are tested and a security impact analysis performed, the Associate Director of Operations will monitor the changes to the information system and conduct security impact analyses to determine the effects of the changes.
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Configuration Change Control Records (CM-3)

System changes are recorded and stored in two forms – Change Request Forms and Jira Tickets. Jira is a proprietary issue tracking product that provides bug tracking, issue tracking, and project management functions. Change Request Forms are created by the Development Group and submitted to the Infrastructure Operations Group for system type changes. These changes include firewall, server, network, and operating system level changes. Jira tickets are created to track code changes and support issues. This information is retained indefinitely.  
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Configuration Settings (CM-6)

The Director of Technology Operations shall always use Accuity Asset Verification Services Inc. mandatory configuration settings for servers to ensure that security settings have been set to their most restrictive values consistent with operational requirements. See the Accuity Technology Operations Policies and Procedures document.
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Least Functionality (CM-7)

The firewalls and other security appliances are configured with least privileges necessary for the operation of the AVS Service. The Director of Technology Operations shall ensure controlled interfaces are configured to prohibit any protocol or service that is not explicitly permitted. For high-impact systems, the Director of Technology Operations shall review and eliminate any unnecessary functions, ports, protocols, or services once a year. 



Accuity Asset Verification Services Inc.’s firewalls are configured with the least privileges necessary for the operation of the AVS Service. For its firewall systems, Accuity Asset Verification Services Inc. utilizes the Checkpoint 12607 firewalls. The Checkpoint series firewalls are updated regularly and allow for tight integration of IPS, IDS, and other filtering technology. 
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IT System Component Inventory (CM-8)

In order for Accuity Asset Verification Services Inc. to maintain the AVS Service security; it is essential that a current inventory of system components be maintained. The inventory provides a means of tracking the security posture of AVS Service assets and tracking system responsibility and compliance with security requirements for those assets.



Accuity Asset Verification Services Inc. develops, documents, and maintains a current inventory of the components of the AVS Service and relevant ownership information. The inventory of AVS Service components is updated as an integral part of component installations.
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Software Usage Restrictions (CM-7) (CM-10)

Software and any associated documentation are used in accordance with Accuity’s Software Installation and Usage policies, the software license agreement and, if applicable, any copyright laws.



Accuity Asset Verification Services Inc.’s software installation policies are enforced through Snow Software Management. Software usage is tracked and the restrictions of the license agreement enforced to prevent improper use or unauthorized proliferation. Accuity AVS utilizes a “white list” principle (identifying the software that is permitted) which Snow explicitly enforces against the specifications identified. The list of permitted software is reviewed and updated as needed, but, at a minimum, the list will be reviewed quarterly by the Director of Technology Operations.
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User-Installed Software (CM-11)

Accuity Asset Verification Services Inc.’s Software Installation and Usage policies can be found in Section 15.5 of the Accuity Security and Privacy Policy document. Accuity Asset Verification Services Inc. enforces software installation policies through Snow Software Asset Management and policy compliance is reviewed weekly.
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Incident Management (IR-2, IR-3, IR-4, IR-5, IR-6, IR-7, IR-8)

Accuity Asset Verification Services Inc. maintains the AVS Incident Response Plan, a formal information security event reporting procedure, together with an incident response and escalation procedures, setting out the action to be taken on receipt of a report of an information security event. All employees, contractors and third party users are made aware of their responsibility to report any information security events immediately.
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Responsibilities and Procedures

In addition to reporting information security events and weaknesses, the monitoring of systems, alerts, and vulnerabilities are used to detect information security incidents. The following are the guidelines for information security incident management procedures:



Procedures are established to handle different types of information security incidents, including:

· Information system failures and loss of service;

· Malicious code;

· Denial of service;

· Errors resulting from incomplete or inaccurate business data;

· Breaches of confidentiality and integrity;

· Misuse of information systems.



In addition to normal contingency plans, the procedures also cover:

· Analysis and identification of the cause of the incident;

· Containment;

· Planning and implementation of corrective action to prevent recurrence, if necessary;

· Communication with those affected by or involved with recovery from the incident;

Reporting the action to the appropriate authority.



Audit trails and similar evidence are collected and secured, as appropriate, for:

· Internal problem analysis;

· Use as forensic evidence in relation to a potential breach of contract or regulatory requirement or in the event of civil or criminal proceedings, e.g. under computer misuse or data protection legislation;

· Negotiating for compensation from software and service suppliers.



Action to recover from security breaches and correct system failures is carefully and formally controlled; the procedures ensures that:

· Only clearly identified and authorized personnel are allowed access to live systems and data;

· All emergency actions taken are documented in detail;

· Emergency action is reported to management and reviewed in an orderly manner.



The objectives for information security incident management are vetted with senior management and it is ensured that those responsible for information security incident management understand Accuity Asset Verification Services Inc.’s priorities for handling information security incidents.
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Learning From Information Security Incidents

The information gained from the evaluation of information security incidents is used to identify recurring or high impact incidents. The evaluation of information security incidents may indicate the need for enhanced or additional controls to limit the frequency, damage, and cost of future occurrences, or to be taken into account in the security policy review process.
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Collection of Evidence

The rules for collecting evidence cover:

· Admissibility of evidence: whether or not the evidence can be used in court;

· Weight of evidence: the quality and completeness of the evidence.



To achieve admissibility of the evidence, Accuity Asset Verification Services Inc. ensures that AVS Service complies with the published standard or code of practice for the production of admissible evidence.



The weight of evidence provided should comply with any applicable requirements. To achieve weight of evidence, the quality and completeness of the controls used to correctly and consistently protect the evidence (i.e. process control evidence) throughout the period that the evidence to be recovered was stored and processed is demonstrated by a strong evidence trail. In general, such a strong trail can be established under the following conditions:



· For paper documents: the original is kept securely with a record of the individual who found the document, where the document was found, when the document was found and who witnessed the discovery; any investigation should ensure that originals are not tampered with;

· For information on computer media: mirror images or copies (depending on applicable requirements) of any removable media, information on hard disks or in memory is taken to ensure availability; the log of all actions during the copying process is kept and the process is witnessed; the original media and the log (if this is not possible, at least one mirror image or copy) is kept securely and untouched.



Any forensics work should only be performed on copies of the evidential material. The integrity of all evidential material is protected. Copying of evidential material is supervised by trustworthy personnel and information on when and where the copying process was executed, who performed the copying activities and which tools and programs have been utilized is logged.
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Reporting Information Security Events and Weaknesses

[bookmark: _Toc431927524]Reporting Information Security Events (PM-8) (PM-9) (PM-11)

Accuity Asset Verification Services Inc. shall maintain a formal information security event reporting procedure, together with an incident response and escalation procedures, setting out the action to be taken on receipt of a report of an information security event. Points of contact should be established for the reporting of information security events. It should be ensured that this point of contact is known throughout the organization, is always available and is able to provide an adequate and timely response.



All employees, contractors and third party users should be made aware of their responsibility to report any information security events as quickly as possible. They should also be aware of the procedure for reporting information security events and the point of contact. The reporting procedures should include:

· Suitable feedback processes to ensure that those reporting information security events are notified of results after the issue has been dealt with and closed;

· Information security event reporting forms to support the reporting action, and to help the person reporting to remember all necessary actions in case of an information security event;

· The correct behavior to be undertaken in case of an information security event, i.e.: 

· Noting all important details (e.g. type of non-compliance or breach, occurring malfunction, messages on the screen, strange behavior) immediately;

· Not carrying out any own action, but immediately reporting to the point of contact;



Reference to an established formal disciplinary process for dealing with employees, contractors and third party users who commit security breaches.



In high-risk environments, a duress alarm may be provided whereby a person under duress can indicate such problems. The procedures for responding to duress alarms should reflect the high risk situation such alarms are indicating. Examples of information security events and incidents are:

· Loss of service, equipment or facilities;

· System malfunctions or overloads;

· Human errors;

· Non-compliances with policies or guidelines;

· Breaches of physical security arrangements;

· Uncontrolled system changes;

· Malfunctions of software or hardware;

· Access violations.



With due care of confidentiality aspects, information security incidents can be used in user awareness training as examples of what could happen, how to respond to such incidents, and how to avoid them in the future. To be able to address information security events and incidents properly it might be necessary to collect evidence as soon as possible after the occurrence.



Malfunctions or other anomalous system behavior may be an indicator of a security attack or actual security breach and should therefore always be reported as an information security event.
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Reporting Information Weaknesses

All employees, contractors and third party users should report these matters either to their management or directly to their service provider as quickly as possible in order to prevent information security incidents. The reporting mechanism should be as easy, accessible, and available as possible. They should be informed that they should not, in any circumstances, attempt to prove a suspected weakness.



Employees, contractors and third party users should be advised not to attempt to prove suspected security weaknesses. Testing weaknesses might be interpreted as a potential misuse of the system and could also cause damage to the information system or service and result in legal liability for the individual performing the testing.
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Management of Information Security Incidents and Improvements
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In addition to reporting of information security events and weaknesses, the monitoring of systems, alerts, and vulnerabilities should be used to detect information security incidents. The following guidelines for information security incident management procedures should be considered:



Procedures should be established to handle different types of information security incident, including:

· Information system failures and loss of service;

· Malicious code; 

· Denial of service;

· Errors resulting from incomplete or inaccurate business data;

· Breaches of confidentiality and integrity;

· Misuse of information systems.



In addition to normal contingency plans, the procedures should also cover:

· Analysis and identification of the cause of the incident;

· Containment;

· Planning and implementation of corrective action to prevent recurrence, if necessary;

· Communication with those affected by or involved with recovery from the incident;

· Reporting the action to the appropriate authority.



Audit trails and similar evidence should be collected and secured, as appropriate, for:

· Internal problem analysis;

· Use as forensic evidence in relation to a potential breach of contract or regulatory requirement or in the event of civil or criminal proceedings, e.g. under computer misuse or data protection legislation;

· Negotiating for compensation from software and service suppliers.



Action to recover from security breaches and correct system failures should be carefully and formally controlled; the procedures should ensure that:

· Only clearly identified and authorized personnel are allowed access to live systems and data;

· All emergency actions taken are documented in detail;

· Emergency action is reported to management and reviewed in an orderly manner;

· The integrity of business systems and controls is confirmed with minimal delay.



The objectives for information security incident management should be agreed with management, and it should be ensured that those responsible for information security incident management understand the organization’s priorities for handling information security incidents.
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Contingency Planning (CP)

Accuity Asset Verification Services Inc. maintains a managed process for developing and maintaining business continuity for the AVS Service. In addition to this section, please refer to the Business Continuity Plan – Government Services - Medicaid.



Business continuity management relates to the establishment, maintenance, and effective implementation of plans for emergency response, back-up operations, and post-disaster recovery for organizational information systems and business processes to ensure the availability of critical information resources and continuity of Accuity Asset Verification Services Inc. business operations in emergency situations.



The following policies ensure that there are mechanisms in place to protect information assets and restore services with minimal disruption during an emergency.
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Information Security Aspects of Business Continuity Management (CP-1)

The business continuity management policies and procedures must be consistent with all other Accuity Asset Verification Services Inc. policies, applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.

Please see the following documents for more information:

· Accuity Security and Privacy Policy

· Accuity Technology Operations Policies and Procedures

· AVS Operational Policies and Procedures

· Business Continuity Plan – Government Services – Medicaid

· Continuity of Operations Plan
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Including Information Security in the Business Continuity Management Process

Accuity Asset Verification Services Inc. shall maintain a managed process for developing and maintaining business continuity throughout the organization. 
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Business Continuity and Risk Assessment (CP-2)

Business continuity plans are a control that provides System Owners a mechanism to ensure the availability of information systems to prevent an impact to business functions in the event of emergency. The following policy addresses the requirement to develop and maintain contingency plans and business impact assessments for Accuity, Inc. information systems.



Accuity Asset Verification Services Inc. shall develop business continuity plans, including a business impact assessment, for information systems under their purview in accordance with the AVS Operational Policies document and Procedures and NIST SP 800-34, Contingency Planning Guide for Federal Information Systems. For moderate-impact or high-impact systems, IT Operations shall conduct capacity planning so that the necessary capacity for information processing, telecommunications, and environmental support exists during crisis situations.
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Developing and Implementing Continuity Plans Including Information Security

Business continuity plans should be developed to maintain or restore business operations in the required time scales following interruption to, or failure of, critical business processes.



The business continuity planning process should consider the following:

· Identification and agreement of all responsibilities and emergency procedures;

· Implementation of emergency procedures to allow recovery and restoration in required timescales to enable external financial reporting. Particular attention needs to be given to the assessment of external business dependencies and the contracts in place; and

· Testing and updating of the plans.
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Business Continuity Planning Framework (CP-3)

In the event of an emergency, there is usually less time for planning and reacting. Therefore, personnel that must execute information system contingency plans need to be trained on their responsibilities to ensure that any delay in recovering critical systems is minimal. The following policy addresses the requirement for all personnel involved in information system contingency planning to receive training in contingency planning procedures and logistics.

Accuity Asset Verification Services Inc. shall ensure that all personnel involved in information system business continuity planning efforts are identified and trained in the procedures and logistics of information system business continuity planning and implementation for moderate systems under their purview and in compliance with the AVS Operational Policies and Procedures and NIST SP 800-34, Contingency Planning Guide for Federal Information Systems. 
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Testing, Maintaining and Re-Assessing Business Continuity Plans (CP-4)

Executing business continuity plans during controlled tests and/or exercises provides a mechanism to test the effectiveness of the contingency plans. The following policy addresses the requirement to conduct testing of contingency plans for Accuity, Inc. information systems on a regular basis.
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Testing the Plans (CP-4)

Accuity Asset Verification Services Inc.’s business continuity plans shall be tested regularly to ensure that they are up-to-date and effective. Such tests should also ensure that all members of the recovery team and other relevant staff are aware of the plans. The purpose of the testing is to test the business continuity plan for the information system annually using appropriate methods to determine the plan’s effectiveness and the organization’s readiness to execute the plan and review the contingency plan test results and initiate corrective actions if necessary.
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Maintaining Business Continuity Plans (CP-5)

Business continuity plans must be reviewed and updated on a regular basis as there are changes in information system components, changes in the organization and problems encountered during plan implementation, execution, or testing. Accuity AVS updates the contingency plans for its information systems on a regular basis.
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Alternate Storage Site (CP-6)

Accuity Asset Verification Services Inc. utilizes a certified vendor for alternate data storage services. The contract and service level agreements executed with the vendor exceed the service level requirements established in the contract between Accuity Asset Verification Services Inc. and SSA. 



Alternate Storage Site:

R4 Services

1301 W. 35th St.
Chicago, IL 60609
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Alternate Processing Site (CP-7)

Accuity Asset Verification Services Inc. has a primary and a back-up alternate processing facility established in the event business continuity protocols are evoked. These locations are not disclosed as they are determined at the time of the incident. The primary alternate processing facility will be provided by SunGard Disaster Recovery Invocation. The secondary option if the primary is insufficient or unavailable will be in an RBI controlled facility within the Chicago, IL city limits. Please refer to the Business Continuity Plan – Government Services – Medicaid for additional information.
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Failover and Disaster Recovery (CP-6, CP-7)

The AVS Service was designed specifically for performing secure, highly-available transactions. Thus, systems were engineered to avert and mitigate risk to the systems and the data they maintain. A primary feature of the AVS Service’s failover and Disaster Recovery capabilities is the utilization of two geographically disparate data centers, engineered for optimum redundancy and not susceptible to the same area-wide disruptions.



		Primary Facility

		Disaster Recovery Facility



		LexisNexis Risk

1000 Alderman Drive

Alpharetta, GA 30005

		LexisNexis Risk

6601 Park of Commerce Blvd.

Boca Raton, FL 33487





The hardware and software of both data centers has been engineered for optimum redundancy and failover capabilities. 
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Figure 21: Failover and Disaster Recovery Diagram



There is multiple, redundant connectivity between data centers. Information added to either system is automatically and immediately replicated to the other system. All significant components (hardware and software) including databases, web servers, routers, and firewalls are redundant at both data centers. In the event that individual components or an entire data center is unavailable, the other site can provide full, immediate service.
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Database Failover

The AVS Service has redundant databases at both data centers. The databases are running on Oracle RDBMS with file system replication. Transactions performed on either system are automatically replicated to the other system. Information replicated between the systems is encrypted during transmission.
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Servers and VMWare

The AVS Service runs on virtual servers in a VMware environment to provide high availability services. If for any reason the Alpharetta, GA data center were to become unavailable, operations can be resumed in the Boca Raton, FL facility.
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Telecommunications Services (CP-8)

Establishing telecommunication services, as well as any other core service supporting the operation of the AVS Service, is an integrated component of the tactical forward assembly plan incorporated within the BCP. The forward assembly plan includes the inventory and specifications of the equipment, connectivity, hardware and software required within specified increments of time to sufficiently reestablish and maintain the operation of the AVS Service. Please refer to the Business Continuity Plan – Government Services – Medicaid for additional information.
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Information System Back-up and Transfer to Alternate Storage Site (CP-9)

Please refer to the Accuity Technology Operations Policies and Procedures document for detailed back-up policies and procedures for the AVS Service. Please reference the Continuity of Operations and Business Continuity Plan – Government Services – Medicaid AVS for aspects of back-ups.
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Information System Recovery and Reconstitution and Restore Within Time Period (CP-10)

In the event of failure in either data center, Accuity’s Technology Operations Group is notified by automated monitoring tools. If the failures are determined to impact usability of the sites, an assessment is made on whether to immediately resolve the issue or to start to direct traffic to the Disaster Recovery site. Disaster Recovery objectives are identified as follows:



Software/Data Issues – Identify and restore operations within 12 hours of the incident. Depending on the duration and the time of day, customers will be redirected to the Disaster Recovery facility.



Hardware Failure – Identify and replace components within 24 hours of the incident. Depending on the duration and the time of day, customers will be redirected to the Disaster Recovery facility.



Infrastructure/Facilities – Redirect all incoming traffic to the Disaster Recovery facility and restore service at the data center within 1 to 5 days.
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BCP Threat/Risk Identification

The purpose of a Disaster Recovery Plan is to ensure that all systems and data can be quickly restored to normal operation in the event of a natural disaster (for example, a storm) or a technical disaster (for example, disk failure).  



There is a severity range of disaster, from loss of one server to the total loss of a data center or facility. The Disaster Recovery design should prepare for any of these contingencies. The key goal is to thwart data loss and reduce interruption of business should data resources fail or become unavailable. 



Continuity of Business should be maintained with minimal down time. The most minor event is a single server rendered unusable. The process of restoring the server or the data should be transparent at best or require restoring data from a backup of the preceding business day. Should the data center be lost, the Disaster Recovery servers can be turned to as a fail over resource. If the most severe disaster occurs, loss of data center and work facility, then work would shift to the Disaster Recover site itself until a new data center and facility can be established.



The following matrices outline all threats that have been identified thus far that could have an adverse impact on business continuity, as well as the mapping of each threat to the tangible impact to business continuity.

[bookmark: _Toc431927546]

Matrix AVS BCP Hazard Matrix
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Figure 2: BCP Threat Matrix



[bookmark: _Toc431927547]Matrix AVS BCP Hazard/Impact Matrix
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Figure 3: BCP Threat/Impact Matrix
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A document shall be prepared, implemented for each information system as directed herein and kept current and relevant over time. The document is to be updated and revised at least annually. This document is intended to provide the minimum security levels required by this policy as well as meeting minimum requirements set forth by regulatory agencies.



The purpose of an information security plan is to provide an overview of the security requirements of the system and describe the control in place or planned for meeting those requirements. The information security plan also delineates responsibilities and expected behaviors of all individuals who access the system. The document shall be so constructed as to provide direction to Accuity’s Information Technology Department and also to each business unit charged with operations, support, and maintenance of the information system.



The document shall consist of the following principal elements: 

· Organizing Information Security

· Asset Management

· Human Resources Security

· Physical and Environmental Security

· Communications and Operations Management

· Access Control

· Information Systems Acquisition, Development and Maintenance

· Information Security Incident Management

· Business Continuity Management

· Compliance



The Sr. Information Security Consultant shall prepare and maintain an active and effective information security plan for each information system under their purview. The information security plan must conform to all relevant governing regulations as is required as part of the system development methodology.

. 

Please refer to the Accuity Security and Privacy Policy for more information.
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Security Related Activity Planning (PL-6)

On an annual basis Accuity Asset Verification Services Inc. will coordinate with the Social Security Administration to perform annual Security and Risk Assessment Audits of the Information System. Audit requirements and activities involving checks on operational systems need to be carefully planned and agreed to minimize the risk of disruptions to business processes.

· The following guidelines will be observed:

· Audit requirements are agreed between the Agency and Accuity Asset Verification Services Inc.;

· The scope of the checks are agreed and controlled;

· The checks are limited to read-only access of public data;

· Access other than read-only shall only be allowed for isolated testing systems that do not contain private/confidential data. All data entered into the system is erased when the audit is completed, or given appropriate protection if there is an obligation to keep such data under audit documentation requirements;

· Resources for performing the checks is explicitly identified and made available;

· Requirements for special or additional processing is identified and agreed;

· All access is monitored and logged to produce a reference trail; the use of time stamped reference trails is considered for critical data or systems;

· All procedures, requirements, and responsibilities are documented;

· The person(s) carrying out the audit are independent of the activities audited.
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Information Security Architecture (PL-8)

Accuity Asset Verification Services Inc. documents its high-level information security architecture planning and responsibilities in the Accuity Security and Privacy Policy. The AVS Service was designed to be a separate information security architecture from the rest of Accuity Asset Verification Services Inc.’s infrastructure. Planned information security architecture changes are reflected in Accuity Asset Verification Services Inc. Continuity of Operations and Business Continuity Plan. Please reference the Accuity Security and Privacy Policy, the Business Continuity Plan – Government Services AVS, and the Continuity of Operations for more information.
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System and Services Acquisition Procedures (SA)

The methods for acquisition of AVS Service shall be consistent with Accuity Policies and Procedures, applicable laws, executive orders, directives, regulations and guidance.



The resources required to implement the AVS Service security requirements shall be documented as a discrete line item in the technology budgeting documentation.
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Allocation of Resources (SA-2)

The Executive Vice President of Technology Services and the Sr. Information Security Consultant include information security requirements in their capital planning and investment business cases in accordance with NIST SP 800-65, Integrating IT Security into the Capital Planning and Investment Control Process. The Executive Vice President of Technology Services and the Sr. Information Security Consultant shall ensure that information security requirements are adequately funded and documented.
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Lifecycle Support (SA-3)

Many activities during a system’s life cycle have cost, schedule, and performance implications. In addition to the functional requirements levied on an information system, security requirements must also be considered. When fully implemented, the AVS Service must be able to meet its functional requirements and do so in a manner that is secure enough to protect the agency’s operations and individuals that participate in their programs.



The Sr. Information Security Consultant and the Executive Vice President of Technology Services shall ensure that security is integrated into the Software Development Lifecycle from system inception to system disposal through adequate and effective management, personnel, operations, and technical control mechanisms. 



Solicitation documentation for the AVS Service shall require documents that describe the functional properties of the security controls employed with sufficient detail to permit analysis and testing of the controls.



Documentation adequate to configure, install, and operate the AVS Service shall be obtained, protected, and made available to authorized personnel. Please refer to the Accuity Software Development Policies and Procedures for more information.
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Acquisitions (SA-4)

The following policy provides guidance to ensure that security is properly and adequately addressed as part of system acquisition and other contracting activities. The Director of Technology Operations, Executive Vice President of Technology Services or Sr. Information Security Consultant as appropriate, shall ensure that all applicable solicitation documents (including work descriptions) and contracts, identify and document the specific security requirements for information systems, services and operations that are required of the contractor.



Solicitation documents shall include requirements that appropriate documentation be provided describing the functional properties of the security controls employed within the AVS Service with sufficient detail to permit analysis and testing of the controls.



The security requirements shall include how sensitive information is to be handled and protected at the contractor’s site. The requirements shall apply to any information stored, processed, or transmitted using the contractor’s computer systems, as well as background investigations, clearances, and/or required facility security.

Contracts shall require that at the end of the contract the contractor must return all information and IT resources Accuity Asset Verification Services Inc. provided to the contractor, or which the contractor obtained on Accuity’s behalf during the life of the contract, purge all Accuity Asset Verification Services Inc./Social Security Administration information from any contractor-owned system used to process or store it, and certify that all Accuity Asset Verification Services Inc./Social Security Administration information has been purged from such systems.



Solicitation documents shall include requirements for appropriate information system documentation. The documentation must address user and systems administrator guidance, developmental controls, and information regarding the implementation of the security controls in the AVS Service.



The Director of Technology Operations shall ensure that all applicable solicitation documents and contracts contain a statement requiring contractors to adhere to Accuity Security and Privacy Policy. Each acquired information system component must be explicitly assigned to an information system. The Associate Director of Operations must acknowledge the assignment of an information system component to the AVS Service.
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Information System Documentation (SA-5)

The Associate Director of Operations shall ensure that adequate documentation for the AVS Service is available, current, protected when required, in compliance with NIST guidance and distributed to authorized personnel. Documentation includes but is not limited to: 

· Software Development Lifecycle documentation; 

· Vendor-supplied documentation of purchased software and hardware; 

· Network diagrams; 

· Application documentation; system build and configuration documentation, which includes optimization of system security settings, when applicable; 

· User manuals;

· Standard operating procedures. 



Documentation, if available, from the vendor and manufacturers, shall describe the functional properties of the security controls employed within their information system with sufficient detail to permit analysis and testing of the controls.
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Software Installation and Usage (SA-6, SA-7)

Only approved and licensed software and associated documentation shall be acquired and used in accordance with contract agreements and copyright laws. Minimum computer desktop/laptop configuration standards, defined approved software for Accuity Asset Verification Services Inc. desktops, including laptops and similar platforms. Software to be installed on the AVS Service can only be obtained from Accuity Asset Verification Services Inc. approved sources.



Binary or machine executable public domain software products and other software products with limited or no warranty, such as those commonly known as freeware or shareware, shall not be used in the AVS Service, nor in systems processing Accuity, Inc. data, unless they are necessary for project completion and have been approved by the Executive Vice President of Technology Services and Sr. Information Security Consultant respectively.



The use of public or internal Accuity, Inc. peer-to-peer file sharing software is not permitted unless specifically documented in the Accuity Security and Privacy Policy and authorized by the Executive Vice President of Technology Services and Sr. Information Security Consultant respectively.



Approval/disapproval of Information Technology (IT) waivers to requirements shall be by the Executive Vice President of Technology Services and the Sr. Information Security Consultant as appropriate.
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Security Engineering Principles (SA-8) 

The Sr. Information Security Consultant and the Executive Vice President of Technology Services shall ensure that the AVS Service is designed and implemented using security engineering principles in accordance with NIST SP 800-27, Rev A, Engineering Principles for Information Technology Security (A Baseline for Achieving Security).
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External Information System Services (SA-9)

All security policies set forth in this document also apply to all contractors, vendors, and agents with access to Accuity Asset Verification Services Inc.’s networks. The Sr. Information Security Consultant and the Director of Technology Operations shall review all contracts for external information systems (e.g., commercial telecommunications services, network services, manned security services, or application services) to validate that adequate security requirements have been included. The Sr. Information Security Consultant and the Director of Technology Operations shall determine that an acceptable chain of trust has been established with external service providers. A chain of trust requires that Accuity Asset Verification Services Inc. establish and retain a level of confidence that each participating service provider provide adequate protection. Existing and future contracts shall include requirements to have qualified security representatives conduct independent site surveys at non- Accuity Asset Verification Services Inc. facilities.
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Developer Configuration Management (SA-10)

The following policy addresses the requirement for developers of Accuity Asset Verification Services Inc.’s information systems to implement a configuration management plan to ensure that changes to the system are tracked during the development process. The Executive Vice President of Technology Services and the Sr. Information Security Consultant shall require that the system developers create and implement a configuration management plan that controls changes to the system during development, tracks security flaws, requires authorization of changes, and provides documentation of the plan and its implementation. Developers may review respective Accuity Asset Verification Services Inc. software development policies and methods for further clarification and additional information.
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Developer Security Testing (SA-11)

The Executive Vice President of Technology Services and the Sr. Information Security Consultant shall require that the system developers create a security test and evaluation plan, implement the plan, and document the results. Developmental security test results may also be used in support of the certification and accreditation for the delivered information system. Developmental security test results are used to the greatest extent feasible after verification of the results and recognizing that these results are impacted whenever there have been security relevant modifications to the AVS Service subsequent to developer testing.
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System Communication and Protection Policy (SC)

Protection of information assets and communication mechanisms are key components to having a stable information systems environment. Where it is considered not feasible to comply with the System Communication and Protection Policy as stated herein, exceptions should be documented and initially approved within the business unit. Exceptions should then be forwarded by the senior manager for the business unit to Accuity Inc.’s Executive Vice President of Technology Services and the Sr. Information Security Consultant for final approval.
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Application Partitioning (SC-2)

The AVS Service physically and logically separates user interface services (e.g., public web pages) from information storage and management services (e.g., database management). The AVS Service is separated into discrete components to provide a separation between user interface, data, and utility services.
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Figure 4: Application Partitioning Diagram
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Below is a list of privileges assigned to administrators of the AVS Service:



		Role

		Privilege



		Standard User



		Access to server

Read/Write access to home directory





		Database Administration



		Access to Database Server

Read/Write access to home directory

Oracle Administration

SQL Server Administration





		System Administration



		Access to server

Read/Write access to all directories

UNIX/LINUX SuperUser

Windows Administrator





		Network Administration

		Access to firewalls

Access to switches

Access to virtual server console
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Information Remnants (SC-4)

An information remnant is a small part or trace of information remaining after an information transfer. Therefore, it is important to prevent information produced by the actions of a prior user/role from being available to any current user/role that obtains access to a shared system resource after that resource has been released back to the AVS Service.



The AVS Service prevents information, including encrypted representations of information, produced by the actions of a prior user/role (or the actions of a process acting on behalf of a prior user/role) from being available to any current user/role (or current process) that obtains access to a shared system resource (e.g., registers, main memory, secondary storage) after that resources has been released back to the AVS Service. Once a user logs out of the AVS Service, users are prevented from navigating back to pages that contain sensitive information.
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Denial of Service Protection (SC-5)

Since the Internet is an open network available to everyone, including hackers and attackers, Accuity Asset Verification Services Inc. must strike a balance that provides Internet connectivity to its constituents while maintaining an appropriate level of security. The following policy provides guidance to ensure that Accuity Asset Verification Services Inc. networks are protected against denial of service attacks.



Accuity Asset Verification Services Inc. maintains controlled interfaces protecting the systems that filter certain types of packets to protect devices on an organization’s internal network from being directly affected by denial of service attacks. Network traffic is monitored through Fortigate and site response time is monitored through Uptrends. If any unusual patterns disrupt traffic, the network and security administrators are alerted in order to review traffic and discern if any entities are performing a DOS attack. The networks, specific IP’s or DOS signature will then be added to deny lists on the firewalls. DOS attacks addressed by the solution will be reviewed and updated quarterly.
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Boundary Protection (SC-7)

Within Accuity Asset Verification Services Inc., boundary protection of IT resources is accomplished by the installation and operation of controlled interfaces (e.g., proxies, gateways, routers, firewall, and encrypted tunnels). Controlled interfaces, when used in concert with a variety of additional security controls (e.g., intrusion detection and prevention systems, personnel background checks, data encryption, and physical security barriers), provide an added level of assurance that unauthorized personnel will be unable to access information systems.



By tracking and controlling data, deciding whether to pass, drop, reject, or encrypt the data, controlled interfaces have proven to be an effective means of securing a network.

Interconnections between the AVS Service information systems not controlled by Accuity Asset Verification Services Inc. are established only through controlled interfaces. 

AVS prevents unauthorized release of information outside of the AVS Service boundary or any unauthorized communication through the AVS Service boundary when there is an operational failure of the boundary protection mechanisms.

There is no public access to Accuity Asset Verification Services Inc.’s internal networks.

Accuity Asset Verification Services Inc. uses the technique of NAT on the main Internet router to provide hidden Internet addresses to internal Accuity, Inc. Servers. This effectively eliminates the possibility of external sources finding the addresses of internal Accuity, Inc. servers.

Both the Alpharetta, GA and Boca Raton, FL processing sites provide the same level of protection for network connections.

Direct connection of Accuity, Inc. networks to the Internet occurs through controlled routers and firewalls that have been certified and accredited.

The publicly accessible components of the AVS Service reside on separate sub-networks with separate network interfaces.

Monthly reviews of traffic flows are directed by IT Operations. IT Operations personnel utilize the fortianalyzer to report traffic flow patterns that have traversed data networking equipment and have been recorded in the Web Content Filter, Intrusion Prevention System, Network Based Antivirus, Application Firewalls and Stateful Layer 3 Firewalls.

Monthly traffic flow reviews are scheduled using the Accuity, Inc. Security and Risk Group shared calendar as is customary.
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Transmission Integrity and Confidentiality (SC-8, SC-9)

The AVS Service shall employ cryptographic mechanisms to ensure recognition of changes to information during transmission and to prevent unauthorized disclosure of information during transmission.



All forms of communications between servers and client applications are secure and encrypted as follows:



· Communications between web clients and the web servers will be secured via TLS using AES 256 bit encryption and SHA-256 digest functions with certificates procured from Equifax, a trusted authority. The domain is dedicated to the AVS Service and is not shared with any other system. Certificates are renewed on an annual basis and cannot be used outside of their period of validity.

· The web servers communicate to the database server over a private network dedicated to the AVS Service using an SSL v3 with AES 128 bit encrypted connection.

· If Accuity Asset Verification Services Inc. system administrators log-in to a server (e.g. to perform any administrative function), then that log-on utilizes session encryption to protect authentication information (e.g., username + password). This session encryption utilizes Secure Shell (SSH). Insecure methods for log-on (i.e., username + password transmitted in the clear) are disabled.
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Network Disconnect (SC-10)

The AVS Service terminates user sessions after 30 minutes of inactivity. Servers in the AVS Service terminate user sessions after fifteen (15) minutes of inactivity.
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Cryptographic Key Establishment and Management (SC-12)

The following policy addresses the requirement for organizations to implement mechanisms and procedures for establishing and managing cryptographic keys. The Sr. Information Security Consultant and the Director of Technology Operations shall ensure cryptographic key establishment and management is done in accordance with NIST SP 800-56, Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm Cryptography, and NIST SP 800-57, Recommendation for Key Management.
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Use of Cryptography (SC-13)

Encryption is the process of changing plaintext into cipher text for the purpose of security or privacy. Encryption can be used to do, but is not limited to, the following: 

· Encrypt data while in storage;

· Encrypt data while in transmission; 

· Encrypt individual files for transmission over an unsecured medium; 

· Guarantee the integrity of a file or message, and detect any modifications. 



All components of the AVS Service, transmitting or storing sensitive information, require protection. The following methods are acceptable for encrypting sensitive information: 

Advanced Encryption Standard (AES) algorithms that have been validated under FIPS 140-1 or FIPS 140-2 (as amended).

Communication outside the information system boundary requires Transport Layer Security Version 1.0 (TLS 1.0) using AES 256 bit encryption and SHA-256 digest functions.

Internal communications within Accuity Inc.’s secure network require Secure Sockets Layer Version 3.0 (SSL 3.0) using AES 256 bit encryption.

Data stored at rest require Oracle’s Advanced Security Module to store data using AES 256 bit encryption.
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Public Access Protections (SC-14)

The AVS Service does not provide publically available information. All users must first go through the registration process before they may use the site.

[bookmark: _Toc431927572]

Collaborative Computing (SC-15)

The Associate Director of Operations ensures that no collaborative computing resources, like audio and video conferencing and electronic white boards are utilized by staff with access to the AVS Service.
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Public Key Infrastructure Certificates (SC-17)

A public key infrastructure (PKI) is an architecture that provides the means to bind public keys to their owners and helps in the distribution of reliable public keys in large heterogeneous networks. Public keys are bound to their owners by public key certificates. These certificates, which contain information such as the owner’s name and the associated public key, are issued by a reliable certification authority (CA). A public key/private key pair is generated using the public key infrastructure. The user retains the private key. The issuing certification authority signs the public key, creating a public key certificate. These certificates are used by the public key infrastructure to validate a public key. Public key/private keys can be used in a public key cryptographic system to encrypt data. They also can be used to create digital signatures.



When the solution requires it, the Sr. Information Security Consultant, in conjunction with the Director of Technology Operations, shall select and implement a public key infrastructure for Accuity Asset Verification Services Inc. in accordance with NIST SP 800-32, Introduction to Public Key Technology and the Federal PKI Infrastructure.



The Sr. Information Security Consultant, in conjunction with the Director of Technology Operations, shall establish Accuity Asset Verification Services Inc. root certification authority and operate under an approved certificate policy and certificate practice statement for systems and networks that require public key infrastructure services. Any additional certification authorities within Accuity Asset Verification Services Inc. must be subordinate to the Accuity Asset Verification Services Inc. root.



Program offices wishing to establish their own certification authority shall request approval from the Sr. Information Security Consultant, be a subordinate to the Accuity Asset Verification Services Inc. root, and operate under an approved certificate policy and certificate practices statement.

The Sr. Information Security Consultant shall cross-certify the Accuity Asset Verification Services Inc. root certification authority with the Federal Bridge. The certificate policies and practice statements of certification authorities subordinate to the Accuity Asset Verification Services Inc. root must comply with the Federal Bridge Certificate Policy.

The Sr. Information Security Consultant shall perform a yearly compliance audit of the root certification authority and all subordinate certification authorities.

The Sr. Information Security Consultant, in conjunction with the Director of Technology Operations, shall ensure separate public/private key pairs are used for encryption and digital signature.
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Controls Against Mobile Code (SC-18)

Mobile (downloadable) code is software that is transmitted from a remote source across a network to a local system and then executed on that local system (e.g., personal computer, PDA, mobile phone, Internet appliance). Examples include ActiveX controls, Java applets, scripts run within the browser, and HTML e-mail. Although mobile code is a legitimate method for distributing application software, it is most frequently associated with malicious mobile code (e.g., viruses, worms, Trojan horses) that execute without the permission of or any explicit action by the local system’s owner/user.



Accuity Asset Verification Services Inc. employees or contractors cannot download or install mobile code unless approved by the Executive Vice President of Technology and the Sr. Information Security Consultant.
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Voice Over Internet Protocol (SC-19)

Voice over Internet Protocol (VoIP) and similar technologies move voice over digital networks using protocols that may have been originally designed for data networking rather than voice. VoIP technologies are prohibited on Accuity Asset Verification Services Inc.’s network and information systems unless explicit authorization is granted by the Executive Vice President of Technology Services.
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Secure Name/Address Resolution Service (Authoritative Source) (SC-20)

The Director of Technology Operations ensures that the AVS Service enables remote clients to obtain origin authentication and integrity verification assurances for the name/address resolution information obtained through the service following the guidance in NIST SP 800-81, Security Domain Name Deployment Guide.
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Secure Name/Address Resolution Service (Recursive or Caching Resolver) (SC-21)

The system resource (i.e., resolving or caching name server) that provides name/address resolution service for local clients shall perform data origin authentication and data integrity verification on the resolution responses it receives from authoritative DNS servers when requested by client systems.
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Architecture and Provisioning for Name/Address Resolution Service (SC-22)

Accuity Asset Verification Services Inc. utilizes 4 external DNS Servers for name resolution. Authoritative DNS servers with two roles (internal and external) are established internal networks and external networks. The list of clients who can access the authoritative DNS server of a particular role is also specified.
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Session Authenticity (SC-23)

The Director of Technology Operations ensures that session-level protection is implemented following the guidance in NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations, and NIST SP 800-77, Guide to Ipsec VPNs, where needed (e.g., for service oriented architectures providing web-based services).
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Protection of Information at Rest (SC-28)

The Associate Director of Operations ensures that the confidentiality and integrity of the AVS Service is protected at rest. All data is to be encrypted while at rest in the database with AES-256 encryption using Oracle 11g’s Advanced Security Module. Along with encrypting the actual databases on the server, this methodology ensures that all back-up files are encrypted as well.
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Separation of Development, Test, and Operational Information Systems (SC-32)

To help ensure appropriate separation of the test and production environments, all IT development and testing systems and networks, are kept isolated from the AVS Service.

The following environments are in place for the AVS Service:



Production – The full production system used for the AVS Service. This system runs in the Alpharetta, GA data center.



UAT/ETE – The User Acceptance System and End-to-End Testing Environment will test new releases of the AVS Service before going into production. Both of these systems will be running in the Alpharetta, GA data center and share the same environment.



Disaster Recovery (DR) – The Disaster Recovery system provides completely redundant production environment for AVS Service that is synchronized with the production environment and can be used in case of a severe failure in the Alpharetta, GA data center. The Disaster Recovery system is located in Boca Raton, FL.



Training System – The existing training system will operate in Alpharetta, GA.



Internal QA System – The Accuity internal QA environment will operate in Alpharetta, GA.



DIET – The DIET system will provide a load testing environment for the AVS Service that is completely separate from the production system. No physical servers will be shared between the DIET system and the production system. This system will be located in the Alpharetta, GA data center.



The following controls are in place:

· Development and operational software run on different computer systems;

· Compilers, editors and other system utilities are accessible from operational systems;

· Different log-on procedures are used for operational and test systems, to reduce the risk of error. Users are encouraged to use different passwords for these systems, and menus display appropriate identification messages;

· The development staff only has access to operational passwords where controls are in place for issuing passwords for the support of operational systems. Controls ensure that such passwords are changed after use. Additionally, all developer access to production must be logged and reviewed; and

· Development and test systems cannot run against operational databases. Any required databases need to be rebuilt in the development/testing environment without any production data.
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Authentication is the process of establishing confidence in user identities electronically presented to an information system. Individual authentication is the process of establishing an understood level of confidence that an identifier refers to a specific individual. Authentication focuses on confirming an individual’s identity, based on the reliability of the individual’s credentials.
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Network Access to Privileged Accounts (IA-2)

The AVS Service controls limit user access based on positive user identification and authentication for the AVS Service. Access to the servers is limited to access from within Accuity’s physical premises. In conjunction with physical access controls, User IDs and passwords must meet NIST SP 800-63, Electronic Authentication Guideline, level 2 password requirements.



Accuity Asset Verification Services Inc. implements multifactor authentication for network access privileged accounts for the information system. 
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Device Identification and Authentication (IA-3) 

To ensure that only approved devices can connect to the network and that approved applications can connect to back-end systems, the authenticators need to be protected from unauthorized disclosure and use. The following policy provides guidance for ensuring that the AVS Service uniquely identify and authenticate devices that attempt to establish connections.



The information system uses shared known information (e.g., Transmission Control Protocol/Internet Protocol [TCP/IP] addresses) to authenticate devices on both local subnets and wide area networks (WAN).

[bookmark: _Toc269144637][bookmark: _Toc269314543][bookmark: _Toc269978584][bookmark: _Toc270057722][bookmark: _Toc297028523][bookmark: _Toc431927585]

Identifier Management (IA-4)

Managing identifiers involves maintaining a method for using credentials for the unique identification and authentication of users.



The Agency ensures that Agency User IDs for the AVS Service are their standard User PINs and that access with least privilege roles are given to the user.

The Associate Director of Operations ensures that Accuity User IDs for the AVS Service utilize standard Accuity User IDs and that access with least privilege roles is given to the user.

Accuity AVS Users shall not share identification or authentication materials of any kind; nor shall any Accuity User allow any other person to operate any Accuity AVS Service by employing the user’s identity.

User IDs are automatically disabled after a period of inactivity of no more than 90 days.

Agency and Accuity AVS accounts are configured with restrictions on the IP address that a client may use to connect to the application.

[bookmark: _Toc269144638][bookmark: _Toc269314544][bookmark: _Toc269978585][bookmark: _Toc270057723][bookmark: _Toc297028524][bookmark: _Toc306952252][bookmark: _Toc431927586]Each User ID is associated with a single user within the AVS Service indefinitely and therefore can never be reused or duplicated. User IDs are never deleted from the AVS Service database.

Authenticator Management (IA-5)

The information contained in the following sections addresses the specific customer-defined differences that relate solely to the AVS Service. For information on standard password guidelines for our information systems, please refer to the Accuity Security and Privacy Policy.



Operations staff use authorized key cards to access the secure AVS area. An employee’s identity is verified before they are issued an activated key card to the secure AVS area.

[bookmark: _Toc62891980][bookmark: _Toc269482310][bookmark: _Toc431927587][bookmark: _Toc305089912][bookmark: _Toc306952253][bookmark: _Ref312169160]

Passwords 

Temporary passwords are created when a user’s account is activated. Temporary passwords are delivered to the user in an email separate from the User ID. The user will be required to create a new password when he or she signs onto the AVS Service for the first time. Passwords must contain 6 to 10 characters and contain at least one number. When passwords expire and must be changed, a minimum of one character uniqueness must be applied.



The following policy provides guidance for the management of authenticators to include passwords. A password is a secret that a Claimant memorizes and uses to authenticate the Claimant’s identity. Passwords are typically character strings. Strong passwords have a minimum of eight alphanumeric characters with at least one uppercase or lowercase letter and one digit. Strong passwords do not have common words or permutations of the User ID.

The use of a password by more than one individual is discouraged throughout Accuity. However, there may be circumstances (e.g., operation of crisis management or operations centers, watch teams, and other duty personnel) that require the use of group User IDs and passwords.



The AVS Service locks out accounts after three (3) unsuccessful login attempts and shall remain locked out until manually reset by the authorized administrator for each community:

· Agency User Community: Administered by the Agency

· Accuity User Community: Administered by Associate Director of Operations

· FI User Community: Administered by Accuity Administrator

[bookmark: _Toc269482311][bookmark: _Toc305089913][bookmark: _Toc306952254]

Change Password

At any time, for any reason, the user may change his or her password by using the Change Password function. The user will be required to enter his or her current password, followed by his or her new password twice. The only requirement for a user when changing a password is that there must be a one character change between the previous password and the new password. Refer to the password requirements defined in Section 0, Password Standards.



Forced password change requirements are automatically enforced by the AVS Service based on the number of days a password can remain active. The period of time a password remains active varies between each User Community (FI, Agency and Accuity Administrator). Password requirements specific to each User Community are displayed for the user at the top of the Change Password screen.

[bookmark: _Toc305089914][bookmark: _Toc306952255][bookmark: _Ref312169245]

Password Standards 

The below sections provide the AVS Service User password requirements. Where appropriate, requirements unique to a specific user community are classified as such and defined separately from those requirements that apply universally to all AVS Service Users.



AVS Standard Password Requirements

The following chart encompasses the standard AVS User Password requirements that apply to all AVS User Communities (FI and Accuity Administrator):



		All User Communities

		Passwords must contain:

· 6 to 10 characters

· At least one alpha and one numeric character

· No special characters (!, #, %, etc.)

· The User’s previous four (4) passwords cannot be reused

· At least 1 character difference from the previous password

· Passwords cannot contain more than one set of repeated characters





[bookmark: _Ref311104502]

AVS Community-Specific Password Requirements

The following chart encompasses the password requirements that are unique to each of the User Communities:



		FI User Community

		· Passwords expire and must be changed every 200 days





		Accuity Administrator

		· Passwords expire and must be changed every 200 days





[bookmark: _Toc431927588][bookmark: _Toc269144639][bookmark: _Toc269314545][bookmark: _Toc269978586][bookmark: _Toc270057724][bookmark: _Toc297028525]

Servers Supporting the AVS Service

The following policy provides guidance for the management of accounts on the AVS Service. This includes account creation, auditing, modifying and disabling.



The Sr. Information Security Consultant in conjunction with the Director of Technology Operations, shall ensure that:

· Users have a validated requirement to access the servers.

· Access privileges are processed solely by the Director of Technology Operations in a managed process and are documented.

· Users have approved access requests prior to granting access to the AVS Service.

· Individuals that perform duties as administrators have separate administrator and non-administrator accounts.

· Temporary and emergency accounts are not created.

· Guest/anonymous accounts are not created.

· All default vendor or factory-set administrator accounts and passwords are changed before installation.

· User access is reviewed as required by regulations and best practices and at least annually.

· User IDs are automatically disabled after a period of inactivity of 30 days.

· Encryption and access control measures have been implemented that provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.

· Account creation, disabling, and termination are audited and reviewed as required by regulations and at least once per year.

· Passwords adhere to a change policy requiring one character change whenever a password expires and must be changed.

· The minimum timeframe for a user to change their password is 30 days.

[bookmark: _Toc431927589]

Authenticator Feedback (IA-6) 

For the AVS Service and all servers supporting the AVS Service, passwords are not displayed when entered (e.g., displaying asterisks when a user types in a password).

[bookmark: _Toc269144640][bookmark: _Toc269314546][bookmark: _Toc269978587][bookmark: _Toc270057725][bookmark: _Toc297028526][bookmark: _Toc431927590]

Cryptographic Module Authentication (IA-7) 

The AVS Service transmits and stores sensitive information which requires protection based on a Moderate risk assessment classification. The following methods are used for encrypting sensitive information: 

· Advanced Encryption Standard (AES) algorithms that have been validated under FIPS 140-1 or FIPS 140-2 (as amended).

· Communication outside the information system boundary requires Transport Layer Security Version 1.0 (TLS 1.0) using AES 256 bit encryption and SHA-256 digest functions.

· Internal communications within Accuity’s secure network require Secure Sockets Layer Version 3.0 (SSL 3.0) using AES 256 bit encryption.

· Data stored at rest require Oracle’s Advanced Security Module to store data using AES 256 bit encryption.

· Encryption is used in the AVS Service to implement the following controls: 

· Encrypt data while in storage.

· Encrypt data while in transmission. 

· Encrypt individual files for transmission over an unsecured medium. 

· Guarantee the integrity of a file or message, and detect any modifications. 

[bookmark: _Toc269144641][bookmark: _Toc269314547][bookmark: _Toc269978588][bookmark: _Toc270057726][bookmark: _Toc297028527][bookmark: _Toc431927591]

Identification and Authentication (Non-Organizational Users) (IA-8)

[bookmark: N101FD]The AVS Service does not support the ability to authenticate non-organizational users. All users must first go through the registration process before they may use the site. Accuity AVS does not utilize third party credentials nor have PIV capability.

[bookmark: _Toc269314548][bookmark: _Toc269978589][bookmark: _Toc270057727][bookmark: _Toc297028528][bookmark: _Toc431927592]

System and Information Integrity (SI-1)

The system and information integrity policy and procedures must be consistent with applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance.

The user identification and authentication policies are to be reviewed and updated whenever significant changes to the system warrant.

[bookmark: _Toc269314549][bookmark: _Toc269978590][bookmark: _Toc270057728][bookmark: _Toc297028529][bookmark: _Toc431927593]

Flaw Remediation (SI-2)

Flaws in information systems provide an opportunity for systems to be compromised. Therefore, flaws, particularly those related to security, must be remediated. Flaw remediation must follow the configuration management process. IT security patches shall be installed in accordance with the Technology Operations Policies and Procedures that apply. Accuity Asset Verification Services Inc. uses Qualys and Nessus for system scans. If an emergency patch is required, the TechOps Group will schedule a patch release at the earliest available maintenance window.



The System Administrator tests patches, service packs, and hot fixes on the UAT system for effectiveness and potential side effects prior to installation. The System Administrator performs all installations and shall employ, if possible, any automated mechanism to determine, periodically and upon demand, the state of information system components with regard to flaw remediation.

[bookmark: _Toc269314550][bookmark: _Toc269978591][bookmark: _Toc270057729][bookmark: _Toc297028530][bookmark: _Toc431927594]

Malicious Code Protection (SI-3)

Software is vulnerable to malicious code so it is essential that Accuity AVS provide protection against malicious code and ensure that mechanisms and tools are in place to assist in this protection.



Accuity AVS utilizes Trend AV to defend against virus attacks: 

· Trend AV is centrally managed antivirus software for workstations and servers. The software is configured to check all files automatically on access, downloads, and email.

· Updates to Trend AV and signature files are automatic at each workstation, server, and mobile computing device promptly without requiring that end users specifically request the update.

· Trend AV runs as an administrator level service preventing users from disabling it or modifying configuration settings.



Updates are continuously applied in nearly real-time. Accuity Asset Verification Services Inc. employs continuous monitoring.

[bookmark: _Toc431927595]

Updating Protection Tools

To ensure that Accuity’s antivirus and malware prevention tools and mechanisms are updated with new and existing threat profiles, the following update schedule will be applied:

· Antivirus and malware protection agents to be updated at an interval of no greater than 24 hours, with regular update pushes every 4 hours when connected to the LAN.

[bookmark: _Toc431927596]

Removal of Malicious Code

When a virus or malware is detected the following events will occur:

· The incident is committed to a centralized log. 

· The detection tool is configured to attempt to clean the file. 

· If cleaning the file does not clear the problem, it is to delete the affected file. 

· Where deletion is not possible an alert is to be sent to the Security Team in real-time who will assess it and escalate for manual remediation.

[bookmark: _Toc269314551][bookmark: _Toc269978592][bookmark: _Toc270057730][bookmark: _Toc297028531][bookmark: _Toc431927597]

Information System Monitoring (SI-4)

Because of the number of attempted attacks against information systems and the amount of data produced as a result of an event, the use of monitoring tools and techniques is important in the detection, containment and analysis of attacks.



Network traffic is protected by a SNORT intrusion detection system. Hosts are protected by OSSEC which is a host based intrusion detection system. Both IDS systems are capable of maintaining logs and alerting staff of incidents. The logs from the respective IDS systems are reviewed on a monthly basis for suspicious activity. The IDS system uses traffic profiles that it uses to pattern match all network traffic and host events from within the application environment. Any IDS alert that fits a profile is automatically logged and is either displayed on a supplemental console or sent to an Operations email account. Both the console and the Operations email account are reviewed daily and any significant events will be responded to according to the AVS Incident Response Plan. Access to the monitoring tools is restricted to network administrators to prevent circumvention of the monitoring tools by unauthorized personnel. 

[bookmark: _Toc425344404][bookmark: _Toc431927598]

Alert Monitoring Process

The IT Operations staff is notified about an alert via an email. The IT Operations staff investigates and evaluates the circumstances to determine if the alert was a false positive or real threat.



Regardless of the nature of the alert, IT Operations staff logs all of the alerts and records a brief statement regarding the intervention. This log is maintained in Microsoft Excel.

On a monthly basis, the Senior Director of IT Operations or his delegate reviews the log for trends that require monitoring and further intervention.



The IT Operations staff records any trend related intervention on the Excel Log to document the issue and related action.

[bookmark: _Toc269314552][bookmark: _Toc269978593][bookmark: _Toc270057731][bookmark: _Toc297028532][bookmark: _Toc431927599]

Security Alerts and Advisories (SI-5)

External security alerts and advisories provide information to personnel prior to an incident, providing a possible opportunity to correct system vulnerabilities that might potentiality compromise a system.



The Director of Technology Operations and the Sr. Information Security Consultant ensure that all alerts and advisories, as defined in the AVS Incident Response Plan, are subscribed and responded to accordingly.

[bookmark: _Toc431927600][bookmark: _Toc425344406]

External Sources (SI-5) 

In addition to the security alerts provided by Nessus and Qualys as part of the security patching process, Accuity AVS receives security alerts and advisories from multiple external sources. Sources may be added or removed at any time, dependent on the discretion of the Director of Technology Operations and Sr. Information Security Consultant. Below is the list of sources currently utilized by Accuity AVS:



		Source



		Microsoft Security Advisory

Discusses Security vulnerabilities in all Microsoft products and has patches available.

http://www.microsoft.com/security/default.asp



		BUGTRAQ

A mailing list designed for the detailed and open discussion of security vulnerabilities in UNIX systems. http://www.eecs.nwu.edu/~jmyers/bugtraq/index.html



		CERT

In response to computer security threats, the Advanced Research Projects Agency (ARPA) established the Computer Emergency Response Team (CERT) Coordination Center to support users of the Internet. http://www.cert.org



		SANS

Internet Storm Center Team which deals with computer and network security incidents related to hacking, vulnerabilities and viruses. http://isc.sans.org/



		CIAC

The U.S. Department of Energy's Computer Incident Advisory Capability. Established in 1989, CIAC provides computer security services to employees and contractors of the

Department of Energy. http://ciac.llnl.gov/cgi-bin/index/bulletins





		RHEL

Identifies vulnerabilities related to the RedHat Enterprise Linus product.





[bookmark: _Toc425344407][bookmark: _Toc431927601]

Alert and Advisory Distribution (SI-5)

External security alerts and advisories are delivered automatically to select Accuity AVS personnel via operational group email addresses. The distribution strategy is to ensure each system component owner is well informed prior to determining any course of action. If additional escalation is required, personnel will follow the required escalation procedures.

The following email addresses are utilized for alert and advisory distribution:



		Operational Group Email Address

		Department



		RBI-US DL BankersAccuity Ops <#Accuity-Ops@accuity.com>

		Technology Operations



		RBI-US DL BankersAccuity AVS Dev Support <avs.dev.support@rbi.co.uk>

		Information Technology





[bookmark: _Toc269314553][bookmark: _Toc269978594][bookmark: _Toc270057732][bookmark: _Toc297028533][bookmark: _Toc431927602]

Software and Information Integrity (SI-7)

A file consistency checker is executed regularly on the web servers and uses a pre-supplied CRC checksum to confirm the integrity of the installed programs. An alert message is sent out if the checksum values do not match the pre-supplied checksum.



To maintain data integrity, the database is stored utilizing AES-256 bit encryption using Oracle 11g’s Advanced Security Module. Along with encrypting the actual databases on the server, this methodology ensures that all back-up files are encrypted as well.



Quarterly scans occur using the Qualys external scanner and the internal Fortiscan Vulnerability scanner and automated patch manager. Please review the Accuity Security and Risk Calendar to identify the actual dates for which these activities are regularly scheduled.

[bookmark: _Toc269314554][bookmark: _Toc269978595][bookmark: _Toc270057733][bookmark: _Toc297028534][bookmark: _Toc431927603]

Spam Protection (SI-8)

[bookmark: _Toc269314555]Spam presents another mechanism to introduce vulnerabilities into a system as spam is associated with unsolicited email. Vulnerabilities may be imbedded in the spam in the form of executable programs, references to Internet addresses where malicious programs might be downloaded and requests for personnel data from the recipient. The recipient may or may not know how to respond to spam which introduces additional vulnerabilities to the system.

Multiple email gateways are deployed to process inbound and outbound SMTP mail. For inbound SMTP mail a perimeter defense of DNSRBL and SPF filtering is first done. SMTP mail that passes that layer is then anti-virus filtered with CLAM anti-virus. SMTP mail that passes that layer is then filtered using different Send mail filters looking for proper sender and recipient address structure, confirmation of senders SMTP mailer being used is valid (MX check) and other heuristic based filters. SMTP mail that passes that layer is checked via LDAP for valid recipient addresses. SMTP mail is then sent on to internal Microsoft Exchange servers that do their own Trend Anti-Virus filtering on inbound and outbound mail before final delivery to recipients Microsoft Exchange mailbox.



[bookmark: _Toc269978596][bookmark: _Toc270057734][bookmark: _Toc297028535][bookmark: _Toc431927604]Information Input Restrictions (SI-9)

[bookmark: N102BD]The application provides the designation of individual screens in the application requiring a valid and active session, a particular user role, and/or a particular agency or institution relationship. As part of each action, the AVS Service provides the means to handle requests differently based on the user’s authorizations in the application. The AVS Service is designed to take advantage of this ability by assigning users to specified application roles and by handling resources based upon the user’s roles and organizational associations.



In addition to access control, the application has a constrained user interface. Users of the application see different sets of links in the application sidebar based on the role(s) assigned to that user account, and organizational relationships that the user’s parent organization has. The web application always checks the user’s privilege set before requesting data or displaying a page.



In addition to access restrictions for screens and actions, there are restrictions on the data that will be viewed and modified based on the user’s privilege set.

[bookmark: _Toc269314556][bookmark: _Toc269978597][bookmark: _Toc270057735][bookmark: _Toc297028536][bookmark: _Toc431927605]

Information Input Accuracy, Completeness, and Validity (SI-10)

The AVS Service provides mechanisms to prevent inaccurate, invalid, or incomplete data from being entered into the AVS Service. The request forms utilize form wizards to guide users at each step in the process. The user is required to enter all data correctly before continuing on to the next step. A validation phase is provided to allow the user to verify all entered information is correct.

[bookmark: _Toc269314557][bookmark: _Toc269978598][bookmark: _Toc270057736][bookmark: _Toc297028537][bookmark: _Toc431927606]

Error Handling (SI-11)

The AVS Service presents clear and understandable directions to guide users to enter in valid and correct information into the system. Validity checks are present on every screen to ensure that the user is given an appropriate error message before continuing on to the next screen.



System Logs and Debugging Facilities exist within the AVS Service. The respective retention dates for such data are bound by applicable laws and policies. The data convention for logging and debugging facilities shall explicitly prevent the admission of PII including such examples as Social Security Numbers (SSN), Account numbers, Account balance information nor names associated with any claimant.

[bookmark: _Toc269314558][bookmark: _Toc269978599][bookmark: _Toc270057737][bookmark: _Toc297028538][bookmark: _Toc431927607]

Output Handling and Retention (SI-12)

The Associate Director of Operations handles and retains AVS Service output, both paper and digital, in accordance with federal laws and regulations, Accuity policy, and organizational responsibilities. Documents (statements, images, etc.) for the AVS Service are stored in a locked and secure file container within a secure room with key card (logged) access.



The documents are immediately scanned and referenced to the specific unique ID (Request ID) associated with the request in the AVS Service. The naming convention of the document files include the Request ID and the date in which the response was submitted to the Agency via the AVS Service. Document files are arranged by month of submission, burned to DVD and stored in a secure container within a secure room. Original paper documents are maintained for two months for quality control and audit purposes, and then destroyed (cross-cut shredding).

[bookmark: _Toc425344414][bookmark: _Toc431927608]

System and Information Integrity (SI-16)

The information system implements Address Space Layout Randomization (ASLR) for all host systems supporting the product to protect its memory from unauthorized code execution. Use of the respective host operating system vendor or third party ASLR technologies for respective host operating systems is to be used to implement ASLR. 

[bookmark: _Toc269978600][bookmark: _Toc270057738][bookmark: _Toc297028539][bookmark: _Toc431927609]

Awareness and Training (AT)

[bookmark: _Toc425344416][bookmark: _Toc431927610]Security Awareness and Training Policy and Procedures (AT-1)

The purpose of the program is to ensure that Accuity information system users (managers, senior executives, contractors) who receive, process or store Accuity, Inc. information are aware of their security responsibilities and know how to fulfill them. In addition to reflecting the security requirements required by Accuity, Inc., State and Federal regulations, the security training requirements reflect the business requirements of the AVS Service and provide flexibility to accommodate future technologies and related risk management decisions. 



The Security Awareness and Training Policy is reviewed at least annually by the Sr. Information Security Consultant and the Compliance Officer. Security training documentation is maintained in accordance with the policies of the Human Resources and Talent Development Group. Security training certificates are maintained by the Compliance Officer and the Human Resources and Talent Development Group. 



Please reference the Accuity Security and Privacy Policy for additional information.

[bookmark: _Toc425344417][bookmark: _Toc431927611]

Security Awareness Presentations

The Sr. Information Security Consultant shall communicate new computer security program information, security bulletin information, and security items of interest that are appropriate for the respective community. Security awareness presentations or messages may be delivered through email, web-based sessions, “brown-bag” seminars or other media depending on the complexity of the message. These messages may also be delivered through “sign-on warning banners” that address information privacy and security issues to all log-on/access points to computer information systems where technically practical. All workforce members shall receive continuing information security awareness updates that focus attention on relevant security issues.

[bookmark: _Toc425344418][bookmark: _Toc431927612]

Security Awareness Training (AT-2)

The Sr. Information Security Consultant maintains and coordinates the maintenance of material for general security training as part of the information security training program. All general security training sessions must be sponsored or approved by the Human Resources and Talent Development Group.



All Accuity, Inc. staff shall receive an initial general security training upon employment for new users and when required by information system changes. Accuity, Inc. staff shall receive regular updates in organizational policies and procedures before being granted access to Accuity, Inc. information resources. All staff will receive refresher training sessions at least once every 3 years. 



General security training includes acceptable use of information system resources as well as training in the correct use of information processing facilities.

[bookmark: _Toc425344419][bookmark: _Toc431927613]

Role-based Security Training (AT-3)

Accuity Asset Verification Services Inc. provides role-based security training to all personnel who have assigned security roles and responsibilities on an annual basis or when required by information system changes. 



Accuity Asset Verification Services Inc. provides role-based security training to the following resources; these resources receive refresher role-based training on an annual basis:

· Sr. Information Security Consultant; Compliance Officer



The Compliance Officer maintains the Role-based Security Training Log of all the courses/credentials of the resources listed above. Each year, the Sr. Information Security Consultant and the Compliance Officer must attend a number of conferences and and/or courses to be determined by their managers. The Compliance Officer will retain all training records for at least 1 year after the duration of the contract.

[bookmark: _Toc425344420][bookmark: _Toc431927614]

Security Training Records (AT-4)

The Sr. Information Security Consultant shall work with the Sr. Director of Government Services and Compliance Officer to document and monitor individual information system security training activities, which include both basic security training and role-based security training. The Sr. Information Security Consultant shall retain training course information, dates of completion, audience members, and future training improvements. The Compliance Officer retains the completed certificates of the completed Security Awareness Training. All certificates for individuals working on the contract will be kept at least one year after the end of the current contract.

[bookmark: _Toc269978606][bookmark: _Toc270057744][bookmark: _Toc297028545][bookmark: _Toc431927615]

System Maintenance Policy and Procedures (MA-1)

System maintenance must be consistent with Accuity Asset Verification Services Inc.’s policies, applicable laws, Executive Orders, directives, policies, regulations, standards, and guidance. Where applicable, the system maintenance policy and procedures will refer to the Accuity Technology Operations Policies and Procedures document by the associated reference description or number, so that these policies are not repeating the reference.

[bookmark: _Toc269978607][bookmark: _Toc270057745][bookmark: _Toc297028546][bookmark: _Toc425344422][bookmark: _Toc431927616]

Controlled Maintenance (MA-2)

Controlled maintenance of system components will provide assurance that the component will not fail or become vulnerable to a security threat. See the Accuity Technology Operations Policies and Procedures.
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Maintenance Tools (MA-3)

Accuity Asset Verification Services Inc. checks all maintenance equipment with the capability of retaining information so that no organizational information is written on the equipment or the equipment is appropriately sanitized before release. If the equipment cannot be sanitized, the equipment remains within the facility or is destroyed, unless the Director of Technology Operations explicitly authorizes an exception.

[bookmark: _Toc425344424][bookmark: _Toc431927618]

Maintenance Tools Utilized

Database desktop maintenance tools: Oracle Enterprise Manager 10g client (GUI java interface). Database server side maintenance tools: sqlplus (command line tool), Oracle Enterprise Manager 11g (GUI browser interface). The Director of Technology Operations is responsible to ensure that maintenance tools used on information technology systems are routinely updated to the latest version as appropriate to ensure the security and continual operation of the solution.

[bookmark: _Toc269978609][bookmark: _Toc270057747][bookmark: _Toc297028548][bookmark: _Toc425344425][bookmark: _Toc431927619]

Nonlocal Maintenance (MA-4)

Remote maintenance presents several opportunities for compromising the security of a system. The Director of Technology Operations shall ensure that the appropriate organizational officials approve, control, and monitor remotely executed maintenance and diagnostic activities. The Director of Technology Operations shall ensure that all sessions are terminated when remote maintenance is completed. If password-based authentication is used, the Director of Technology Operations shall ensure that passwords are changed following each maintenance service. For high-impact systems, the Director of Technology Operations shall ensure that records for such activities are maintained and periodically reviewed.



The Director of Technology Operations shall ensure that remote diagnostic or maintenance services for high-impact systems are only performed by a service or organization that implements for its own information system at the same level of security as that implemented on the information system being serviced. If remote diagnostic or maintenance services are required from a service or organization that does not implement for its own information system at the same level of security as that implemented on the system being serviced, the system being serviced is sanitized and physically separated from other information systems prior to the connection of the remote access line. If the information system cannot be sanitized (e.g., due to a system failure), remote maintenance is not allowed.

Refer to the Accuity Technology Operations Policies and Procedures for a detailed list of installed, non-local maintenance and diagnostic technologies.

[bookmark: _Toc269978610][bookmark: _Toc270057748][bookmark: _Toc297028549][bookmark: _Toc425344426][bookmark: _Toc431927620]

Maintenance Personnel (MA-5)

The Director of Technology Operations ensures that only authorized individuals perform maintenance on information systems. If maintenance personnel need access to organizational information, they must be supervised by organizational personnel with authorized access to such information.
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Timely Maintenance (MA-6)

If a system or system component is critical for the system to remain available, Accuity Asset Verification Services Inc. must ensure that maintenance can be performed within a predetermined and agreed time so as not to cause a greater interruption to the business functions that the system supports. All service contracts that support critical components for the AVS Service have maintenance support and parts that will be delivered within 48 hours of failure.

[bookmark: _Toc425344428][bookmark: _Toc431927622]

 DEFINITION OF TERMS

The following table lists the terms used in the AVS Security and Privacy Plan.



		Term

		Definition



		Access Control List

		Access Control Lists filter network traffic by controlling whether data packets are forwarded or blocked at various points in the network.



		Affiliated Third Party

		Individuals who may require physical or logical access to Accuity Inc.’s information processing facilities. Individuals will be employees, contractors, temporary employees, or vendor personnel providing maintenance or support.



		Authentication

		The process to establish and prove the validity of a claimed identity.



		Authorization

		The act of granting access to one or more information processing systems or Information Assets.



		Availability

		Ensuring that information and vital services are accessible by authorized users whenever needed.



		Business Unit

		A segment of the business entity by which both revenues are received and expenditure is caused or controlled, such revenues and expenditure being used to evaluate segmental performance.



		Brute Force Attack

		A type of attack in which every possible key (every possible combination of letters, numbers, and other characters) is attempted until the correct key is found. Typically used within the context of a username or password.



		Change Request Form

		An Accuity AVS document used to request changes to IOG. The form must include required information to complete any changes related to the network, firewalls, or servers. This form is attached to a work order and archived for future reference.



		Classification

		The designation given to Information Assets from a defined category on the basis of its sensitivity to disclosure, modification or destruction.



		Compliance

		The state achieved when a process or system meets or exceeds criteria or criterion laid out in company policies, laws, regulations, industry standards, or other mandatory performance controls or guidelines.



		Computing Platforms

		Any physical device which contains an electronic processor, runs an operating system, can run many applications, and can be connected to Accuity Inc.’s Network (e.g. desktop computers, servers, data storage devices, communication systems, routers, switches, hubs, personal digital assistants (PDAs) and other information system devices).



		Confidential Information

		Any code, inventions, know-how, business, customer, employee, technical or financial information that Accuity, Inc. considers proprietary and does not want disclosed to third parties or is required to prevent from disclosure to unauthorized third parties by law, regulation, or other legislative decree.



		Confidentiality

		The protection of information from unauthorized access disclosure to individuals, entities, or processes.



		Control

		A method, tool, or procedure for enforcing a security policy.



		Control Objective

		A brief description of the required result of protecting information within an IT product and its immediate environment.



		Countermeasure

		An action taken to reduce risk. It may reduce the value of the asset, the threats facing the asset or the vulnerability of the asset to those threats.



		Data

		The collection of information assets compiled, generated or maintained to support the business.



		Denial of Service (DOS)

		An attack that takes up so much of Accuity Inc.’s resources that it results in degradation of performance or loss of access to Accuity Inc.’s business services.



		Disaster

		A condition in which an information asset is unavailable, as a result of a natural or man-made occurrence, that is of sufficient duration to cause significant disruption in the accomplishment of Accuity Inc.’s business objectives.



		Encryption

		The cryptographic transformation of data to render it unintelligible through an algorithmic process using a cryptographic key.



		Firewall

		A security mechanism that creates a barrier between an internal network and an external network.



		Guideline 

		System specific or procedural specific suggestions for best practice. A guideline is not a mandatory action, but is implemented whenever possible.



		Information

		Any knowledge produced by Accuity, Inc. or third parties. This knowledge can be contained in databases, reports, inventions, discoveries, improvements, developments, devices, tools, software, video, audio, multimedia productions, marketing programs, marketing concepts, marketing plans, marketing proposals, procedures, financial information, formula, processes, plans, samples, models, drawings, compilations, methods, designs, programs, techniques and specifications, oral or in writing or in some other form. Information asset Information processing facilities, equipment, and software owned or leased by Accuity, Inc. that is used to process information including but not limited to: computing platforms, software, data files, system documentation, User manuals, training materials, operational and support procedures, continuity plans, and archived (backed-up) information.



		Information Processing Facility

		Any physical location (building, floor, room) which is solely dedicated to housing Information Processing Systems (e.g. Data Center).



		Information Processing System

		A combination of hardware and software information assets (such as; devices, operating systems, applications, and, most importantly, proprietary company and customer information) that together provides a specific service to employees, customers, or partners.



		Information Security

		The protection of Accuity Inc.’s information assets from accidental or intentional unauthorized access, modification, destruction, or disclosure.



		Information Systems

		See Information Processing System.



		Integrity

		The protection of data and information from intentional or accidental unauthorized changes by individuals or systems.



		Intrusion Detection

		The monitoring of network activities to detect, log and report upon actual or suspected authorized access and events for investigation and resolution.



		JIRA

		A proprietary issue tracking product, developed by Atlassian. It provides bug tracking, issue tracking, and project management functions.



		Logical Access

		Access to Accuity Inc.’s information or resources on a system (e.g. databases, information processing systems).



		Personally Identifiable

Information

		Any information that identifies or can be used to identify, contact, or locate the person to whom such information pertains.



		Phishing

		A type of Internet piracy in which thieves are fishing for personal financial information.



		Physical Access

		Access to Accuity Inc.’s premises (e.g. offices, computer rooms, filing cabinets).



		Physical Asset

		Equipment, furniture, buildings or other item controlled by Accuity, Inc.



		Physical Security

		The protection of information processing equipment from damage, destruction or theft; information processing facilities from damage, destruction or unauthorized entry; and personnel from potentially harmful situations.



		Premises

		A building, floor, or other enclosed space that is under the control of Accuity, Inc. and subject to its policies.



		Privacy

		The right of individuals and organizations to control the collection, storage, and disclosure of any information about themselves.



		Privileged Account

		Special authorization that is granted to particular Users to perform security-relevant operations.



		Procedure

		Procedure(s) define how to execute/implement the policy standards.



		Proprietary Information

		Confidential information of all kinds that is known only to appropriate employees of Accuity, Inc.



		Removable Media

		Any tapes, disks, cassettes, removable hard drives, CD-ROMs, optical drives, or printed materials that are specifically designed to be easily removed and transported from location to location, that may contain company information of any kind.



		Risk

		The potential for loss of productivity, revenue, reputation or for regulatory sanction.



		Risk Assessment

		The process of identifying threats to information or information systems, determining the likelihood of occurrence of the threat, and identifying system vulnerabilities that could be exploited by the threat.



		Security Perimeter

		The established physical extent to which a specific set of Accuity Security Policies applies.



		Security Policy

		A Security Policy defines in general terms, what is and what is not permitted during the operation of a company system application or facility.



		Security Requirement

		The types and levels of protection necessary for equipment, data, information, applications, and facilities to meet security policy.



		Security Safeguard

		The protective measures and controls that are prescribed to meet the security requirements specified for a system. Those safeguards may include but are not necessarily limited to hardware and software security features, operating procedures, accountability procedures, access and distribution controls, management constraints, personnel security, and physical structures, areas, and devices.



		Security Standard

		Standards specify how the policy will be implemented or enforced at the operational level.



		Shall

		The use of the word “shall” indicates a security “control” requirement, which must be followed and from which no deviation is permitted.



		Should

		The use of the word “should” indicates security “control” guidelines, which are strongly recommended, and while not mandated in every circumstance, warrants serious consideration.



		System

		See Information Processing System.



		Unaffiliated Third Party

		Individuals who are not allowed physical or logical access to the Accuity Inc.’s Information Processing Facilities.



		Virtual Private Network

		A collection of technologies that ensure the privacy of data over a shared IP network infrastructure.



		Vulnerability

		A weakness of a system or facility holding information which can be exploited to gain access.
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Executive Vice President of Technology Services

Accuity Inc.’s Executive Vice President of Technology Services provides information security consulting assistance to all Accuity, Inc. program offices for their individual programs. The Executive Vice President of Technology Services reviews and evaluates Accuity Inc.’s information security program at least annually.



Sr. Information Security Consultant

The Sr. Information Security Consultant directs the management of Accuity’s information security program. The Sr. Information Security Consultant, with the support of the Accuity Technology Organization, establishes a strong foundation for Accuity security by maintaining Accuity’s information security program. The Sr. Information Security Consultant interacts with internal and external resources and coordinates security compliance across Accuity organizational elements. The Sr. Information Security Consultant issues company-wide information, security policy, guidance, and architecture requirements for all Accuity systems and provides oversight to ensure the policies are implemented. The Sr. Information Security Consultant develops and maintains the Accuity information security program serving as the agency-wide principal advisor on information security matters.



Director of Technology Operations

Accuity’s Director of Technology Operations is responsible for the IT infrastructure (e.g., general support systems) that provides shared services across Accuity, Inc. Following Accuity, Inc. information security program policy and guidance, the Director of Technology Operations ensures the implementation of security components to secure Accuity Inc.’s information system assets.



Human Resources and Talent Development Group 

The Human Resources and Talent Development Group is responsible for defining position sensitivity levels for government positions and risk levels for contractor positions, for performing security background investigations when necessary, and for providing security-related exit procedures when employees leave Accuity, Inc.



Compliance Officer (Sr. Manager, Quality, Compliance and Security)

The Compliance Officer manages and participates in all security audits and is responsible for assimilating required documents and artifacts in accordance with the applicable audit controls. The Compliance Officer assists with measuring ongoing compliance with security controls within the various operational components. The Compliance Officer is also responsible for managing all official documentation, including the system security plan, ensuring completeness, accuracy, format and versioning. Document logs are maintained and version control enforced through the Compliance Officer’s management of the secure document archive. 



System Administrator 

The System Administrator is responsible for implementing and maintaining technical controls that enforce operational and managerial controls through mechanisms contained in the hardware, software, or firmware components of the information system. They must maintain an environment that creates a strong technical foundation for enforcement of information system security.



Authorizing Official 

The Authorizing Official is a senior government management official with the authority to formally assume responsibility for operating an information system at an acceptable level of risk. Authorizing Officials control personnel, operations, maintenance, and budgets for their systems or field sites. They control the resources necessary to mitigate risks to their information systems.



Application Development Manager

The Application Development Manager oversees the application development lifecycle and insures software development practices adhere to the Accuity Security and Privacy Policy.



Deployment Engineer

The Deployment Engineer is responsible for installing and maintaining the applications that support the AVS Service. They must maintain an environment that creates a strong technical foundation for enforcement of information system security.



Developers 

Developers, under Accuity Asset Verification Services Inc.’s Director, AVS Product Management, are responsible for developing, maintaining, and implementing information systems that are in compliance with the Accuity Security and Privacy Policy, NIST guidance, and federal regulations.
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Reports Cover Sheet

Production Deliverables

		

		

		

		

		



		

		Monthly AVS Performance Report



		

		

		

		

		



		

		Monthly Management Information Report:



		

		High Balance Report

		



		

		AVS  Availability

		

		



		

		Customer Service Representative/Support Metrics



		

		

		

		

		



		

		Monthly Transaction Count Report:



		

		Monthly Transaction Count Report



		

		

		

		

		



		

		Monthly Production Performance Measure Compliance Report:



		

		Calls - Department and FI Customer Service



		

		Emails - Department and FI Customer Service



		

		AVS Availability

		

		








Nevada Asset Verification Service

Monthly Transaction Count Report

(Will be in Excel Format when produced with live data)

		Month

		Transactions FIs with Branches in Nevada

		Transactions All Other FIs

		Total Request Transactions All FIs

		Total Responses with Balances

		Total Responses "No Account Found"

		Total Responses "Will Not Respond"

		Total Response Transactions



		7/2016

		

		

		

		

		

		

		



		8/2016

		

		

		

		

		

		

		



		9/2016

		

		

		

		

		

		

		



		10/2016

		

		

		

		

		

		

		



		11/2016

		

		

		

		

		

		

		



		12/2016

		

		

		

		

		

		

		



		1/2017

		

		

		

		

		

		

		



		2/2017

		

		

		

		

		

		

		



		3/2017

		

		

		

		

		

		

		



		4/2017

		

		

		

		

		

		

		



		5/2017

		

		

		

		

		

		

		



		6/2017

		

		

		

		

		

		

		



		7/2017

		

		

		

		

		

		

		



		8/2017

		

		

		

		

		

		

		



		9/2017

		

		

		

		

		

		

		



		10/2017

		

		

		

		

		

		

		



		11/2017

		

		

		

		

		

		

		



		12/2017

		

		

		

		

		

		

		



		1/2018

		

		

		

		

		

		

		



		2/2018

		

		

		

		

		

		

		



		3/2018

		

		

		

		

		

		

		



		4/2018

		

		

		

		

		

		

		



		5/2018

		

		

		

		

		

		

		



		6/2018

		

		

		

		

		

		

		



		7/2018

		

		

		

		

		

		

		



		8/2018

		

		

		

		

		

		

		



		9/2018

		

		

		

		

		

		

		







Source: Accuity Asset Verification Services Inc.

Report Created at 10:00 am on 8/4/2016 and reflects AVS responses received by the Nevada Department of Health and Human Services.

Report includes all counties in Nevada for each calendar month.

Nevada Asset Verification Service

Financial Institution Network Report

(Will be in Excel Format when produced with live data)



For Financial Institutions with branches in the State of Nevada:



		Financial Institutions with Branches in Nevada

 Compliance Standard = 85%



		Total Financial Institution Branches in Nevada = 599



		85% of Branches = 509



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016







For Financial Institutions with branches in the border states of California, Oregon, Idaho, Utah and Arizona:



		Financial Institutions with Branches in CA, OR, ID, UT, AR

Compliance Standard = 85%



		Total Financial Institution Branches in 13,160



		85% of Branches = 11,186



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016







For Financial Institutions with branches outside Nevada and the Border States and Region:



		Financial Institutions with Branches outside Nevada, Border States and the Region

Compliance Standard = 85%



		Total Financial Institution Branches Outside Nevada, Border States and the Region = 84,500



		85% of Branches = 71,825



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016







For All Financial Institutions in the Nevada Department of Health and Human Services Division of Welfare and Supportive Services FI Network:



		Compliance Standard = 85%



		All Financial Institutions in the Nevada FI Network = 98,259



		85% of Branches = 75,870



		Requirement

		Date Required

		Actual Percentage of Participating Branches

		Actual Compliance Date



		85%

		7/1/2016

		100%

		1/19/2016








Nevada Asset Verification Service

AVS Availability Report

(Will be in Excel Format when produced with live data)

		
Month

		Total Required Available Hours

		Actual Available Hours

		Production Performance Measure

		Actual Performance 

		Extenuating Circumstances

		Scheduled Maintenance



		7/2016

		

		

		99.5%

		

		

		



		8/2016

		

		

		99.5%

		

		

		



		9/2016

		

		

		99.5%

		

		

		



		10/2016

		

		

		99.5%

		

		

		



		11/2016

		

		

		99.5%

		

		

		



		12/2016

		

		

		99.5%

		

		

		



		1/2017

		

		

		99.5%

		

		

		



		2/2017

		

		

		99.5%

		

		

		



		3/2017

		

		

		99.5%

		

		

		



		4/2017

		

		

		99.5%

		

		

		



		5/2017

		

		

		99.5%

		

		

		



		6/2017

		

		

		99.5%

		

		

		



		7/2017

		

		

		99.5%

		

		

		



		8/2017

		

		

		99.5%

		

		

		



		9/2017

		

		

		99.5%

		

		

		



		10/2017

		

		

		99.5%

		

		

		



		11/2017

		

		

		99.5%

		

		

		



		12/2017

		

		

		99.5%

		

		

		



		1/2018

		

		

		99.5%

		

		

		



		2/2018

		

		

		99.5%

		

		

		



		3/2018

		

		

		99.5%

		

		

		







Source: Accuity Asset Verification Services Inc.

Report Created at 10:00 am on 8/4/2016.

Downtime is defined as any unscheduled AVS service outage that occurs during the defined system operational hours. Service outage causes such as force majeure, failure of elements of the internet and outages on the NV DHHS system or network are not considered part of downtime.  

Scheduled maintenance is defined as a periodic prescribed inspection and/or servicing of equipment accomplished on a calendar or hours of operation basis.



Nevada Asset Verification Service

Monthly AVS Performance Report

(Will be in Excel Format when produced with live data)

		Month

		Total Requests

		Total Responses

		% Responded in 2 days

		Production Performance Measure

		% Responded to within 10 days

		Production Performance Measure

		% Responded within 30 days

		Production Performance Measure

		% Responded in > 30 days

		Production Performance Measure

		Average days to Respond

		Median days to Respond



		7/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		8/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		9/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		10/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		11/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		12/2016

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		1/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		2/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		3/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		4/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		5/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		6/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		7/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		8/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		9/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		10/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		11/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		12/2017

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		1/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		2/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		3/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		4/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		5/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		



		6/2018

		

		

		

		20%

		

		100%

		

		100%

		

		0%

		

		







Source: Accuity Asset Verification Services Inc.

Report Created at 10:00 am on 8/4/2016 and reflects AVS responses received by the Nevada of Health and Human Services.

Report includes all counties in Nevada for each calendar month.


Nevada Asset Verification Service

Monthly AVS Customer Service Metrics Report

(Will be in Excel Format when produced with live data)

		Month

		Agency Customer Center Calls

		Agency calls Response within 2 hours

		Production Performance Measure

		% Response within 2 hours

		FI Customer Center Calls

		FI calls Response within 2 ours

		Production Performance Measure

		% Response within 2 hours

		Agency Customer Center emails

		Agency emails Response within 2 ours

		Production Performance Measure

		% Response within 2 hours

		FI Customer Center emails

		FI emails Response within 24 ours

		Production Performance Measure

		% Response within 2 hours



		7/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		8/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		9/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		10/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		11/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		12/2016

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		1/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		2/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		3/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		4/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		5/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		6/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		7/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		8/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		9/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		10/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		11/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		12/2017

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		



		1/2018

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		

		

		

		95%

		





Source: Accuity Asset Verification Services Inc.

Report Created at 10:00 am on 8/4/2016 and reflects AVS responses received by the Nevada Department of Health and Human Services.

Report includes all counties in Nevada for each calendar month.

Total number of calls responded to within 2 work day hours by the helpdesk divided by the total number of calls to the helpdesk per calendar month.

Total number of emails responded to within 12 work day hours by the helpdesk divided by the total number of emails to the helpdesk per calendar month.

Nevada Asset Verification Service

Monthly High Balance Report

(Will be in Excel Format when produced with live data)



		High Balance - ≥ $2,000 - as of 07/31/2016



		Accuity Request ID

		Agency Request ID

		Months At or Over $2,000



		NA

		NA

		NA









Source: Accuity Asset Verification Services Inc.

Report Created at 10:00 am on 8/4/2016 and reflects AVS responses received by the Nevada Department of Health and Human Services.

Report includes all counties in Nevada for each calendar month.
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PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-H: Supplemental Management Information Reports

Nevada Asset Verification Service

Verification and Account History Requests Report 

(Will be in Excel Format when produced with live data) 



Purposes: 

1. Track all data requests and responses and provide a report as documented evidence of the search even if no assets are found. 

2. Weekly data report that displays the total number of responses by source and by an account type to show the various types of accounts that are being included in the responses by each financial institution for a specified date range.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		Institution ID

		FI Name

		Checking Accounts

		Savings Accounts

		Certificates of Deposit

		401(k) or 403(b)

		IRAs

		Keoghs

		Term Deposits

		Annuities

		Pensions

		Money Market Accounts

		Bonds

		Trust Funds

		Custodial Funds

		Total



		10077420

		BoA

		$10,000

		

		

		

		

		

		

		

		

		

		

		

		

		$10,000



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		










Nevada Asset Verification Service

Weekly Full Match Analysis Report 

(Will be in Excel Format when produced with live data) 



Purpose: 	

1. The report provides the current account balance by Financial Institution and Member.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		
 ID Number

		Institution ID

		FI Name

		Months

		Account Balance



		123456

		10077420

		Bank of America

		7/1/15

		$2,514.01 



		123456

		10077420

		Bank of America

		6/1/15

		$2,311.15 



		123456

		10077420

		Bank of America

		5/1/15

		$2,610.34 



		123456

		10077420

		Bank of America

		4/1/15

		$2,345.01 



		123456

		10077420

		Bank of America

		3/1/15

		$3,218.98 



		123456

		10077420

		Bank of America

		2/1/15

		$2,587.26 



		123456

		10077420

		Bank of America

		1/1/15

		$226.57 



		123456

		10077420

		Bank of America

		12/1/14

		$2,785.11 



		123456

		10077420

		Bank of America

		11/1/14

		$2,145.22










Nevada Asset Verification Service

Weekly Summary of Data Collected Report 

(Will be in Excel Format when produced with live data) 



Purposes:

1. Provides a summary by Requests, Responses, and the Disclosed and Undisclosed Amounts (Summary by FI).

2. Displays the total number of requests and responses by request type, non-responses, total counts of undisclosed and disclosed accounts reported, accounts that were previously undisclosed, and the total asset value for each.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		
 ID Number

		Institution ID

		Disclosed Account Requests

		Undisclosed Account Requests

		Total Requests

		Disclosed Account Responses

		Undisclosed Account Responses

		Total Responses



		########

		10077420

		50

		180

		230

		$200,000.25

		$400,835.22

		$800,835.47



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		










Nevada Asset Verification Service

Weekly FI Match Report

(Will be in Excel Format when produced with live data) 



Purpose: Displays the number of new requests, existing requests, the total number of requests sent to the financial institution, number of responses that indicate are over asset threshold, total number of responses received by financial institution, and the total assets value from that financial institution for a specific date range.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		Institution ID

		FI Name

		Total Requests

		Total Responses > $2,000

		Total Responses

		Total Responses



		10077420

		BoA

		230

		23

		245

		$600,835.47



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		














Nevada Asset Verification Service

Weekly Summary By Member

(Will be in Excel Format when produced with live data) 



Purposes:

1. Includes weekly summary of responses received during the selected date range.

2. The report provides the response rate, disclosed and undisclosed assets and dollar value for all responses by member.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		
ID Number

		Institution ID

		FI Name

		Disclosed Account Responses

		Undisclosed Account Responses

		Total Responses



		123456

		10077420

		Bank of America

		$2,514.01 

		$0.00

		$2,514.01 



		123456

		10077420

		Bank of America

		$2,311.15 

		$0.00

		$2,311.15 



		123456

		10077420

		Bank of America

		$2,610.34 

		$0.00

		$2,610.34 



		123456

		10077420

		Bank of America

		$2,345.01 

		$0.00

		$2,345.01 



		123456

		10077420

		Bank of America

		$3,218.98 

		$0.00

		$3,218.98 



		123456

		10077420

		Bank of America

		$2,587.26 

		$0.00

		$2,587.26 



		123456

		10077420

		Bank of America

		$226.57 

		$0.00

		$226.57 



		123456

		10077420

		Bank of America

		$2,785.11 

		$0.00

		$2,785.11 



		123456

		10077420

		Bank of America

		$2,145.22

		$0.00

		$2,145.22










Nevada Asset Verification Service

Weekly Summary by Member and Account Type 

(Will be in Excel Format when produced with live data) 



Purposes: Provides counts for account type and type of request for each member during the date range specified.



Date Range: Responses from Monday, August 1, 2016 to Sunday, August 7, 2016



		ID Number

		Institution ID

		FI Name

		Checking Accounts

		Savings Accounts

		Certificates of Deposit

		401(k) or 403(b)

		IRAs

		Keoghs

		Term Deposits

		Annuities

		Pensions

		Money Market Accounts

		Bonds

		Trust Funds

		Custodial Funds

		Total



		123456

		10077420

		BoA

		1

		0

		0

		0

		0

		0

		0

		0

		0

		0

		0

		0

		0

		1



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		

		










[bookmark: _Toc431848457]PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-I: Nevada DHHS, DWSS User Guide

Introduction

The Asset Verification Service (AVS) provides an electronic solution to identify assets held by financial institutions that may affect the Medicaid eligibility of aged, blind and disabled applicants and recipients. AVS interfaces with and transfers data from and to the Nevada DHHS Systems. This data enables Nevada DHHS to more accurately determine Medicaid eligibility by discovering and verifying personal financial assets that individuals and families can use to pay for medical care in lieu of State and Federal Matching funding.



[bookmark: _Toc431848458]Why did the Nevada DHHS, DWSS Implemented AVS

Public Law 110-252, Title VII, section 7001 (d) Asset Verification through Access to Information Held by Financial Institutions added Section 1940 of the Social Security Act requiring that each state implement an asset verification program to verify individual assets held in financial institutions that affect the Medicaid eligibility of aged, blind or disabled applicants or recipients under the State plan.  



Section 1940 requires each applicant for, or recipient of, medical assistance under the State plan on the basis of being aged, blind, or disabled to provide authorization for the State to obtain from any financial institution any financial record held by the institution with respect to the applicant or recipient (and such other person, as applicable), whenever the State determines the record is needed in connection with a determination with respect to eligibility for medical assistance; and use the authorization to verify the financial resources of the applicant or recipient (and such other person, as applicable), in order to determine or re-determine the eligibility of such applicant or recipient for medical assistance under the State plan.



Additionally, the AVS will automate the verification of individual assets in financial institutions reducing the need for manual requests and follow up by staff and customers. This should help ensure that eligible applicants and recipients receive needed services in a timely manner.



[bookmark: _Toc431848459]About This User Guide

This User Guide provides reference material for key operational policy and procedures supporting the AVS as a whole and guidance on how to use the AVS and its components. This document is intended to ensure all aspects of the AVS Service are considered, where appropriate. Note that this information does not replace, supersede, or invalidate NH DHHS policy.



This AVS User Guide is intended to provide an efficient and easy to use resource for Users of the Asset Verification System. This document is not intended to be an independent training tool. If Users require additional support beyond what is provided in the manual, they are encouraged to contact one of the resources identified in the User Support section of this document. This guide will be updated and redistributed periodically as changes to the AVS Service, procedures or related policies are implemented.




[bookmark: _Toc431848460]Definitions

Accuity Asset Verification Services Inc. - Owned by one of the world's leading business to business publishers, Reed Business Information and part of RELX Group, Accuity sets the global standard for payment efficiency and compliance solutions. It includes Bankers Almanac and Accuity, premier data services that have been providing solutions to banks and businesses worldwide for over 140 years.

Asset Detection Request – A request to search for financial institutions that may retain an asset account owned by the applicant.

Asset Verification Request – A request to receive financial asset information from one or more financial institutions.

AVS – Asset Verification Service used to locate and report undisclosed asset accounts that may exist at financial institutions.

Early Warning – Early Warning is known throughout the financial services industry as a leader in fraud prevention and risk management providing fraud and risk management tools through collaboration and sharing of information within the industry. Early Warning Services maintains an Account Detection Database containing known account relationships that are retained by their participating financial institutions.

Financial Institution – Within the context of AVS, the term “financial institution” includes banks, related brokerage firms, credit unions and savings and loans. The financial institution may be located in Nevada, bordering states or across the country for the purpose of AVS.

GUARD – Geographic Undisclosed Account Radial Detection. The Accuity AVS GUARD application is able to canvas financial institutions within the U.S. by utilizing the applicant’s home address as the focal point and expanding the search from that origin to create financial institution verification requests. 

[bookmark: _Toc431848461]

Acceptable Use Policy

All policies and guidelines for acceptable use of Nevada DHHS and U.S. Government computer systems and personally identifiable information (PII) apply to employee use of this AVS. This document provides guidelines to authorized Users; it does not replace or supersede any applicable Nevada DHHS policies or procedures. It is meant only as a guide to define the responsibilities of authorized individuals (Users) when using the applications and components of the New Hampshire Department of Health and Human Service’s Asset Verification Service (AVS).

[bookmark: _Toc431848462]

Scope

Acceptable Use policy applies to: 

· All Users authorized by Nevada DHHS to operate the AVS Service on Nevada DHHS’ behalf (whether permanent, temporary or part-time): staff, contractors, sub-contractors, consultants, business partners or official visitors who may operate the AVS.

· Computing and network resources, including host computer systems, workstations, software, data sets, and communications networks controlled, administered, or accessed directly or indirectly by Users of the AVS.

[bookmark: _Toc431848463]

Acceptable Use

The AVS Service is to be used for the following:

· The authorized request, review, and analysis of information related to account information held by a financial institution.

· The AVS may be used for any legal activity that is in compliance with the policies of Nevada DHHS.

[bookmark: _Toc431848464]

Unacceptable Use

The AVS may not be used for any of the following:

· To obtain or attempt to obtain from the AVS any information which the User has not been authorized to access.

· The creation or transmission of unauthorized information, unauthorized requests for information or information that is knowingly erroneous.

· The creation or transmission of any offensive, obscene or indecent images, data or other material, or any data capable of being resolved into obscene or indecent images or material.

· The creation or transmission of material which is designed or likely to cause annoyance, inconvenience or needless anxiety.

· The creation or transmission of defamatory material.

· The transmission of material such that infringes the copyright of another person.

· The transmission of unsolicited commercial or advertising material either to other Users, or to Users connected to other networks, save where that material is embedded within, or is otherwise part of, a service to which the User has chosen to subscribe.

· Deliberate unauthorized access to facilities or services accessible via the AVS Service.

· Deliberate activities with any of the following characteristics:

· Corrupting or destroying other Users' data. 

· Violating the privacy of other Users. 

· Using the AVS in a way that denies service to other Users (for example, deliberate or reckless overloading of access links or of switching equipment).

· Other misuse of the AVS or networked resources, such as the introduction of viruses.

[bookmark: _Toc431848465]

Asset Verification Service

AVS is implemented as a sub-system to Nevada DHHS’ eligibility systems. Users do not interact directly with AVS. All requests for asset verification are originated by the eligibility systems and responses from financial institutions are sent through AVS to the Nevada DHHS eligibility system. Below is an illustrative representation of AVS process:

[image: C:\Users\soczynskip\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Outlook\8J9JPLIG\AVS Graphic.jpg]



[bookmark: _Toc431848466]AVS Process

Each step of the AVS process is defined in the narrative provided below:

1. The Applicant/Recipient completes the paper or web application with electronic or written completion and signing of the Financial Release Form.


2. When the application is completed and the Financial Release is authorized, the eligibility system creates a request for AVS containing the applicant’s personal information. The request may consist of a verification request, targeting a specific financial institution, and/or a detection request causing a search for asset accounts at unspecified financial institutions.


3. At least once during each 24 hour period that the State offices are open for business the eligibility system will send the collected requests to Accuity AVS.


4. Each detection request received by AVS will be forwarded to Early Warning for initial detection of asset accounts residing at financial institutions that participate in the Early Warning account detection system.


5. Response from Early Warning may be “positive” (a financial institution reports an account relationship exists with the applicant) or “negative” (no accounts exists with participating financial institutions). Based on this response one of the following will occur:


a. Positive response from Early Warning – AVS creates a verification request to the financial institutions reporting existing account balances for the applicant.

b. Negative response from Early Warning 

i. AVS sends a message to Nevada DHHS indicating which financial institutions did not find an account balance. The message the User will see for the particular FI is “no account found.”

ii. AVS creates a request to a canvassing system called GUARD which stands for Geographic Undisclosed Account Radial Detection. The GUARD logic identifies selected financial institutions that may have assets for the applicant based on the applicant’s demographic information.


6. Responses may be received from financial institutions over a period of time depending on the process used at the financial institution for search and retrieval of account balance information. As responses are received by AVS, they are queued for retrieval by the Nevada DHHS eligibility system.



7. In some cases, the financial institution will provide a response stating "will not respond."  This response is generally an indication that the financial institution found a problem with the data provided. Most often this message is an indication that the applicant's name and social security number do not match. The User is encouraged to work with the customer to determine what the cause of the information conflict is and if with the policy of Nevada DHHS, resubmit a request through the edibility system.


8. The Nevada DHHS eligibility pulls responses from the AVS response queue at least once during each 24 hour period that the State offices are open for business. 


9. The eligibility system then integrates the account balance information provided by the AVS into the eligibility determination process.


[bookmark: _Toc431848467]AVS Responses

Every request for Asset Verification received from Nevada DHHS will result in one or more responses from AVS. These response(s) may originate from different sources as defined in this section.

[bookmark: _Toc431848468]

Early Warning Services

Responses from Early Warning are immediate and in the case of a negative response AVS will send a message to Nevada DHHS indicating which financial institutions did not find an account balance.

[bookmark: _Toc431848469]

Financial Institutions

Responses from financial institutions may occur over a period of time depending on the process used at the financial institution for search and retrieval of account balance information. As responses are received by AVS, they are queued for retrieval by Nevada DHHS eligibility system.



Financial institutions will generally response with one of three response types:

1. Account Balance Information will be returned if the financial institution finds an asset account belonging to the applicant.


2. No Account Found will be returned when the financial institution does not find an asset account belonging to the applicant.


3. Will Not Respond is generally an indication that the financial institution found a problem with the data provided. Most often this message is an indication that the applicant’s name and social security do not match. The User is encouraged to work with the customer to determine what the cause of the information conflict is and if within the policy of Nevada DHHS, resubmit a request through the eligibility system.

[bookmark: _Toc431848470]

Contacting Accuity Asset Verification Services Inc.

For non-Nevada DHHS policy questions regarding requests, Users should contact their local AVS resource who will contact Accuity AVS. When contacting Accuity AVS your local AVS resource will need the Request ID, as it will allow a Customer Support Specialist to immediately identify and access the Request in question. Questions and concerns that might require a contact with Accuity AVS include the following:

· Questions about financial institutions

· Questions about a request submitted by Nevada DHHS

· Questions about a response provided by Accuity AVS on behalf of a financial institution

· Questions about an overdue Follow-Up Status

Accuity AVS contact information is listed below:



By phone: 855-807-9822



By email: avs.support@accuity.com



It is imperative that Nevada DHHS Users contact Accuity AVS directly and not contact a financial institution. The services provided by Accuity AVS are intended to provide a single point of contact for Users and the financial institutions, streamlining the transfer of information and providing needed answers to questions.
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Tab XI-Other Informational Material



Tab XI-J: Risk Register Format



		Column

		Instructions 



		Risk ID 

		Enter the identification number you assign to each individual action. Use a sequential numbering scheme starting with example format: 20150625.01. Date and then Risk # beginning with .01.



		Risk Description

		What is this risk? • Use complete sentences • Be as specific as possible • State the risk and area(s) of impact • Include no questions • Include no action items



		Cross Reference Risk ID Number to Accuity or OASSIS Risk Registers

		Enter the identification number that tracks action with SOW (if applicable).



		Risk Score

		Risk Prioritization ranks all risks based on the probability and impact assigned to each risk during the Risk Evaluation phase. The priority of each risk was obtained using a risk matrix to assign a quantitative score to the risk. This puts the highest priority risks at the top of the Risk Assessment Report.  High priority risks will be assigned a Risk Owner by the Risk Manager. 



		Probability 

		High/Very Likely (>50%); Medium/Probable (30-50%); Low/Improbable (>30%)



		Impact

		High/Critical: Significant impact to the project scope, schedule or cost. Medium/Serious: Some impacts to project deliverables with minimal impact project scope, schedule or cost. Low/Marginal: Minimal or no impact to project scope, schedule or cost. 



		Risk Category

		This is a field you can use to identify risks by category such as Scope, Human Relations, Customer Relations, Schedule, Cost, and Technological/Hardware/Software.



		Consequences

		Result/Effect of Risk occurring 



		Trigger Event/Indicator

		What would be the sign? How would you know if the Risk Event was about to occur or occurring? What act or event initiates either the risk occurrence or precipitates the response strategy? 



		Risk Response and Description

		How will you respond to this risk and what actions will you take to match that response? Options are: Accept, Mitigate, Research, Watch. Include a description of what actions are taken to implement the response. 



		Mitigation Plan 

		Defines activities to be performed to minimize or prevent the risk from occurring.



		Contingency Plan 

		Defines activities to be performed if the risk is realized. 



		Risk Owner 

		Who monitors that risk? Evaluates exposure and probability for the risk factor and report results of evaluation to Risk Manager. Performs steps of the mitigation plan and reporting progress to the Risk Manager. 



		Status

		Options are Open, Closed or Realized.



		Date to Review

		Enter the date the risk was last reviewed.



		Risk Submitter 

		Performs initial risk evaluation. Submits risks. 



		 

		 



		 

		Additional Instructions 



		Moving Action Items to Closed Tab

		Once an item has been identified as 'closed,' indicate the date that it was closed on the OPEN tab. Cut and Paste the entire item row to the CLOSED tab. Items should be added to the CLOSED tab in descending Action ID # order.



		 

		 



		 

		Risk Responses



		Action 

		Description



		Accept

		Do nothing, and expend no further resources managing the risk. The project is willing to accept the consequences. It will be handled as a risk if a problem occurs.  Accepted risks are usually closed.



		Mitigate

		Eliminate or reduce the risk by: 1) Reducing the impact, 2) Reducing the Probability







		Research

		Investigate until you know enough to either accept, watch, or mitigate. Research can range from a few phone calls to prototyping a system component.



		Watch

		Monitor the risks for critical changes in impact, probability, timeframes, or other aspects. Watch for: 1) Improved conditions, 2) Increase in probably or impact 3) Possible need for contingency actions.










PART I A – TECHNICAL PROPOSAL



Tab XI-Other Informational Material



Tab XI-K: Quality Plan

Accuity AVS Quality Assurance plan (quality assurance plan) 

[bookmark: _Toc292210229][bookmark: _Toc431901125]Introduction – Quality Assurance Plan

Assuring quality service according to the highest of standards requires constant due diligence and the ongoing enforcement of best practices by all resources involved. Consistent quality is the result of the persistent, regimented application of proven techniques in a heavily scrutinized environment. Accuity AVS established an operational environment that emphasizes the imperative need to not only provide a unique service to the Agency and the Financial Institution Community, but to do so with discipline and the commitment to producing an end-product that exceeds the highest of quality standards. 

The Accuity AVS Quality Assurance Plan (QAP) is engineered with the intent of installing a comprehensive Quality Assurance Program that delivers value to the Agency and its customers. The QAP provides an overview of the Accuity AVS current quality assurance practices and its relationship with the core operational components of the Asset Verification Service. A primary objective of the Quality Assurance Plan is to establish protocols that can identify areas of concern and enhance the quality control measures that need to be planned and installed as a result. 

All Accuity AVS personnel with ownership responsibility associated with any component of the Asset Verification Service are responsible for the implementation and ongoing administration of their specialized quality control measures. The plan is defined with the understanding that alterations to the Quality Assurance Plan will be necessary as processes, technology and personnel change or expand as needed. The QAP will serve as a fluid operational component of the Asset Verification Service and, as with all components, the effectiveness of the QAP will rely heavily on collaboration with the Agency. 

[bookmark: _Toc292210231][bookmark: _Toc431901126]

Quality Assurance Plan Oversight

The Asset Verification Service Management Team is responsible for the design, integration and enforcement of the Quality Assurance Plan with the Associate Director, AVS Operations serving as the task leader for most related discussions or initiatives. Maintenance and enhancement of the QAP is the responsibility of all Asset Verification Service resources specific to their area of expertise, but management is responsible for the adaptation of the Quality Assurance Plan and installation of any modifications. Accuity AVS will reach out to project resources at the Agency for their input when required. 

[bookmark: _Toc292210232][bookmark: _Toc431901127]

Management Structure

Accuity AVS’ management structure relies on ground level leadership (Medicaid Specialists and Operation Supervisor) to facilitate the daily operation of the Asset Verification Service. Therefore, as a function of daily operations, the execution of quality control measures is enforced by ground level management. Medicaid Specialists and Supervisors are required to audit existing processes within their teams to ensure efficacy at all times. If deficiencies are identified, corrective action is taken and any adjustment to the process documented. Issues that require significant change to process will be formalized and communicated to the Sr. Director of Government Services prior to any action being taken. Significant changes will also be communicated to Agency Management when appropriate.

[bookmark: _Toc292210233][bookmark: _Toc431901128]

Key Management Resources

Below are the key management resources involved with the Asset Verification Service. Roles and responsibilities in enforcing quality controls and standards are also defined. 

Data Manager (Associate Director, Product Management): The Data Manager is a resource dedicated to the management, maintenance and reproduction of all forms of data associated with the Asset Verification Service. The Data Manager is responsible for design and implementation of all quality controls and processes pertaining to the data, including documentation and logging.

Data Management Specialist: The Data Management Specialist provides direct support to the Data Manager and serves as a critical resource for performing key quality control procedures on the data generated and provided to the Agency.

Operations Supervisor: The Operations Supervisor serves as the lead operational support resource for all AVS Medicaid Specialists and provides organizational support on behalf of the Associate Director, AVS Operations. The Operations Supervisor serves as the validating resource for the Associate Director, AVS Operations.

Associate Director, AVS Operations: The Associate Director, AVS Operations has oversight responsibility of all operational components including all processes and devices dedicated to the enforcement of quality controls. The Associate Director, AVS Operations serves as the validating resource for the Operations Supervisor. The Associate Director, AVS Operations reports to the Sr. Director, Government Services.

Compliance Officer: The Compliance Officer’s quality role is to ensure contract and operational deliverables are identified and completed accurately and on schedule. The Compliance Officer is also responsible for managing all official documentation, ensuring completeness, accuracy, format and versioning. Document logs are maintained and version control enforced through the Compliance Officer’s management of the secure document archive. The Compliance Officer reports to the Sr. Director of Government Services.

IT Manager: The IT Manager is responsible for database and system development as well as web application and database administration. The IT Manager manages all systems development, testing and implementation and serves as the technical architect for the design of any additional functionality for the Asset Verification Service. As part of ongoing operations, the IT Manager is responsible for ensuring that all aspects of the data integration are carried out and all required fields to support the automated functionality of the Asset Verification Service are populated with the correct data. File formats, extracts and report generation are some of the areas in which the IT Manager is responsible for ensuring the data and the function of the Asset Verification meet the highest quality standards.

Sr. Director, Government Services: The Sr. Director, Government services is responsible for ensuring that the quality compliance programs are adequately staffed and executed. The Sr. Director, Government Services provides executive support to the management and staff as necessary. The Sr. Director, Government Services is also responsible for ensuring that weaknesses in the Quality Assurance Plan are identified and updated to ensure compliance with the required standards. The Sr. Director, Government Services reports directly to the President, Accuity Asset Verification Services Inc. 

[bookmark: _Toc292210234][bookmark: _Toc431901129]Audit and Review

Managers or Senior Medicaid Specialists in each area of the Asset Verification Service are responsible for the ongoing auditing and review of their area’s quality control measures. Managers institute new measures based on need or change to the core process and/or on-going quality improvement. Monitoring of change or enhancement is a continuous aspect of the overall management responsibilities. 

[bookmark: _Toc292210235][bookmark: _Toc431901130]

Meetings

As an integrated function of daily operations and/or component delivery, quality control is inherently a part of all related discussions during the weekly, bi-weekly and monthly management meetings conducted independently by Accuity AVS and/or with the Agency. 

[bookmark: _Toc292210236][bookmark: _Toc431901131]AVS program data sources

[bookmark: _Toc292210237][bookmark: _Toc431901132]Introduction

Quality of data intelligence is one of the most important aspects of the Asset Verification Service. Being a core competency of Accuity AVS, Accuity AVS’ data collection, verification and application procedures are designed to ensure the accuracy of the intelligence that facilitates the automated functionality of the Asset Verification Service and its overall operation. For the duration of the Asset Verification Service, Accuity AVS will implement multiple oversight mechanisms and procedures to ensure the consistent expediency of quality data.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                    

[bookmark: _Toc292210238][bookmark: _Toc431901133]Key Data Sources

The following is a list of key data sources that provide intelligence supporting the operation of the Asset Verification Service. A brief description of the source is provided, followed by a brief description of the controls in place. 

[bookmark: _Toc292210239][bookmark: _Toc431901134]Accuity FI Data 

The FI location data is derived from Accuity’s core FI database. This information is the detailed location information used by Accuity to conduct the recruiting effort. This information is also crucial to the maintenance of the Asset Verification Service FI location information as it pertains to mergers and acquisitions or other changes in the Financial Institution Community. Accuity’s FI data is a customer relationship management tool that contains FI User contact information and FI User registrations. This information is collected, stored and maintained outside of the Asset Verification Service and is subjected to Accuity’s core strict data quality control practices.

[bookmark: _Toc292210240][bookmark: _Toc431901135]Asset Verification Service FI Processing Data

The Asset Verification Service FI processing data facilitates the automated workflows that exist in the Asset Verification Service. This information is specific to the asset verification processing protocols for each FI. It contains the method, the Primary and Secondary Contacts, the Users and any special processing information associated with the FI.

This information is critical to the effective and efficient processing of requests and therefore is maintained on an ongoing basis. The information is originally collected during the recruiting, enrollment and the registration process. Throughout an FI’s integration into the Asset Verification Service, the information is shared with the financial institution so it may verify and validate every detail associated with its processing profile. Any change made to the profile must be confirmed with the financial institution prior to it being executed and is recorded for tracking purposes.

Quality Controls Include:

Base location information directly derived from Accuity’s core FI database.

· Processing profile information validated by an FI throughout enrollment, registration, training and as a part of ongoing operations.

· Change requests to processing information are coordinated and validated with authorized personnel at an FI.

· Constant communication with FIs and multiple vehicles for FIs to communicate with Accuity AVS facilitate gathering of most up-to-date information.



Validation is performed by Data Management to ensure that all required information is populated to facilitate the automated processing of data, including:

· Participation Status

· Delivery Method

· Geocoding

· Contacts: Users (Web), Fax Contact (Fax) or Mail Contact (Mail)

· Branch Locations

[bookmark: _Toc292210241][bookmark: _Toc431901136]

Request and Electronic Response Transaction Information

Request information is generated directly by the Agency. Response information from web-based or batch FIs is provided by the FI directly to the Agency. Accuity AVS does not directly impact request or electronic response information in any way. However, data validation checks are built into the application to ensure that the data provided meets all requirements.

[bookmark: _Toc292210242][bookmark: _Toc431901137]Paper-based Response Information

As an intermediary for the Agency, Accuity AVS enters response information into the Asset Verification Service on behalf of the financial institution. This ensures that the FI data is transmitted to the Agency in an electronic form. Accuity AVS has installed a multi-layer data review process that emphasizes the significance of accuracy and the attention to detail before a response is provided to the Agency. These controls are expanded upon later in this document.

Quality Controls Include:

· Pre-screening of paper document to ensure all data is legible and no interpretation is necessary by the Item Processor.

· Response WebForm meets format and completeness requirements.

· Element-by-element automated editing of data entered into the Response WebForm.

· Daily and weekly review by Sr. Item Processor of a random sample of responses that completed data entry.

· Audit report review by the Associate Director, AVS Operations.

[bookmark: _Toc292210247][bookmark: _Toc431901138]

Documentation

[bookmark: _Toc292210248][bookmark: _Toc431901139]Introduction

Every component, event or issue related to the Asset Verification Service or any peripheral aspect of the Asset Verification Service that is eligible to be documented, will be captured in an acceptable document format. The documentation will be as comprehensive as necessary to sufficiently serve its purpose.

With numerous elements supporting the short and long-term operation of the Asset Verification Service, the documentation will serve as the record for how the Asset Verification Service is composed and what, if any, adjustments need to be made to maintain its efficacy. 

[bookmark: _Toc292210249][bookmark: _Toc431901140]Versioning 

Understanding that many documents will go through multiple iterations, incremental version numbers will be assigned to a document whenever a change is made, regardless of the scope of the change. When the document is finalized, the document will be labeled as Final.

[bookmark: _Toc292210250][bookmark: _Toc431901141]Storage, Distribution and Disposal

Sensitive documentation will be stored in a secure location and distributed only to authorized personnel identified by their respective institutions. 

[bookmark: _Toc292210251][bookmark: _Toc431901142]

Core Asset Verification Service Program Components

The following is the list of core Asset Verification components that require ongoing quality monitoring and maintenance. All components possess committed resources responsible for the design, execution and management of the Quality Assurance Plan and are required to contribute to the ongoing auditing and scrutiny of QAP components. The quality control measures designed for each of these components are covered throughout this document. 

[bookmark: _Toc292210252][bookmark: _Toc431901143]Supporting Documentation

Supporting documentation that provides detailed descriptions of the technology, policies and procedures associated with core components of the Asset Verification Service is critical for the effective application and ongoing maintenance of quality control measures. Where appropriate, reference to supporting documentation will be made throughout this document. The below table provides a quick cross-reference between the Asset Verification Service component and any relevant documentation. 

		Core Component

		Supporting Documentation



		Item Processing

		Operational Policies and Procedures



		FI/Agency Operational Support

		Operational Policies and Procedures



		MI Reports

		Design Documentation; Report Production Procedures; Quality Control Checks



		Ad hoc Reporting

		Activity Ruler and HBR Procedures; Quality Control Check Validation



		Agency Invoicing

		Operational Policies and Procedures



		AVS FI Location Data 

		Recruiting and Training Plan; Bank File Procedures; Operational Policies and Procedures







[bookmark: _Toc292210253][bookmark: _Toc431901144]Quality Control Processes

Quality control is an integrated function of every process, workflow and protocol associated with the Asset Verification Service and therefore it must be executed successfully to meet the minimum requirements of the service being provided. As the content or environment of the core component changes, the functions ensuring quality must be modified in a manner that no gaps or deficiencies are created. Quality control measures are defined and documented as part of the procedural documentation supporting that component. Each procedural document has dedicated information associated with quality control or, at a minimum, has quality control steps integrated with the key processes. 

[bookmark: _Toc292210255][bookmark: _Toc431901145]

Quality Control Objectives

The following section provides information related to objectives of the Quality Assurance Plan for each component of the Asset Verification Service.           

[bookmark: _Toc292210256][bookmark: _Toc431901146]Item Processing

Absolute accuracy of the data being entered into the Asset Verification Service by Item Processors is essential. Inaccurate information can result in significant losses in time and, more importantly, the incorrect evaluation of an applicant’s request for financial assistance. For this reason, data to be entered into the Asset Verification Service is heavily scrutinized before, during and after the processing of a response.

[bookmark: _Toc292210257][bookmark: _Toc431901147]

Item Processing – QC Levels 

As with all QC measures there is a minimum of three levels of quality monitoring to ensure accuracy and data integrity. The first level is performed at the work level by the Item Processors. They are responsible for understanding the information they are about to enter, reviewing the detailed entry of that information and the ultimate submission. The second level of quality monitoring is at the Sr. Item Processor level where reviews are conducted post-submission. The third level of quality monitoring is the random review of the Operations Supervisor quality evaluation conducted by the Associate Director, AVS Operations.

[bookmark: _Toc292210258][bookmark: _Toc431901148]Volume

Each Item Processor must be responsible for his or her work and as volume continues to increase, this attribute becomes even more significant. For this component, quality is non-negotiable to speed, but the efficiency of the Response information is also critical and therefore, an ongoing balance must be maintained to prevent any deficiencies and/or delay in processing. The Operations Supervisor will monitor volume allocation to each Item Processor to ensure that the bandwidth of the individual is not exceeded and the threat of processing errors mitigated. Volume of work is adjustable through modification of the workflow by the Operations Supervisor or Associate Director, AVS Operations.

[bookmark: _Toc292210259][bookmark: _Toc431901149]Item Processor - QC Processes Overview

The primary objective of item processing QC is to prevent the error from occurring, which requires the individual Item Processor to execute multiple checks prior to the submission of the Response to the Agency. The following is an overview of current QC measures and the objectives behind each.

Pre-screening: Prior to any data entry being performed, the Item Processor conducts a prescreening of the response information to ensure that the response is complete according the requirements and the information is intelligible. If the response is complete and information is intelligible, then the Item Processor will move to the next step. If there is any confusion related to the response, or if any information is not completely clear, the Item Processor will contact the FI and advise that the response is being returned for clarification. The Item Processor then resends the paper response to the FI for completion.

Data Entry: The Item Processor scrutinizes the data before and immediately after entry of the information to ensure its consistency with the source.

Review: After all entry is complete and data is displayed on the “Review” screen of the Response WebForm or Invoice Tool, the Item Processor will scrutinize every element entered into the response directly against the source. The Item Processor can return to the sections of the WebForm to correct any inaccurately keyed data. Once the accuracy of the data entered is validated, the item is submitted via the Asset Verification Service and the Item Processor’s identity is stamped to the item along with the date and time of the submission.

[bookmark: _Toc292210260][bookmark: _Toc431901150]Operations Supervisor– QC Processes Overview

The purpose of the QC processes executed by the Sr. Item Processor is to evaluate each Item Processor for accuracy and overall performance. The evaluation of accuracy is performed both on a daily and weekly basis as defined below.

Daily Evaluation: The Operations Supervisor will pull two completed items for each Item Processor at random points throughout each day. One item will be allocated to the daily folder and the other to the weekly folder. Towards the end of the day, the Operations Supervisor will access the item on the Asset Verification Service and conduct a cross-check between the information in the Asset Verification Service and the information on the paper source. 



Under certain circumstances, the Item Processor may contact the Agency User associated with an item and request that the request be resubmitted. Accuity AVS will coordinate the response with the FI. If resubmission is not possible, the information will be shared via an exceptions process.

Weekly Evaluation: The Operations Supervisor will conduct the same cross-evaluation of the items in the weekly folder. The purpose of this evaluation is to assess each Item Processor’s accuracy endurance throughout the week. If an Item Processor has an error detected, the Operations Supervisor will pull an item every hour for two processing days and conduct the same evaluation.

[bookmark: _Toc292210261][bookmark: _Toc431901151]Audit Report

The Operations Supervisor maintains a weekly audit report of the items validated. Each item is identified and the result of the validation recorded. This report is submitted to the Associate Director, AVS Operations.

[bookmark: _Toc292210262][bookmark: _Toc431901152]Associate Director, AVS Operations – QC Processes Overview

The Associate Director, AVS Operations will review the weekly audit report to ensure execution of the audit and to monitor for any negative trends. The Associates Director, AVS Operations will randomly select an item from the report to validate against the paper source.

[bookmark: _Toc292210263][bookmark: _Toc431901153]Item Processing – Scanning

The following information is specific to the quality controls surrounding the scanning of paper documentation. 

Item Processor: The Item Processors are responsible for scanning the documentation and ensuring the quality of each scanned document. After scanning all pages of the paper Response documentation, the Item Processors are required to open the file on their workstation and validate the readability of all information on that document. Each item is catalogued by Request ID and committed to the secure storage location. 

Operations Supervisor: The Operations Supervisor will select random files (one in ten scanned documents) from the day’s processing to check the readability of all pages and to confirm that the logging and referencing is accurate to ensure the ability to retrieve the document if and when necessary.

[bookmark: _Toc292210265][bookmark: _Toc431901154]

Operational Support

The function of supporting the FI and Agency User communities as part of the ongoing operation of the Asset Verification Service is facilitated by Accuity AVS’ operations support structure. Quality controls are integrated into the related processes to ensure that the requests for support are being responded to effectively, efficiently and consistent with the requirements of the Asset Verification Service. The Medicaid Specialists are all trained and capable of responding to any inquiries related to the processing of request information and the use of the Asset Verification Service. The Operations Supervisor is responsible for oversight of daily operations, and the Associate Director, AVS Operations is responsible for the general oversight of the overall support function. 

[bookmark: _Toc292210267] 

[bookmark: _Toc431901155] Email Support Requests – Response Monitoring

[bookmark: _Toc292210268][bookmark: _Toc431901156]Purpose of Response Monitoring 

The purpose of response monitoring is to ensure that the messages being responded to meet the level of quality and accuracy required for the service to be effective and efficient. 

[bookmark: _Toc292210269][bookmark: _Toc431901157]

Description of Process and Controls

The primary method for submission of support requests is email, either directly from the User or via the “contact support” function in the Asset Verification Service. Inbound emails are automatically routed to the Inbox of the appropriate Medicaid Specialists based on the schedule. 

Email Responses: All responses sent to end-Users by Medicaid Specialists are also sent to the Operations Supervisor and the Associate Director, AVS Operations. This enables the constant oversight of response content and timeliness, specifically on support requests that are complex and beyond basic support needs (password change, etc.). If a response does not meet the standards or is incomplete, the Operations Supervisor will counsel the Medicaid Specialist and, if appropriate, a follow-up email will be sent to correct or expand on the original response.

Response Logging: The Inboxes of the Operations Supervisor and Associate Director, AVS Operations contain all emails received from the User communities and every inbound message is tracked based on the date received. Each message must have a corresponding response email associated with the original message. Depending on the nature of the support request, the initial email may be to acknowledge that the request has been received and that action will be taken. The Management Staff is continuously analyzing the nature of User email inquiries and the corresponding responses and interventions by the Medicaid Specialists.

[bookmark: _Toc431901158][bookmark: _Toc382313799]Monthly Audits

[bookmark: _Toc292210271]Each month the Operations Supervisor will audit two emails from each Medicaid Specialist to ensure quality and resolution. The log of these transactions will be reviewed by the Associate Director, AVS Operations at the end of each month. If a response does not meet the standards or is incomplete, the Operations Supervisor will counsel the Medicaid Specialist and if appropriate, a follow-up email will be sent to resolve the outstanding issue.

[bookmark: _Toc431901159]Call Center Support – Call Monitoring

[bookmark: _Toc292210272][bookmark: _Toc431901160]Purpose of Call Monitoring

The purpose of the quality controls integrated into the Call Center workflow is to ensure that all inbound and outbound calls are being conducted in a manner consistent with the requirements of the service. The content of the conversation with the end-User must be clear, concise and, above all, accurate.

Call monitoring allows management to monitor the quality of phone conversations while a call is in progress. Management uses this function as a training device and to ensure the accuracy of the information being conveyed by an individual Medicaid Specialist. 

[bookmark: _Toc431901161][bookmark: _Toc292210273]Description of Process and Controls

As with email correspondence, the Medicaid Specialists are specifically allocated throughout the day to attend to all support calls received from the operational communities. Accuity AVS utilizes a hunt group methodology in relation to inbound calls, where, based on the time of the day, an inbound call will be sent from support resource to support resource until an available resource can answer. This ensures that a call does not go to voice mail unless all resources are unavailable due to other support calls. Voice mail for the support number (855-807-9822) is accessible to all Medicaid Specialists. 

At any time, the Associate Director, AVS Operations can engage in silent monitoring of Medicaid Specialists by using the call monitoring function of Accuity AVS’ phone system. This allows the Operations Supervisor or Associate Director, AVS Operations to join an ongoing call silently and without any threat of interrupting the call or of the Medicaid Specialists knowing that they are being monitored. The Operations Supervisor and Associate Director, AVS Operations will conduct silent monitoring on a random basis, but at least once a day for new resources and once every month for established Medicaid Specialists. Individuals that struggle with content may be monitored more often, based on the discretion of the Operations Supervisor and/or Associate Director, AVS Operations.

Operations Management will utilize silent monitoring to develop baseline expectations for call notes being recorded by the Medicaid Specialists. Notes of the Medicaid Specialists are compared with the notes recorded by Operations Management during a monitored call to determine adequacy of the notes being taken in a live call environment as well as post-call. 

[bookmark: _Toc292210279][bookmark: _Toc431901162]

Management Information (MI) reports

The Management Information (MI) Reports serve a critical function in the overall operation and oversight of the Asset Verification Service. The quality control measures for all reports are consistent with the philosophy that the reports convey factual information useful to the Agency in measuring performance and staying abreast of developing trends. 

Accuity AVS utilizes several technologies and proven techniques to execute a comprehensive quality control module, which focuses on the principles of conformity and consistency, enforced through automation. The following sections cover the processes incorporated in the construction and validation of the reports.

[bookmark: _Toc292210280][bookmark: _Toc431901163]Validation Protocol for (MI) Reports 

Any report provided by Accuity AVS to the Agency must undergo the same level of scrutiny and be validated according to the same protocol. This applies to both pre-defined and ad hoc reports.

· Report format must be validated against the definitions, specifications and template for that report.

· All data provided in the report must be validated against the source (production database, etc.).

· All computations of counts or amounts must be validated through a separate MS Access and MS Excel mathematical validation check.

· All intervals of totals (sub-total to total; office to regional to national, etc.) provided must be validated using automated queries to match against the expected sum.

· All reports will be reviewed by Data Management and approved by the responsible manager.

[bookmark: _Toc292210281][bookmark: _Toc431901164]

Source Validation

[bookmark: _Toc292210282][bookmark: _Toc431901165]Purpose of Source Validation

The purpose of source validation is to ensure that all information to be pulled for the MI Reports is consistent with the information in the source tables of the production database. If the information in a report is being derived or manifested via computation, the base information is validated to ensure the computation is deriving the information correctly. 

[bookmark: _Toc292210283][bookmark: _Toc431901166]Description of Process and Controls

The MI Reports pull from the same data source. Therefore, the elements used in those reports must remain consistent from report to report. Source validation is conducted during an extensive QC process for each report by the Data Management Group whenever reports are generated for the Agency. 

[bookmark: _Toc292210284][bookmark: _Toc431901167]Validation of Specification

[bookmark: _Toc292210285][bookmark: _Toc431901168]Purpose of Validation of Specification

Accuity AVS has generated specification information related to each of the reports being created. Though the specifications have not been finalized at the time of this document, they will serve as the definitive source for validation of format and content going forward.

[bookmark: _Toc292210286][bookmark: _Toc431901169]Description of Process and Controls

The Data Management Group will utilize templates to generate the reports at the frequency required. When finalized, the specifications will be used to validate the template and definitions and the individual reports checked for consistency against the template.

[bookmark: _Toc292210287][bookmark: _Toc431901170]Validation of Totals

[bookmark: _Toc292210288][bookmark: _Toc431901171]Purpose of Validation of Totals

The validation of totals within and across reports with the same source is to ensure that numbers being reported at different intervals (subtotal to total; office to region to national, etc.) are aggregating to the expected amount. 

[bookmark: _Toc292210289][bookmark: _Toc431901172]Description of Process and Controls

Accuity AVS will integrate automated checks using MS Access and the source tables for the reports. Queries will be run to aggregate the various levels of amounts being provided and matched against the total being provided in the highest-level report. If a mismatch exists, then the Data Management Group will have the ability to drill down to the specific item that resulted in the discrepancy.

[bookmark: _Toc431901173][bookmark: _Toc292210290]Ad hoc reporting

The function of ad hoc reporting is transitioning from being the only source for generating reports, as in the POC, to being a secondary option when one of the pre-defined reports does not serve the need identified. The platform for generating ad hoc reports is also in the middle of transition as Accuity AVS enhances the ability to customize reports in the OLAP Cube. Currently, ad hoc reports are being facilitated mostly out of MS Access, which is not considered stable or reliable in high-volume or complex environments. 

As stated previously, the Data Management Group is responsible for generating and executing quality controls on any report generated for the Agency. The validation protocol for ad hoc reports is identical to that of the pre-defined reports. Accuity AVS must attain written definition and approval of the requested report from the Agency.

[bookmark: _Toc431901174]Validation Protocol for Ad Hoc Reports 

Any report provided by Accuity AVS to the Agency must undergo the same level of scrutiny and be validated according to the same protocol.

· Report format must be validated against the definitions, specifications and template for that report.

· All data provided in the report must be validated against the source (production database, etc.).

· All computations of counts or amounts must be validated through a separate MS Access and MS Excel mathematical validation check.

· All intervals of totals (sub-total to total; office to regional to national, etc.) provided must be validated using automated queries to match against the expected sum.

· All reports will be reviewed by Data Management and approved by the responsible manager.

[bookmark: _Toc431901175]

Source Validation

[bookmark: _Toc431901176]Purpose of Source Validation

The purpose of source validation is to ensure that all information pulled for the ad hoc reports is consistent with the information in the source tables of the production database. If the information in a report is being derived or manifested via computation, the base information is validated to ensure the computation is deriving the information correctly.

[bookmark: _Toc431901177]Description of Process and Controls

The ad hoc reports pull from the same data source. Therefore, the elements used in those reports must remain consistent from report to report. Source validation is conducted during an extensive QC process for each report by the Data Management Group whenever reports are generated for the Agency. 

[bookmark: _Toc431901178]Validation of Specification

[bookmark: _Toc431901179]Purpose of Validation of Specification

Accuity AVS has generated a significant amount of specification information related to each of the reports being created. These specifications serve as the definitive source for validation of format and content going forward.

[bookmark: _Toc431901180]Description of Process and Controls

The Data Management Group will utilize templates to generate the reports at the frequency required. The specifications are used to validate the template and definitions and the individual reports checked for consistency against the template.

[bookmark: _Toc431901181]Comparing Previous Iterations

[bookmark: _Toc431901182]Purpose of Comparing Iterations

The purpose of comparing previous iterations of a report is to ensure that the data displayed on previous reports does not change for reasons that are not explainable. If previous iterations exist, every element within that report should be compared to ensure continuity if similar data is being displayed.

[bookmark: _Toc431901183]Description of Process and Controls

When an ad hoc report is generated based on reports or definitions that were previously generated, the definition of that report should be consistent and any known variations documented and confirmed with the Agency. 

[bookmark: _Toc431901184]Validation of Totals

[bookmark: _Toc431901185]Purpose of Validation of Totals

The validation of totals within and across reports with the same source is to ensure that numbers being reported at different intervals (subtotal to total; office to region to national, etc.) are aggregating to the expected amount. 

[bookmark: _Toc431901186]Description of Process and Controls

Accuity AVS will integrate automated checks using MS Access and the source tables for the reports. Queries will be run to aggregate the various levels of amounts being provided and matched against the total being provided in the highest-level report. If a mismatch exists, then the Data Management Group will have the ability to drill down to the specific item that resulted in the discrepancy.

[bookmark: _Toc431901187]New Ad Hoc Report Definition

[bookmark: _Toc431901188]Purpose of New Report Definition

If the Agency requests a new ad hoc report, the report must be thoroughly defined by the Agency and documented by Accuity AVS. An agreement on the format and content will ensure that the time spent in developing the report will be towards the correct end-goal.

[bookmark: _Toc431901189]Description of Process and Controls

Any new ad hoc report must be defined by the Agency and documented by Accuity AVS. Accuity AVS is responsible for attaining agreement on the design and content of the report prior to generation. Timing of the report’s delivery must consider the time required to ensure the quality is impeccable. All assessments related to the scope of the effort to generate the report must be concluded according to the requirements in the contract and prior to any work being performed on creation of the report.

[bookmark: _Toc431901190]

New Ad Hoc Report Validation

[bookmark: _Toc431901191]Purpose of New Report Validation

If a report is defined and approved by the Agency and Accuity AVS, the report specifications will serve as the validation source for format and content. Accuracy of the information conveyed will ensure that the report is effective in its designed purpose.

[bookmark: _Toc431901192]Description of Process and Controls

The new report will be scrutinized according to the same protocols as all other reports generated by Accuity AVS. The Data Management Group will generate the report, validate it against the data source and design specifications. All amounts will be proven and validated. This includes validation against previously generated standard reports.
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Tab XI-L: Florida Training Plan

[bookmark: _Toc333997417]Overview

Asset Verification System (AVS) training for the Florida field office staff will be provided by DCF with support from Accuity. Within DCF selected individuals will be assigned as contact personnel. The contact personnel will constitute the primary contact point for field office staff when questions arise that are beyond their normal understanding of AVS. Accuity will develop a training program for these contact personnel consisting of a User Guide and Webinar to provide them more in-depth knowledge of the AVS process and how to contact Accuity when additional information or research is required.

[bookmark: _Toc333997418]AVS Process

[image: AVS Flow]

[bookmark: _Toc333997419]

Application Flow

Applicants and beneficiaries apply and reapply for benefits using automated or paper-based methods.

Application information flows into the ACCESS Management System (AMS) and Florida Eligibility System.



The Florida Eligibility System will present requests for asset verification to Accuity during nightly processing.

Over a 30 day processing cycle, Accuity will return responses received from Financial Institutions to the Florida Eligibility System. These responses contain either account balance information or a response of “no account found” or “will not respond”.

[bookmark: _Toc333997420]

Training Approach

A Webinar approach is well suited for the training required to provide the contact staff with knowledge of the AVS process and how it integrates with Florida’s ACCESS system. This approach allows an interactive training session without the need for extensive travel and time away from the office.

Supplemental to the Webinar training, Accuity will develop a user guide for reference to AVS reports, responses and definitions.

[bookmark: _Toc333997421]

Content

The process flow, as show above, will constitute the basis for the AVS training content providing the contact staff with detailed information about what they may expect from AVS.

The basic organization of the training content and user guide will be as follows:

· AVS Overview

· What is AVS

· Why is DCF using AVS

· AVS Process

· How AVS Works

· ACCESS/AVS Processing Overview

· Expected and Unexpected Results

· How to Contact Accuity

· Definitions

[bookmark: _Toc333997422]

Post Assessment

A post assessment may be included to ensure that the trainee fully understands the process flow and potential results from AVS.

[bookmark: _Toc333997423]

Project plan

The project plan for training DCF contact staff is shown below in abbreviated form:

		Task Name

		Duration

		Start

		Finish



		AVS Training

		66 days

		Wed 8/1/12

		Wed 10/31/12



		Establish Training Plan

		10 days

		Thu 8/20/12

		Fri 8/31/12



		Submit DCF Training Plan

		1 day

		Fri 8/31/12

		8/31/12



		Approve DCF Training Plan

		1 day

		Fri 9/7/12

		Fri 9/7/12



		Create DCF User Guide

		43 days

		Mon 7/30/12

		Fri 9/14/12



		Submit DCF User Guide

		1 day

		Fri 9/21/12

		Fri 9/21/12



		DCF Approve User Guide

		1 days

		Fri 9/28/12

		Fri 9/28/12



		Train Pilot County Staff

		5 days

		Mon 10/1/12

		Fri 10/5/12



		Create Webinar Training

		10 days

		Mon 10/1/12

		Fri 10/12/12



		Train DCF Contact Staff

		10 days

		Mon 10/15/12

		Fri 10/26/12



		State-wide rollout

		1 day

		Thu 11/1/2012

		Thu 1/1/2012
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Tab XI-M: Project Manager Full Resume

Paul F. Soczynski

1007 Church Street Floor 6 Evanston, Illinois 60201

847-933-5126/paul.soczynsk@accuity.com



Education

Master’s in Business Administration

Focus on Marketing and Human Resource Management

June 1990

Keller Graduate School, Milwaukee, Wisconsin



Bachelor of Science

Health Information Management

May 1980

University of Wisconsin, Milwaukee, Wisconsin



Certification:

Organization Development Certificate, 1994 - National Training Labs, Alexandria, Virginia

Pragmatic Marketing Product Management Certification – April 2003



Professional Experience

Accuity, Inc., Skokie, Illinois

For-Profit International Company owned by RELX Group, Accuity is part of Reed Business Information, the global standard for payment efficiency and compliance solutions. 

Senior Director, Government Services

	November 2010 to Present



Conduct the business development of an asset verification service in all 50 states and with the federal government.  Executively manage operational and contract compliance staff including a call center and data entry center.  Direct project management of multiple IT projects for existing and developing contracts.  Provide over all P&L oversight and achievement of corporate financial, compliance, security and legal goals and results.

· Resolved issues to secure $4.0 Million annual contract with the Social Security Administration by installing the necessary infrastructure, quality control and relationship building with contract managers in Baltimore, MD.

· Created business planning systems and resources.  

· Secured contracts in Florida, Maryland, New Hampshire, North Carolina, Michigan, New York, Oklahoma, Arkansas and Virginia for Medicaid Asset Verification. Contracting process included an extensive proposal creation and submission, oral presentations, contract negotiation, IT interface application development and implementation and contract compliance management.

· Negotiated and managed three task orders for the Social Security Administration project.  Project management included establishing the scope of work, negotiating price, project management and assurance of contracted deliverables.

· Provided project management for Department of Labor UI research to reduce fraud, waste and abuse



Community Care, Inc./Community Care Health Plan

Milwaukee, Wisconsin



Non-profit long-term care health and social service Medicare and Medicaid licensed health maintenance organization for community-based services for frail elders and adults with disabilities.



Chief Operations Officer

September 1998 to November 2010



Responsible and accountable for all business development and healthcare managed care operational functions (Primary Care, Nursing, Rehabilitation, Care Management/Utilization Management, Prior Authorization, Pharmacy, Personal Care, Transportation, Day Centers, Residential Services, Behavioral Health) and financial and quality outcomes for health and social services provided to more than 8,000 adults enrolled in programs contracted by The State of Wisconsin Department of Health Services and the Center for Medicare and Medicaid Services. Co-led claims processing and administration with the Chief Financial Officer.  Direct the activities of eight senior managers and their staffs totaling 800 employees; spearhead all strategic planning and business development objectives; direct all marketing and government relations activities; direct all provider management and contracting functions; oversee all facility planning and maintenance. Developed operational systems for all major health care processes within the organization and consulted nationally with clients regarding the establishment of a Program of All-Inclusive Care for the Elderly (PACE).

· Increased Medicare and Medicaid revenues from $48 million to $325 million in eleven   years.

· Annually improved health care operational efficiency and productivity and utilization management to live within limited funding and achieve margins as costs of care increased.

· Mitigated hit from expected decline in funding. A reduction in Medicare funding was expected over next two to three years. Facilitated/led program remodeling project to adjust to anticipated Medicare revenue. Cut operating costs 17% in nine months without RIF, and installed new technology and improved work flow to make interdisciplinary case management teams more efficient. 

· Reduced program costs to meet state contract requirements and adjust to reduction in funding. Administrative and general (A&G) costs for case management programs needed to be lowered to an unprecedented rate of 4.5%. Streamlined operations of administrative departments, bringing rates down to what was the lowest of all managed care organizations in the state of Wisconsin.

· Facilitated on-going claims administration process improvement including improved service authorization process and accurate and timely payment of claims per contracted rates

· Wrote two grants that resulted in significant program development. Wisconsin's Department of Health Services expanded its Medicaid Managed Care programs. Submitted grants to facilitate the transition of 15 of the state's 72 counties, enabling Community Care, Inc. to expand its mission and service area in four years.

· Developed strategic plan to expand its mission. Community Care Inc. needed a well-thought out plan to respond to the State of Wisconsin’s call to address the rising costs of Medicaid and eliminate waiting lists for services. As COO, utilized personal marketing, facilitation and relationship-building talents to respond to the State’s call for action and address operational inefficiencies and rising costs.

· To build trust with contractors and community partners, served as external face of the organization on behalf of the CEO and Board.

· Provided executive leadership of Community Care’s Technical Assistance Center with consultation contracts in 26 states to assist non-profit and for-profit companies replicate our programs and services.



Total Community Care, LLC.

Milwaukee, Wisconsin 

A Division of Community Care, Inc.

Co-sponsor of a long-term care health and social service organization in Albuquerque, New Mexico with a Medicare and Medicaid managed care contract for community-based services for frail elders

Executive Director

July 2003 to December 2007

Promoted and, in addition to continuing in the capacity of COO of Community Care, Inc., assigned to stabilize the struggling program and create a blended culture for three divisions in Wisconsin, Colorado and New Mexico.



Oversaw six executives and their staffs totaling 75 employees, created and implemented a strategic development plan, administered all related policies and procedures, and continued to monitor the results of all TCC programs with the sponsors in Milwaukee and Denver. Additionally, devised and implemented a plan to transition TCC from its existing sponsor to a new one, assembled a new administrative team and mentored them to better performance and increased productivity. Secured full Medicare provider status in an unprecedented time frame of 9 months, liaised with regulatory agencies to establish contracts of $8 million for Medicaid and $4 million for Medicare, and generated a position of mutual respect with the Human Services Department of New Mexico. Serving as a Staff Board Member, worked closely with the Chairman and other executives, co-authored a working agreement between the two members, and wrote the new bylaws.

· Returned significant return on investment to Community Care, Inc. at the end of the co-sponsorship on December 31, 2007.  Community Care, Inc. invested $250,000 in 2003 and ended the co-sponsorship with a payment of $6,750,000 from the Colorado partner on December 31, 2007.

· In order for the venture to be successful, successfully integrated resulting in a strong multi-functional team in 3 divisions across 3 states.

· Stabilized financial performance, and turned around a loss of $540,000 to a profit of $100,000, in one year.  2007 profitability was 13%.

· Secured a rate increase for the Medicaid portion of the program.

· Facilitated best practice activities between three programs for the benefit of all organizations and their outcomes/results.






Family Health Plan Cooperative

Milwaukee, Wisconsin

Staff model Health Maintenance Organization operating seven ambulatory health care centers in southeastern Wisconsin serving Medicare, Medicaid and Commercial patients.

Administrator, Bluemound Health Center

January 1997 to September 1998

Hired to stabilize enrollment and implement the concept of a system-wide Access Center with nursing triage and centralized appointment scheduling. Oversaw 10 departmental managers (Nursing, Radiology, Laboratory, Reception, Pharmacy, Medical Records, Orthopedics, Mental Health, Optometry and Member Services) and 100 employees, provided complete site management including marketing and strategic planning, human resource development and administrative performance evaluation, patient access and satisfaction, and medical staff relations. Established the physical location and staffed it with receptionists and nursing advisors.



· In an attempt to reduce costs and improve customer satisfaction, established a call center to triage health care, provide nursing advice and schedule appointments.  Project included overcoming physician resistance to the concept and formation of an Access Center. 

· Devised and implemented a survey system that demonstrated a significantly enhanced level of customer satisfaction.

· In order to improve communication across the health center, created a weekly newsletter which resulted in staff feeling better informed and involved in the organization’s decision making and success.

· Participated in successful NCQA accreditation 



Columbia-St. Mary’s

Milwaukee, Wisconsin

Fully accredited acute care healthcare system providing primary, specialty, tertiary and ambulatory care.

November 1985 to December 1996

Organizational Development Specialist

March 1992 to December 1996

Promoted and reassigned by the Chief Operating Officer, during the integration of Columbia and St. Mary’s, to participate in an organizational development team. Significantly contributed to the overall strategic processes including directing the evolution of health information, quality, case management and utilization programs. Developed business plans for cancer services, chronic illnesses, obstetrics and neonatology and ambulatory services, prepared a cultural assessment and leadership development program, and conducted training and mentoring seminars.

· Successfully facilitated several Joint Commission on Accreditation of Healthcare Organizations and CARF surveys for 5 hospitals in the system.

· Developed business plans that were successfully implemented

· Created leadership development programs to improve performance and introduce new skills.











Vice President, Quality Improvement

February 1991 to March 1992 



Promoted to introduce the concept of a quality improvement program and implement the appropriate new processes. Prepared Joint Commission on Accreditation of Healthcare Organizations surveys, administered quality, and utilization programs and the social work department. Directing 10 managers and their 30 staff members; oversaw an annual departmental budget of $750,000 and served as Primary Team 

· Established an effective quality improvement program.

· Reduced cost-of-care expenses by 3% to 5% during tenure.



Director of Quality and Utilization Management

November 1985 to February 1991 



Hired to develop and deploy quality, utilization, infection control, medical records and transcription systems. Oversaw 10 managers and 45 staff members, administered an annual budget of $500,000, and Leader for the integration of behavioral medicine (St. Mary’s Hill Hospital) and rehabilitative services (Sacred Heart Rehabilitation Hospital) into the system. Coordinated several successful Joint Commission on Accreditation of Healthcare Organizations surveys resulting in minimal citations and follow-up requirements.

· Contributed to the reduction of costs associated with an open-heart 
surgery program.

· Assisted in the implementation of Diagnostic Related Groups for classification of Medicare reimbursements.

· Assisted in implementing a longitudinal database to determine long-term success for open-heart surgery patients.

· Evaluated, selected and implemented a new automated transcription system



Memorial Hospital of Burlington

Burlington, Wisconsin

Information Systems Manager

May 1980 to November 1985 

Hired from college as a Utilization Review Coordinator to complete required reviews for all Medicare and Medicaid admissions and work with the medical staff to provide timely and proper patient discharges. Promoted annually through management levels, oversaw the activities of 15 direct reports and a staff of 50, developed and administered a $1.5 million budget for multiple departments, and directed the day-to-day operations of the Information Systems department.
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PART I B – CONFIDENTIAL TECHNICAL PROPOSAL

Tab I – Title Page



		Part I B – Confidential Technical Proposal



		RFP Title:

		Asset Verification Services



		RFP:

		2096



		Vendor Name:

		Accuity Asset Verification Services Inc.



		Address:

		1007 Church Street Floor 6

Evanston, Illinois 60201



		Opening Date:

		February 1, 2016



		Opening Time:

		2:00 PM







		There are no sections of the Technical Proposal that are considered confidential and proprietary.
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Contact Support
* = Required Information

User Information

Middle:

Last Name: Garatziotis

Phone Type: Voice

Email: tina.garatziotis@ssaform4641.net

Information to Support
“Subject: Wy are you contacting Support?
*Remarks:

Contact Support
Submit]
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User Support Information
Sample FI Community Info Message (10/1/2012)

“This is 2 sample F1 community info message.

Welcome to the AVS System (10/1/2012)
Thank you for logging in.

! Training on the AVS System (09/19/2012)
Thank you for attending today’s training.

1 AVS User Guide (09/6/2012)
Be sure to reference the AVS System User Guide.

Welcome to User Notifications (08/29/2007)
‘We will provide you with community wide messages to keep you up to date with any possible changes or news.






image11.png

Edit Email Notifications

User Notification Preferences

Send Email when Response is Overdue
Send Email when Request is Received

Continue

Cancel Email Notification Edits|

Submit Email Notification Edits|
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Welcome, Tina Garatziotis

5} Request Inbox
« You have 10 New Request(s) in your inbox!
« You have 0 Overdue Request(s) in your inbox!
« You have 28 total Request(s) in your inbox.

My Responses

« Check status on all of your Responses.

§ Change Notification: Account Title
« Change to Account Information page coming August 26, 2012
@ User Support Information

« There are no new messages.

& Edit Your Email Notifications

& Change Your Password
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Request Inbox

« You have 3 New Request(s)!
« You have 0 Overdue Request(s)!
« You have 5 total Request(s).

<revious 50 1 through 5.0f 5 Next50>
Request 1D Request Date Agency Customer Name Response Due Status Assigned To

Request 361184 05/16/2012 FL DCF, Office 3 e 67 05/31/2012 New

Request 361120 05/09/2012 FL DCF, Office 1 e e 7654 05/2412012 New

Request 361080 05/08/2012 FL DCF, Office 4 e 05/23/2012 New

Request 360860 03/26/2012 FL DCF, Office 1 o e 04/10/2012 Assigned tuszyn8

Request 360841 03/26/2012 FL DCF, Office 5 Panella, Lou 04/10/2012 Assigned tuszyn8

SSN: 568-74-3258
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My Responses

< Previous 50 1 through 4 of 4 Next 50 >
Request ID Request Date Customer Name Response Due Status Response Date

Request 91641 0372172012 ‘Tedford, Jason 04/05/2012 Viewed 03212012

Request 87001 02/28/2012 Stern, Joseph 03/14/2012 Assigned

Request 80921 02/09/2012 ‘Tedford, Melinda 0212472012 Viewed 02/10/2012

Request 80501 02/09/2012 Tedford, Jeff 02/24/2012 Viewed 02/09/2012

< Previous 50 1 through 4 of 4 Next 50 >
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Response WebForm - Part | - Customer Detail

Status
Status: New on 05/16/2012

Request Assigned To

—fp Selecr Gaer -
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Request ID Information

Request ID: 361184 Date Submitted: 05/16/2012
Agency Representative
First Name: Paul Middle: Last Name: Drakontaidis
55 West 125th Street, 5th Floor
New York State: NY. zIp: 10027
: 847-933-8065

Agency Representative's Signature: Signature is on file.

Request Data from Agency

Customer's Social Security Number Customer's Name
214-36-3645 Threet, Elmer
Customer's Address ‘Applicant/Recipient if Other Than Customer

5253 E Littleton
Kenilworth, NJ 07033

Account Number(s) (Individual or Joint) Name and Address of Financial Institution
Enterprise Bank
Please Provide Balances from: 490 Kenilworth Blvd
10/2010 through 5/2012 Kenilworth, NJ 07033

Authorizing Signature: Interest Requested:
Signature is on file. No

Customer Other Names:

Agency Remarks:
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Save to My Responses

Enter Account Information
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Unable to Supply Requested Information

No Accounts Found: Only select this option if you have no record of the Customer Name or Customer SSN at your institution.
‘Will Not Respond: Select this option if you were able to locate some record of the Customer Name or Customer SSN, but cannot respond for one of the reasons provided.

No accounts found.
Will not respond. Select Reason ~ If select the "Other explanation”, please enter reason in text box.

(Maximum 1000 Characters)
Send to Agency
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Response WebForm - Part Il, Part A - Account Information
Steps: [Customer Detail. [Account Information] [Account Balances. [Review Data]

Customer Summary

Customer’s Name Customer's Social Security Number
Threet, Elmer 214-00-3645

Agency Remarks

Account Types
Account 1

ccount Number: Joint Account: Nl - SSI Direct Deposit: No
ype of Account: Select Account Type - If "Other, Describe:
ccount Title:

|Add Additional Accounts|

Continue to Part B, Account Balances
Save to My Responses| [Enter Account Balances|
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Account Balances

Account # 123243 Annuity

Month/Year Balance (00.00) Interest Paid (20.00)
32005 5 400.28 50.00
2/2005 5593.48 50.00
1/2005 $546.88 50.00
12/2004 5621.77 50.00
1172004 5 241.03 50.00
1072004 5384.55 50.00

9/2004 271 66| $0.00
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Response WebForm - Responded 08/18/2012

Status.
Status: Responded on 08/18/2012

Return To Responses List.

Remove from My Responses
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Edit Fl User - Enterprise Bank

User Information

*User ID:

*First Name:
*Title: Data Specialist
*Email: vanessa.lambert@ssaform4641.net
*Phone: 847-9335005 Phone

User Type and Status.

*User Type: FI Administrative User v

Options

Submit User Edits] [Cancel User Edits|

Middle:

*Status:

Active

*Last Name: Lambert

Fax:
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Reports
Please select which Report you would like to view from the list.

Responses
Search for Requests that have received Responses.

Search by Person
‘Search for Requests by the Customers, Applicant's or Legal Representative's name.

Search by Request/Response Date
Search for Requests by either the Request Date or the Response Date.

Search by Social Security Number
Search for Requests by the Customer's or Applicants Social Security Number.

Search by Status
Search for Requests by the Status.







image24.png

e Quick Search
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Responses
Enter dates in month, day, year format: MM/DD/YYYY
Leave date fields blank to return all Requests that have received a Response.
Responses.
From Date: To Date:

10 - Results per Page [Search)
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Search by Person
Enter dates in month, day, year format: MM/DD/YYYY
Search by Person

Search for: @ customer O Applicant
From Date:

First Name:

Legal Representative

To Date:
Last Name:

10 - Results per Page [Search)
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Search by Request/Response Date
Enter date in month, day, year format: M/DD/YYYY

Search by Request/Response Date

Search for: © Request O Response
Date:

10 - Results per Page [Search)







image28.png

Search by Social Security Number
Enter dates in month, day, year format: MM/DD/YYYY
Dashes are required in the SSN field: 000-00-0000

Search by Social Security Number

From Date:
SSh:

To Date:

10 - Results per Page [Search)
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Search by Status
Enter dates in month, day, year format: MM/DD/YYYY
Search by Status

From Date: To Date:
Status: Select Status o

10 - Results per Page [Search)
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BCP Threats


Description


air pollutant


Air in the workspace becomes compromised and may present health risk to personnel.  Examples: smoke, 


sulfur, carbon monoxide.


app lockout


A critical computer application becomes unaccessible due to security lockout.  Example: loss of 


username/password into MS Access workgroup.


avian flu


Local health officials determine that a highly-contageous virus presents risk to people leaving their home, or 


entering an infected/quarantined location.


batch job failed


A computer scheduled/automated (batch) job or program did not run or complete as intended.  Example: 


database extract for production.


building access


Access to key facilities is impossible.  Examples include: keycode system down/malfunction, lost/corrupt 


password/keycode, doors locked shut.


data corruption


Critical data in an internal database/system is discovered to be corrupted, compromised, deleted, overlaid 


inappropriately, etc.


data feed not received


A critical data feed from another source is not received as expected.  Examples: OFAC list, watch list 


additions.


digital storage not accessible


A digital storage device, critical to the process, is deemed inaccessible, full, corrupt, inoperable, etc.


email loss


The company email system is down, frozen, corrupt, or inaccesible.


evacuation


The building is evacuated for safety reasons such as fire, explosion, air pollutant, etc.


explosion


An explosion erupts or compromises a key facility and its presonnel.


fire


A fire erupts or compromises a key facility and its presonnel.


flood


A flood damages a key facility and.or poses risk to its presonnel.


FTP site down (Acc)


An internally-managed FTP site goes down, rendering it unable to be used as a distribution mechanism for 


customers.


FTP site down (cust)


An customer FTP site goes down, rendering it unable to be used as a distribution mechanism to that 


customer.


HVAC failure


HVAC (central air-conditioning) experiences failure, thereby compromising computer hardware and other 


temperature-sensitive equipment.


internet access loss


Internet access is lost or compromised.  For example, websites cannot be reached, pings cannot succeed, 


emails are inaccessible, etc.


missing SME


One or more critical personnel are absent from the location where they are needed to execute a critical 


task.


network access lockout


The company network experiences security lockouts, rendering key personnel unable to access key files, 


applications, servers, etc.


network outage


The company network experiences service outages, rendering key personnel unable to access key files, 


applications, servers, etc.


power failure


Loss of power/electricity affects a critical facility.  For example, the power utility company experiences 


outages, or a local transformer malfunctions.


remote connection failure


Attempts to access company computer resources fails from a remote location using normal access 


procedures.


sabotage


server failure


A critical computer server experiences an outage.


source code compromised


Computer software programs (source code) are lost, damaged, compromised by viruses, etc. rendering 


them inadequate to perform an application recovery.


storm


A severe weather storm or pattern compromises key presonnel from travelling to key facilities.


telephones down


The telephone lines from the local telephone company are down, damaged, inaccessible, or compromised.


theft


Internal or external parties have stolen key resources, information, hardware, software, data files, databases, 


security credentials, etc.


third party failure


A critical third-party provider of products and/or services fails to perform such role in a critical process.  For 


example, the US Government fails to transmit an OFAC file.


throughput degradation


Computer performance becomes sub-standard during a critical process, either due to hardware or network 


problems.


virus (computer)


website down


A critical internal website becomes inaccessible, inoperable, or otherwise compromised.


wrong backup reinstated


Internal personnel utilize the wrong backup data file, application, software, database, etc.


wrong software version used


Internal personnel utilize the wrong version of software, causing potential comparability problems.
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