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	SUBJECT:
	Amendment 1 to Request for Proposal 3211

	RFP TITLE:
	Actuary and Consulting Services

	DATE OF AMENDMENT:
	[bookmark: _GoBack]December 10, 2015

	DATE OF RFP RELEASE:
	November 17, 2015

	OPENING DATE:
	December 18, 2015

	OPENING TIME:
	2:00 PM

	CONTACT:
	Gail Burchett, Procurement Staff Member




The following shall be a part of RFP 3211.  If a vendor has already returned a proposal and any of the information provided below changes that proposal, please submit the changes along with this amendment.  You need not re-submit an entire proposal prior to the opening date and time.


1.	Why is the State of Nevada Purchasing Division, Public Employees’ Benefits Program (PEBP) 	putting this work out to bid via an RFP process?

	PEBP Response: The current contract terminates on June 30, 2016.

2.	How long has the current consultant been providing this service?

PEBP Response:  The current vendor has been providing this service under the current contract since July 1, 2008.

3.	Does the current consultant provide the same scope of services that are included in this RFP? If 	not, what was added/changed?

PEBP Response:  The current vendor provides services that are consistent with the scope of work in the RFP.  

4.	Has the PEBP had any performance issues with the current carriers/vendors?

PEBP Response:  As with any long term contractual relationship there have been some issues with the current vendor.  

5.	Are the current services provided via a fixed fee arrangement, on a time-and-expense basis, or a 	commission schedule?
	a.	If a fixed fee arrangement, what is the most recent fee arrangement?

	b.	If on a time-and-expense basis, what are the current hourly rates?  What were the total 		fees charged in 2014?

	c.	If on a commission schedule, what is the schedule? How much was paid to the 			consultant in 2014?

PEBP Response:  All fees charged by the current vendor are in the table below.  There are no commissions paid to the vendor, only fees as provided below:

	Staff category
	Hourly rate
	Average Annual Hours (2013)
	Average Annual Hours (2014)
	Average Annual Hours (2015)

	Actuary
	$434
	617
	680
	632

	Consultant
	$347
	149
	300
	395

	Clerical 
	$104
	0
	0
	0

	Specialist/ Analyst 
	$260
	342
	679
	1123

	Attorney
	$376
	23
	1
	157

	
	
	
	
	




6.	What were the fees paid for the “in scope” and “out of scope” items for 2012, 2013 and 2014?

PEBP Response:  All services are ordered via work order and are within the scope of the contract.  Any work requested of the current vendor that is outside of the scope would require an amendment to the contract. 

7.	Can the PEBP provide a copy of the deliverables produced in the last fiscal year for actuarial 	and consulting services?

PEBP Response:  All reports and presentation materials provided by the existing vendor are included in the packets provided to the PEBP Board.  All board packets are posted on the PEBP website under PEBP Board<Board Meeting Materials.  All vendors are encouraged to review the packets for previous board meetings.  

8.	Approximately how many meetings per year has the attendance of the consultant been 	requested?

PEBP Response:  The current vendor has been present at all PEBP Board meetings.  The calendar of meetings is available on the PEBP website under Board Meetings.  Attendance at additional meetings such as; during the Nevada Legislative session and at interim legislative committee meetings.  The vendor will be notified when this required, but on average there are 6 to 8 Board meetings annually and 2 legislative meetings in the odd numbered years and 2 interim committee meetings in the even numbered years.

9.	Traditionally, has the attendance of the consultant been requested during the open enrollment 	period?

PEBP Response:  The services of an actuary consultant are not required at open enrollment meetings provided to participants of the plan.  

10.	Are there any particular service related reasons you are going out to bid or is the issuance of an 	RFP to meet a timing requirement to solicit proposals?

PEBP Response:  The current contract terminates on June 30, 2016.  

11.	Will the incumbent firm providing Actuary and Consulting Services be invited to bid? How 	long has the current actuary been providing these services?

PEBP Response:  The current vendor has been providing this service under the current contract since July 1, 2008.  Any vendorwho can meet or exceed the scope of work and is interested in being a partner with the state of Nevada are encouraged to submit a proposal.  

12.	Please provide all scoring documents related to the last RFP for these services.

PEBP Response:  The scoring materials from the last RFP are not available.

13.	Please indicate the make-up of the evaluation committee— not necessarily by names, but by 	positions in which departments.

PEBP Response:  The evaluation committee is made up of PEBP staff, at least one PEBP Board member and subject matter experts.  

14.	There is no finalist presentation listed under Section 8, RFP Timeline. Was this omission of a 	presentation intentional? Will vendors have a chance to present their proposal to the evaluation 	committee?

PEBP Response:  Currently, there is not plan to have vendors provide presentations of their proposals.  However, the evaluation committee or the PEBP Board may request presentations be made by the vendors identified as finalist after the initial evaluation is complete.  If it becomes necessary to have a second review of proposals vendors will be notified of the time and date for presentations.

15.	Question 3.5.3.14 asks about our ability to provide transactional testing on PEBP operations in 	accordance with NRS.0425. Please provide a copy of the report and/or findings for the most 	recent testing or review. What is the current consultant’s role in completing this requirement.

	PEBP Response:  PEBP has not asked this testing to be completed by the current vendor recently.  This is an option PEBP would like to explore with any future vendors.

16	If we do not provide these services with in-house staff, is it necessary for us to secure a partner 	to provide these services under this contract?

PEBP Response:  PEBP expects the awarded vendor to be able to provide all the services in the RFP.  If a subcontractor is used they must be approved according to the terms of the contract and performance standards and guarantees. 

17.	Please confirm that Questions 3.5.7.2 and 3.5.7.3 refer to our plan at the termination or 	expiration of the contract anticipated to be award July 1, 2016. If that is not the case, please 	clarify how we should respond.

PEBP Response:  Question 3.5.7.1 should be answered as if your organization is the incoming vendor.  Question 3.5.7.2 should be answered as if your organization is an outgoing vendor, for example if your contract expires or terminates.

18.	Section 3.4 includes a table with the current contractor’s hourly rates (page 10). Please provide 	the hours invoiced for each staff category separately for 2013, 2014 and 2015 (to date). 

PEBP Response:  See the table below. 

	Staff category
	Hourly rate
	Average Annual Hours (2013)
	Average Annual Hours (2014)
	Average Annual Hours (2015)

	Actuary
	$434
	617
	680
	632

	Consultant
	$347
	149
	300
	395

	Clerical 
	$104
	0
	0
	0

	Specialist/ Analyst 
	$260
	342
	679
	1123

	Attorney
	$376
	23
	1
	157

	
	
	
	
	




19.	What current projects or items in the scope of work are provided on a fixed fee basis, and what 	are the associated fixed fees?

PEBP Response:  All fees paid to the current vendor are in the table below.  

	Staff category
	Hourly rate
	Average Annual Hours (2013)
	Average Annual Hours (2014)
	Average Annual Hours (2015)

	Actuary
	$434
	617
	680
	632

	Consultant
	$347
	149
	300
	395

	Clerical 
	$104
	0
	0
	0

	Specialist/ Analyst 
	$260
	342
	679
	1123

	Attorney
	$376
	23
	1
	157

	
	
	
	
	




20.	Are the Performance Standards and Guarantees (provided as Attachment N) consistent with 	those in the current vendor’s contract? Please describe any instances where a Performance 	Standard or Guarantee has been applied under the current vendor’s contract.

PEBP Response:  The Performance Standards and Guarantees provided in the RFP closely match those in place with the existing vendor.  

21.	11.3.1.1 (page 40) requires the contractor to cooperate fully with other PEBP contractors. 	Please describe any significant cooperative efforts involving the current actuary.

PEBP Response:  PEBP’s current actuary consultant works closely with PEBP’s third party administrator and pharmacy benefit manager.  PEBP expects the selected vendor to cooperate and work with existing vendors to provide the services listed and in the best interest of the state and participants of the plan. 

22.	The RFP requires electronic copies to be provided on a CD. Would a flashdrive (that connects 	to a USB port) be an acceptable alternative?

	PEBP Response: A CD is required.

23.	Please provide the anticipated timeline for the deliverables associated with the Scope of Work 	listed in Section 3 (p 8) of the RFP.

PEBP Response:  Timelines for certain projects can vary based on staff and PEBP Board requests.  PEBP currently utilizes a work order process which includes details of the deliverable as well as a timeline for the requested service.  

24.	On page 9, it says we will ‘Assist with annual rate setting for all health benefit plans." Please 	confirm which plans are self-funded.

PEBP Response:  PEBP offers its participants the option of enrolling in a self-funded consumer driven health plan (CDHP) or two fully insured HMO plans.  

25.	Page 9 – How often do you require an analysis of claim reserves?

	PEBP Response:  A minimum of annually.

26.	Is contribution setting in-scope?

	PEBP Response:  The vendor is expected complete rate setting as outlined in the RFP.  This is considered within the scope of the RFP.  Rate setting will be documented with a work order that will provide necessary details and timelines. 


27.	Do you have hours spent by the current consultant? We note the table with rates has spaces for 	hours, but is blank.

PEBP Response:  See Below.

	Staff category
	Hourly rate
	Average Annual Hours (2013)
	Average Annual Hours (2014)
	Average Annual Hours (2015)

	Actuary
	$434
	617
	680
	632

	Consultant
	$347
	149
	300
	395

	Clerical 
	$104
	0
	0
	0

	Specialist/ Analyst 
	$260
	342
	679
	1123

	Attorney
	$376
	23
	1
	157

	
	
	
	
	




28.	Is the transition schedule requested in 3.5.7.2 different from the transition plan requested in 	3.5.7.1?

PEBP Response:  Question 3.5.7.1 should be answered as if your organization is the incoming vendor.  Question 3.5.7.2 should be answered as if your organization is an outgoing vendor, for example if your contract expires or terminates. 

29.	Attachment L appears to contain Aon’s cost management recommendations, not their HIPAA 	Training Presentation. Is their HIPAA training presentation available?

PEBP Response:  See Below.







ALL ELSE REMAINS THE SAME FOR RFP 3211.


Vendor must sign and return this amendment with proposal submitted.

	Vendor Name:
	

	Authorized Signature:
	

	Title:
	
	Date:
	






	This document must be submitted in the “State Documents” section/tab of vendors’ technical proposal.
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C Public Employees’ Benefit Program

HIPAA Privacy and Data Security Training

Compliance with the HIPAA Privacy and
Data Security Rules

July 16 & 17, 2014

Presented By:

Jill Carson
Health & Benefits
Aon Hewitt
213.996.1771
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Today’'s Agenda

Introduction to the HIPAA Privacy Rule

» Overview of the HIPAA Privacy Rule

» Covered Entities Subject to HIPAA Privacy Rule
» Protected Health Information

» Use and Disclosure of Protected Health
nformation

 Individual Rights Under HIPAA

» HIPAA Data Security
» Potential Situations Involving HIPAA

o Questions

Public Employees' Benefit Program :
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Training Requirements

HIPAA training required for:

» Employees who have access to
Protected Health Information (PHI)

« Committee Members involved with PHI

- Claim and appeal reviews
» Privacy Official and HIPAA Contact Person
» New members of staff having access to PHI

» Temporary employees who do not enter into a
Business Associate Agreement

HIPAA training must be documented
» Maintain Training Log
» Maintain copies of training materials

Public Employees' Benefit Program :
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The Importance of Privacy and
Security

Continuous compliance is our goal:
HIPAA compliance is not a task to check off or a binder to put on the shelf
Privacy and security policies should be woven into the fabric of how we operate in all
areas of human resources and employee benefits
We should protect employees’ information with the same care we give to our customers’
information
Every member of the team has a critical role to play

o 0O 00

Failure can result in:
Penalties against the Company and our benéefit plans
Claims by aggrieved individuals
Bad publicity
Civil and criminal penalties
Disciplinary action

ooooU

Public Employees' Benefit Program :
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What is Health Insurance Portability
and Accountability Act — HIPAA?

Protect the privacy of an
individual’s personal and
health information

Specify new rights of
individuals to approve
access/use of their
medical information

HIPAA

Provide for the physical
and electronic security of
personal health
information

Simplify billing and other
transactions with
Standardized Code Sets
and Transactions

Public Employees' Benefit Program

HIPAA Privacy and Data Security Training
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Applicable Laws

f
E E Americans With Disabilities Act (ADA) — requires

separate files for medical information

Family and Medical Leave Act (FMLA) — requires
standard forms for medical leaves

Health Insurance Portability and Accountability Act
(HIPAA) — sets out privacy & security standards for
health plans, insurance companies and providers

Many Sources
of Privacy and

Security Rules Health Information Technology for Economic and
Clinical Health Act (HITECH) - raises the bar for
HIPAA compliance

Genetic Information Nondiscrimination Act (GINA) —
protects genetic information, including family
history

Numerous state laws regulate the use of Social
Security Numbers and other identifiers

Public Employees' Benefit Program M
HIPAA Privacy and Data Security Training Hewitt
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HIPAA Civil Money Penalties

Civil Money Penalties That May Be Imposed After Enactment of HITECH

Penalty Per . Penalty Per )
Violation Maximum Penalty Violation Maximum Penalty
Per Calendar Year Per Calendar Year
for Identical Level _°_f for Identical
Minimum | Maximum Violations Culpability Minimum Maximum Violations
Covered Entity Did Not Know
and By Exercising
None $100 $25,000 Reasonable Diligence Would $100 $50,000 | $1,500,000
Not Have Known of Violation
Violation Due to Reasonable
Cause $1,000 | $50,000 | $1,500,000
Violation Was Due to Willful
NOTE: Neglect and Corrected
. . . Within 30 Days of When
* Penalty Rules for Violations Occurring | covered Enti)t,y Knew or $10,000 | $50,000 | $1,500,000
Before February 18, 2009, Make No Would Have Known of
Distinction as to the Covered Entity’s Violation
Level of Culpability Violation Was Due to Willful
e All Minimum and Maximum Penalty ";‘v?g:?cgg"; W
: ithin ays o en
Amounts Are Per Covered Entity Covered Entity Knew or $50,000 | ----- $1,500,000
Would Have Known of
Violation

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training
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HIPAA Enforcement in the News

March 2012: Tennessee Blues Plan to Pay $1.5M in
First
HITECH Breach Notification Rule Action by HHS

BlueCross BlueShield of Tennessee paid $1.5 million
to resolve HHS' claims of insufficient protection of PHI
in the first enforcement action under HITECH Breach
Notification Rule.

Theft of unencrypted data on 57 hard drives and the
loss of information including the names, Social
Security numbers, diagnosis codes, dates of birth, and
health plan identification numbers of more than 1
million current and former BCBST members.

Massachusetts General Hospital has agreed to pay $1
million. Violation occurred when an employee
commuting to work lost patient records on the
subway. The employee had removed the PHI from the
hospital’s premises for the purpose of working on the
documents from home.

http://www.hhs.gov/ocr/privacy/hipaa/administrative/br
eachnotificationrule/breachtool.html

HIPAA Audits

The federal government's is conducting random HIPAA audits across
the nation

Statistics regarding breach notification from September 2009 to the

present:

HHS, Office of Civil Rights (OCR) received 425 reports involving a
breach of information involving 500 or more individuals;

OCR received more than 56,000 reports of breaches of fewer than 500
individuals;

Two-thirds of all large breach cases involved loss or theft of information;

and

More than half of large breaches involved electronic devices —risks of
PHI on portable and mobile devices. Examples:

5 million individuals have been affected by back-up tapes with PH
being stolen from an employee's car;

1 million have been affected by lost back-up tapes in office
renovation situations;

400,000 have been affected by a theft of a laptop computer from
an employee's car;

943,000 have been affected by a theft of a desktop computer
stolen from an office; and

63,000 have been affected by the theft of a portable media device
from an employee's car.

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training

Am Hewitt
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lIPAA Overview — Key Effective Dates

Rules that safeguard the privacy of individually
idéntifiable health information by putting limits on its use
disclosure (Effective April 14, 2003)

Privacy

Electronic Rules that standardize transactions and code sets for
Data thi electronic data interchange of health information

ective October 16, 2003)
Interchange

. Rules that protect the confidentiality and integrity of
S 0ehia ] data in electronic media, including the prevention of
Data unauthorized use and restriction of physical access to
Security ‘h data (Effective April 20, 2005)

Economic stimulus legislation has significant impact on
the policies and procedures used by healthcare
Shp=e U iUad| providers, health plans and their business associates

(Effective March 26, 2013; General Compliance Date
September 23, 2013)

Public Employees' Benefit Program :
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New Requirements
» Health Plan Identifier (HPID)

- Group health plans, including self-insured
employer-provided group health plans, must
obtain a unique health plan identifier

- Required by Affordable Care Act for any health
plan covered by HIPAA

- HPID is a national, unique identifier that will be
used to identify a health plan in a HIPAA
standard electronic transaction

- HPID must be obtained by November 5, 2014

AMHt‘“itt





HIPAA Terminology

 There are important terms related to HIPAA that you need
to understand:

O Covered Entity

J Protected Health Information

] Business Associate

J Permissible Uses and Disclosures

Public Employees' Benefit Program :
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What Are Covered Entities?

)

Health Plans

e Medical plans e EAPs

e Dental plans e Long-term care insurance

e Vision plans e Health insurance issuers

e HMOs e Certain Wellness and executive plans

e Prescription drug plans
e Health FSA plans

Health Care Providers that engage in certain electronic
transactions

e Doctors e Medical Clinics/Offices

e Dentists e Pharmacists

e Hospitals e Nurses

e Optometrists e Other health care providers

Health Care Clearinghouses

e Entities that convert electronic data for HIPAA compliance

Public Employees' Benefit Program :
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What are NOT Covered Entities?

- HIPAA generally does not cover non-Health Plans or
programs including:

Life insurance

Workers’ compensation
FMLA leave
Pre-employment testing
STD and LTD programs
Health fairs

Fitness for duty exams

Public Employees’ Benefit Program
HIPAA Privacy and Data Security Training
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HIPAA - Protected Health Information (PHI)

o Health Information about an Individual that is:

- Created or received by a Covered Entity or
employer

> Transmitted or maintained in any form or medium
> |dentifies the individual (directly or indirectly), and

o Relates to the individual’s:

Physical or mental health condition (past, present or
future)

Provision of health care, or

Payment for the individual’s health care (past, present or
future)

NOTE: Protected Health Information (PHI) may be in oral, paper or electronic format. It includes
demographic information collected from the Individual.

Public Employees' Benefit Program :
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Types of Personal Information
- We Need to Protect

» Social Security Numbers / Medicare ID Numbers
« Home address and other contact details
» Specific benefits, including:
> Health plan enrollment
> Claims details emails
» Health status
» Account numbers

Remember that “protected” doesn’t mean you are forbidden from using the data — but it does mean use
with care and only share with individuals within the PEBP’ s “Firewall”!

NOTE: Diagnostic information does not have to be present in order to
have Protected Health Information.

Public Employees' Benefit Program Am
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What is NOT Protected Health Information?

De-identified or summary health information
To de-identify must remove all identifiers - 18 Identifiers defined by HIPAA:

M Name
M Postal Address

M All elements of dates except year
M Telephone number

M Fax number

M Email address

M URL address

M IP address

M Social security number

M Account numbers

License numbers

Medical record number

Health plan beneficiary #

Device identifiers and their serial numbers
Vehicle identifiers and serial number
Biometric identifiers (finger and voice prints)

Full face photos and other comparable images

N N N N N N N H

Any other unique identifying number, code or
characteristics

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training
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When May PHI Be Used or Disclosed?

YIELD

e HIPAA allows a Health Plan to use or disclose
PHI:

> For treatment, payment or health care operations
(HTPO”)

- As permitted or required by law
> When an individual authorizes release to others
> When an individual asks for own health information

Public Employees' Benefit Program Am
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Treatment, Payment or Healthcare
Operations (TPO)

Treatment

Payment

Health Care
Operations

Provision, coordination, or
management of health care
by a health provider,
including:

» Coordination of health care
with a third party (e.g., a
hospital or specialist)

» Consultation between
providers relating to a
patient

« Referrals to another
provider

Activities to obtain or

provide reimbursement for

provision of health care,

including:

» Determination of eligibility or
coverage

» Adjudication of claims and
claims management

* Medical necessity
determinations

* Health care data processing

+ Utilization review (including
precertifications)

* Billing

Activities that relate to a
Covered Entity’'s health-
related functions, including:

» Conducting quality
assessments (including
case management)

* Evaluation of health plan
performance

* Underwriting and premium
rating

* Arrangement for legal,
auditing or actuarial
services

* Business planning and
certain administrative
activities

Public Employees' Benefit Program

HIPAA Privacy and Data Security Training
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Plan Sponsor — PHI Disclosure

» Disclosure of PHI to designated Plan Sponsor personnel for
treatment, payment or health care operations are permissible

- Plan Document must establish separation (i.e., “firewall”) between
Health Plan and Plan Sponsor

> Access to PHI limited to designated Plan Sponsor
personnel within Health Plan’s “firewall”

Common categories of personnel within “firewall”
Privacy Official, Security Official, and Contact Person
Corporate Health Plan administrative personnel
Benefit Managers

Personnel outside the “firewall” are denied access to PHI
(except by authorization)

NOTE: Disclosures are generally subject to a “minimum necessary”
disclosure standard.

Public Employees' Benefit Program :
HIPAA Privacy and Data Security Training Am' lewitt





HIPAA - Authorization

» Health Plan may use or disclose PHI pursuant to written
authorization from an individual.

o Authorization must:

o

o

o

Describe information to be used or disclosed and purpose of the request
|dentify the person authorized to request and receive access to the PHI
Acknowledge right to revoke the authorization

Describe the consequences (if any) of refusal to sign the authorization
State that PHI will no longer be protected by HIPAA after disclosure

Specify an expiration date or event (Open-ended authorizations are
not permitted)

Public Employees' Benefit Program :
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Uses and Disclosures Permitted by Law

» Health Plan may disclose PHI without an
authorization for any of the following reasons:

* Public health activities

* Judicial proceedings

* Law enforcement

* About decedents

* Health oversight activities

* Cadaveric organ, eye or tissue
donation

* Research
* As required by law
* Special government functions

® To avert serious threat to health
or safety

* Workers’ compensation

* About victims of abuse or
domestic violence

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training
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Rights of Individuals Under HIPAA

» Right to receive a HIPAA Privacy Notice

» Right to inspect and copy PHI

* Right to amend PHI

» Right to request restrictions on use or disclosure of PHI

> Restriction required if non-treatment related and fully paid by
individual

» Right to request accounting of prior three-year electronic disclosures
of PHI

» Right to alternative communications of PHI
» Right to an accounting of non-routine disclosures
» Right to file a complaint

» Right to written notice within 60 days after disclosure breach

Public Employees' Benefit Program :
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HIPAA/HITECH — New Notice Requirements

Breach of Unsecured PHI

|
Requires 60-Day Notice to

Participants
|
| |
More than 500 500 or less
individuals individuals
|
Immediate Notice Annual Notice
to HHS and to HHS
Media Outlets
|
Posted on HHS Website
Public Employees' Benefit Program AWHFwitt
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HIPAA/HITECH — New Notice Requirements

» Notice of Breach — Covered entity to provide:
> Description of breach
> Type of unsecured PHI disclosed
- Steps individuals should take to avoid harm

- Description of covered entity’s mitigation,
investigation, and prevention efforts

- Contact information for covered entity

Public Employees' Benefit Program :
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HIPAA/HITECH — Unsecured PHI

e Unsecured PHI

o PHI that is not safeguarded by an American National Standards Institute
(ANSI) technology standard that makes PHI unusable, unreadable, or
indecipherable to people who do not have permission to access it

> Unsecured PHI can include information in any form or medium including
electronic, paper or verbal form

e Breach

o Someone without permission accessed, used or disclosed protected health
information and now you believe the privacy and/ or security of a
participant’s health information has been compromised

» Examples of Possible Breaches

- A Benefits Manager leaves PDA on a store counter and then someone else
picks it up

o Athief breaks into a car and steals a HR staff member’s laptop

o Someone retrieves shredded paper and tapes it together

Public Employees' Benefit Program :
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HIPAA - Privacy Notice

» HIPAA Privacy Notice to be distributed
- Self-insured health plans

> Fully insured plans — vendor notice if “hands-off’ PHI

» HIPAA Privacy Notice should be provided to
new employees at time of employment

» Notice posted on employee benefits intranet web
site

» Reminder of entitlement to Notice must be
communicated once every three years

NOTE: Individuals are entitled to a copy of the Notice upon
request, even if not a participant in PEBP’s Health Plans.

Public Employees' Benefit Program :
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HIPAA Administrative Requirements

M PHI Safeguards and Reminders

Z Privacy Official and Contact Person

Public Employees' Benefit Program :
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PHI Safeguards - Paper Records

Do

M Secure documents containing PHI
when away from your desk

i Secure documents containing PHI in
desk or file cabinets

1 Lock your office/desk at night

1 Shred unneeded documents
containing PHI

M Segregate PHI from employment-
related files

i Deposit documents to be shredded in
“secure” shredding boxes

Don’t

® Leave documents containing PHI
on desk exposed and unattended

® Fail to lock up/secure documents
containing sensitive health
information

Q Leave office unlocked if it contains
unsecured PHI

© Retain unneeded reports containing
PHI

© Commingle health records with
other personnel records

Q Leave documents unsecured while
awaiting shredding

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training

Am Hewitt





PHI Safeguards - E-Mail

Do

M Limit number or people “copied” on
e-mail

M Insert PHI (when necessary) in
password-protected document and
attach to e-mail

1 Call recipient to communicate
password

i/ Utilize system captions and
restrictions (limiting forwarding)

M Include confidential caption in body
of e-mail message and attachment

i Disclose the “minimum necessary”
amount of PHI

Don’t

® Forward copies of e-mail
unnecessarily

® Include PHI in the “body” of an e-mail
message

® Insert the password in the body of
the e-mail message

® Include more PHI than necessary for
the particular purpose

© Retain unneeded e-mails containing
PHI in insecure systems

®© E-mail PHI to PEBP’s personnel
outside the “firewall”

Public Employees' Benefit Program
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PHI Safeguards - Telephones

Do Don’t

& Minimize PHI included in voicemail © Leave sensitive PHI on voicemail
messages left for an individual

] Caller Verification —Verify the identity ®© Disclose PHI to a caller without
of the individual calling to seek verifying identity
disclosure of PHI

] Determine the authority of the caller © Permit PHI to be disclosed without

to receive PHI (spouse, attorney, determining the authority of the
etc.) individual to receive PHI

M Discuss PHI in a dedicated area to ® Do not disclose PHI to other
avoid others overhearing benefits employees without

safeguards (e.g., private area)

i Conduct telephone conversations ®© Conduct telephone conversations
involving PHI using hand-piece or involving PHI using speaker phone
headset when feasible if others could readily overhear

Public Employees' Benefit Program AWHH i
W1
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PHI Safequards - Faxes

Do

M Ensure that fax addressee is a
permissible recipient of the PHI (e.g.,
inside the “firewall”)

M Direct incoming faxes to “secure”
facsimile machines

M Stand by facsimile machine for receipt
of known incoming fax

M Use confidential caption on Fax Cover
Page

M Secure faxes in manner similar to
other documents containing PHI

Don’t

Q© Disclose contents of faxes to
others or store in personnel files
unless approved to receive PHI

Q® Direct incoming faxes to facsimile
machine in unsecure area
accessible to others

© Allow incoming faxes to lie
unattended on facsimile machine

O Leave office unlocked if it contains
unsecured PHI

O Route sensitive faxes to others
through unsecure inter-office mail
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PHI Safeguards - Meetings

Do

M Limit attendance at meetings where
PHI to be discussed to only those
employees needed

M Avoid use of PHI where de-identified
or summary health information may
be used

] Make certain meeting agenda does
not disclose any PHI

 Minutes or meeting notes should be
treated as PHI and included in
employee health records file

M To extent speakerphone participation
occurs, verify that no others can
listen in

Don’t

© Conduct meeting where PHI may
be overheard

® Permit non-essential meeting
attendees when PHI to be
discussed

® Leave notes or papers reflecting
PHI discussions in room or
unattended

© Permit PHI to be discussed with
individuals participating using an
unsecured cell phone

O Disclose meeting results with those
not permitted access to PHI

Public Employees' Benefit Program
HIPAA Privacy and Data Security Training

Am Hewitt





PHI Safeguards — Minimum Necessary

Do

M Make certain only the specific PHI
needed is provided

M Provide summary or de-identified health
information whenever possible

M Limit access to PHI to staff inside the
“firewall”

M Disclose PHI to the extent Required by
Law; such disclosure is presumed to be
the “minimum necessary”

[Vl Restrict access to electronic databases to
be certain that only permitted access
occurs

Don’t

® Provide health claims data in excess of
what is needed

® Permit external auditors to access file
records beyond scope of audit

® Provide more PHI than is Required by
Law, or by subpoenas

© Disclose more PHI than is needed to
respond to telephone inquiries

® Permit Benefits Committee to receive
health information beyond what is
needed for the appeal

Public Employees' Benefit Program
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PEBP’s HIPAA Privacy “Check List”

M Conduct compliance
assessment

M Amend Health Plan documents
and create “firewalls” between
Health Plans and PEBP; obtain
Plan Sponsor certification

M Adopt health information policies
and procedures

M Formally designate Privacy
Official and Contact Person

M Conduct HIPAA training (initial
and ongoing) for those
employees with access to PHI
as part of their jobs

M Provide Notice of Privacy
Practices to all applicable active
and retired employees

I Execute Business Associate
Agreements

M Implement PHI safeguards

] Establish record retention
procedures

M Develop administrative forms
and authorizations

M Establish complaint procedure

M Develop sanctions for
noncompliance

Public Employees' Benefit Program
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Overview Of The HIPAA
C, Data Security Rule and ePHI|
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What Is Electronic PHI (ePHI)?

» Electronic Protected Health Information (ePHI) is
PHI that is transmitted or maintained in electronic

media

o Electronic media includes:

Electronic storage media such as memory devices in
computers or any removable or transportable digital memory

Transmission media used to exchange PHI already in
electronic
storage media

Critical Question: Did the health data exist in electronic
form prior to its transmission?
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/ What Is ePHI? coineo

Protected Health Information that is in:

Why is it ePHI?

E-Mails and attachments

Computer to paper facsimiles

Internet and Extranet

The PHI existed in electronic
form prior to transmission

Hard Drives

Network servers

Floppy discs and CD-ROMs

Magnetic tapes

Digital memory cards

Public Employees' Benefit Program
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What Is Not ePHI?

Protected Health Information in:

Telephone conversations PHI is not in electronic form
prior to transmission

Voice mail messages

Paper-to-paper facsimiles

Hand-written notes The PHI does not involve
electronic media

Verbal conversations

Paper files and records

All Protected Health Information must be safeguarded under
the HIPAA privacy rules even if it is not ePHI.

Public Employees' Benefit Program :
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HIPAA Security Rules

HIPAA generally requires technical, physical and
administrative security procedures to protect PHI

f TECHNICAL | [ PHYSICAL ) C ADMINISTRATIVE |
= Encryption = Physical access controls = Formal, documented policies
= Access controls = Workstation security = Assigned responsibilities
= Integrity controls <«— | " Device and media controls <«—»| * Access authorization procedures
= Authentication = Personnel security = Internal audits
= Event reporting = Termination procedures = Security training
= Systematic review of audit controls = Contingency planning
= Data authentication = Disciplinary procedures
\. Security configuration managemenb L ) 9 y

The regulations do not prescribe set procedures, but assume that plans will keep up with
changes in technology

Best Practice: If we use it to protect mission-critical business data, use it to protect
employee data

Public Employees' Benefit Program :
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Security Reminder. Emails and Attachments

» Emails containing e-PHI can be intercepted when sent on
the internet

i Protect Emails Containing e-PHI Sent over the Internet

> When sending emails containing e-PHI over the internet,
encrypt the email

> When sending emails containing e-PHI within PEBP’s intranet
network

Minimize the amount of PHI within the body of the message
Do not use PHI in the subject line

If you are sending e-PHI to someone in the firewall or to the employee,
create an attachment and password protect the document

Data Storage: No company data is to be stored on local

drives; private and workgroup shares are provided on the
servers for such storage.

Public Employees' Benefit Program :
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Security Reminders: Secure Work Environments

Screensavers

- Users may utilize any screensaver provided with Windows

o Screensavers must be configured to lock in 5 minutes (default) and be
password-protected

> |f visitors are onsite, workstations should be locked with the screensaver
immediately upon departing the workspace using <CTRL><ALT><DEL>

» Workstations with e-PHI need to be locked immediately with a
password-protected screensaver whenever unattended using
<CTRL><ALT><DEL> or powered down

» Work areas will be configured so that the monitor screen is not
visible to unauthorized personnel

e Shutdown

- All workstations will be logged off the network and applications
and turned off prior to departing

Public Employees' Benefit Program :
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Security Reminder: Disposal of Electronic Media

Removable media

- Removable storage media such as diskettes and CDs containing
protected health information and other confidential or private information
must be properly disposed of to ensure that data is not released to
unauthorized personnel

Magnetic media

- Diskettes and other magnetic media should be degaussed (exposed to a
strong magnetic field) or shredded prior to disposal

Optical media
o CDs and DVDs should be shredded prior to disposal

Digital electrical devices

o “Memory cards” and “flash drives” should be shredded or crushed prior
to disposal

Public Employees' Benefit Program :
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Technology Reminders

» Printers and other attached devices will be appropriately
safeguarded. Printed output will be removed immediately if

the printer is shared and safeguarded as required by the
HIPAA Privacy rules.

» The Security Official will be notified immediately in the event
of a known or suspected security breach.

» Unsafe security practices can lead to breaches

» Be sure to follow policies on:

- Sharing data with other laptops

> Internet usage, viewing and downloading from unsafe websites
Password Safety

» You are responsible for keeping your login ID and password
secure

» Never share your login ID and password

» Follow standards for changing and maintaining
your passwords

Public Employees' Benefit Program :
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Physical Safeguards

» Make sure you follow policies
o to limit physical access to our electronic information systems and
facilities
> to protect our electronic systems from natural environmental hazards
and unauthorized use

o keep security devices (e.g., keys, key cards, and badges) stored in a
secure location

o follow procedures for taking computer equipment outside our
buildings
» If you notice unsafe activities such as:
o Computer viruses
- Sharing or unprotected passwords
> Unnecessary or non approved software
o Suspicious emails or spam

» |Immediately report these incidents to the HIPAA
Security Official
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Final Thoughts

o Treat all sensitive information as if it were PHI

» Whenever possible refer employees to the carrier
to assist with customer service

» Continue doing what you're doing — just be diligent
about following our policies and procedures

« Remember, when speaking to an employee be
careful what you put in writing, minimize the
information and only share with those who have a
right to know
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Training Certificate
Congratulations!

You have successfully completed
Public Employee’s Benefit Program

HIPAA Privacy and
Data Security Training

Name

Organization/Division
Date
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